
CONFIDENTIAL: SMALL BUSINESS SECURITY AUDIT 

10+ Years of Enterprise-Grade Security Expertise, Simplified for Your Team 

 

1) Identity Hardening 

Is Multi-Factor Authentication (MFA) mandated for every cloud login? If you 

aren’t using a “push” notification or hardware key, your passwords are a 

liability. 

 

2) The 3-2-1 Data Sovereignty 

Do you have 3 copies of your data, on 2 different mediums, with 1 immutable 

copy stored off-site? (If your backup can be deleted by a hacker, it isn’t a 

backup.  

 
3) The Perimeter Gap 

Is your network guarded by a managed, enterprise-grade firewall, or a 

standard ISP-provided router with limited visibility? 

 
4) EDR vs. Antivirus 

Are you utilizing Endpoint Detection & Response (EDR) with behavioral AI? 

Standard antivirus is reactive. EDR is proactive. 

 
5) The Human Firewall 

Has your staff undergone Phishing Simulation training in the last 180 days? 

The team is your first and last line of defense. 

 
6) Automated Patch Hygiene 

Are critical OS and third-party software updates (ie Chrome, Adobe, Zoom) 

deployed automatically with 48 hours of release? 

 
7) The Principle of Least Privilege 

Do your employees operate as Standard Users? Restricting administrative 

rights is the #1 way to stop malware from spreading. 

 
8) Vulnerability Awareness 

When was your last professional network scan for “open doors”? Knowing 

your vulnerabilities is the first step to closing them. 

 
9) Managed Mobility (MDM) 

Do you have the ability to remotely wipe company data from a lost phone or 

laptop within 5 minutes of notice? 

 

10) The “Hour Zero” Plan 

Do you have a written, tested Incident Response Plan? Knowing who to call 

before the screen goes dark is the difference between an afternoon of 

downtime and a total business loss. 

Final Grade: __________ 

• 8-10 points: You are in a strong position. Let’s keep it that way. 

• 5-7 points: You have significant “Open Doors.” 

• Under 5: Your business is at high risk for a major disruption.  

Call 720-432-1108 to review your score 

with a BVC Engineer. 

GSA Multiple Award Schedule Holder Cage Code: 7YEG9 


