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THE REVERE 

TRUTH AMPLIFIER’S 

TOOLKIT 

 

A Practical Guide for Promoting Truthful Content Online 
Working with platform algorithms, the attention economy, and civic community-

building to amplify accurate information and defeat disinformation 
 

WHO 
THIS IS 

FOR 

Every person who wants their voice — and the voices of truth they trust — to reach 
more people online, without compromising their integrity, engaging in shouting 
matches, or feeding the outrage machine that benefits authoritarians and bad 
actors. This is not a marketing guide. It is a civic one. 

 

🧠🧠 PART I: UNDERSTANDING THE TERRAIN 

 

1.1  The Core Paradox of Truth in the Attention Economy 
Truth has a structural disadvantage in the modern information environment. This is not an 
accident or a failure. It is the predictable result of how social media platforms are built. 

Research published in Science in 2018 by Vosoughi, Roy, and Aral at MIT found that false news 
spreads six times faster than true news on Twitter, reaches 10 times more people at each step in 
the diffusion chain, and is 70% more likely to be retweeted. The reason is not that people prefer 
lies. It is that false and misleading content is more emotionally activating — especially outrage, 
fear, and disgust — and emotional activation drives engagement, and engagement is what 
algorithms reward with reach. 

This means that the naive approach — just post the truth and people will share it — is not 
sufficient. Truthful civic content must be crafted, timed, formatted, and distributed with the 
same intelligence and discipline that disinformation campaigns use, without abandoning the 
honesty, accuracy, and dignity that distinguish it. 

 

THE CORE 
INSIGHT 

Your goal is not to out-shout disinformation. It is to out-community it. Build a 
network of trusted voices that amplifies truth systematically, earns genuine 
engagement through quality, and serves an audience that actively wants to find 
you — while leaving the trolls and bad-faith actors talking to each other. 
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1.2  How Platform Algorithms Actually Work (2025–2026) 
Every major social media platform uses a multi-factor AI system to decide which content to 
show to which users. While the exact formulas are proprietary and change frequently, the 
underlying logic is consistent and well-documented through platform disclosures and academic 
research. 

The key signals across platforms are: 

• Engagement signals: Comments (especially longer, substantive ones), shares to other 
users, saves, and time-spent viewing all outrank passive likes and views as indicators of 
quality. 

• Completion rate: For video, what fraction of viewers watch to the end or beyond. High 
completion dramatically increases algorithmic distribution. 

• Response engagement: Content that generates replies, shares to DMs (direct messages), 
and cross-platform sharing signals deep resonance. 

• Recency combined with early engagement velocity: A post that earns strong engagement 
in its first 30–60 minutes will be pushed to far more users than one that earns the same 
total engagement over 24 hours. 

• Account credibility signals: Consistent posting, account age, low block/mute rates, and 
absence of spam flags all improve baseline algorithmic trust. 

• Authenticity detection: As of 2025, Meta, Google/YouTube, and TikTok’s AI actively 
penalizes content that appears generic, recycled, AI-generated without human insight, or 
manipulative in tone. 

 
What this means practically: A well-crafted, emotionally resonant, visually compelling post 
from a trusted network of 500 engaged people can achieve more reach than a broadcast from 
an account with 50,000 passive followers. Depth of community is more algorithmically 
powerful than width of audience. 

 

1.3  The Platform Landscape at a Glance 
The right platform strategy depends on your audience, your content type, and your civic goal. No 
one platform does everything. The table below summarizes current algorithm priorities and 
format guidance across major platforms. 

 

PLATFORM BEST FORMAT OPTIMAL TIMING ALGORITHM PRIORITY WATCH OUT FOR 

Instagram Reels (15–60s), 
Carousels (6.6% eng 
rate, +30% YoY) 

Tue–Thu, 9am–
12pm local 

Completion rate, saves, 
shares to DMs; original 
content strongly 
boosted 

Generic/AI-looking 
content penalized; 
link posts get 25% 
less reach 

Facebook Short video/Reels, 
Groups posts, Live 
video 

Wed–Fri, 1–
3pm local 

Friends’ group content 
> pages; meaningful 
comments > likes; 
community interaction 

Overtly 
promotional 
content demoted; 
reach for pages 
~1.2% 
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TikTok 15–60s vertical 
video with strong 
hook in first 2s 

7–9am, 12–
3pm, 7–11pm 

Watch time & 
completion %; niche 
hashtags; keyword 
captions 

Misidentified 
political content 
may be shadow-
restricted 

X (Twitter) Short text + 
image/video; Spaces 
for real-time audio 

Mon–Fri, 9am–
3pm 

Blue-check accounts 
boosted; small 
accounts get wider feed 
reach; threads 

Engagement bait 
actively penalized; 
toxicity increases 
impressions but 
harms credibility 

LinkedIn Multi-image posts 
(6.6% eng rate), 
native documents, 
carousels 

Tue–Thu, 7–
9am + 12pm 

Professional content, 
thought leadership, 
original analysis; dwell 
time key 

External links 
suppressed; too-
frequent posting 
reduces per-post 
reach 

YouTube Long-form (10–
20min) + Shorts 
(≥60s); Shorts can 
drive long-form 
views 

Thu–Sat, 12–
3pm + 7–9pm 

Viewer satisfaction > 
raw watch time; survey 
signals, replay rate 

New channels get 
algorithmic boost; 
clickbait damages 
long-term reach 

Bluesky / 
Mastodon 

Text threads, 
images, links 
welcome (federated) 

Any; 
community-
driven 

Chronological + 
custom feeds; no 
engagement bait 
optimization 

Smaller total 
audience; ideal for 
trusted civic 
networks; growing 
fast in 2025 

 

✏ PART II: CREATING CONTENT THAT EARNS TRUST AND 
REACH 

 

The following practices are grounded in both platform algorithm research and the behavioral 
science of misinformation resistance. They apply across platforms with platform-specific 
adaptations noted. 

 

1.  LEAD WITH CURIOSITY, NOT OUTRAGE 

The outrage frame feeds the machine. Curiosity opens minds. 
Authoritarian disinformation deliberately triggers outrage because outrage generates 
reflexive shares before people have time to think critically. This is documented in multiple 
studies: people are significantly more likely to accept and spread misinformation when they 
are in an emotional state. Your content, by contrast, should trigger curiosity — the one 
emotion that leads people toward more information rather than less. 
Lead with questions, surprising facts, counterintuitive truths, and concrete human stories 
rather than dire warnings or attacks on opponents. “Do you know what this law actually 
says?” outperforms “This is terrifying!” in both quality of engagement and algorithmic 
reach. 
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Research published in Harvard Kennedy School’s Misinformation Review found that 
content using ‘prebunking’ techniques — which teach people how to recognize manipulation 
before they encounter it — significantly improved audience resistance to disinformation 
without triggering defensive reactions. 

✓ Frame your post as a discovery or revelation, not a warning or attack. 

✓ When covering a disturbing truth, lead with the documented facts, not with your 
emotional reaction to them. 

✓ Use the ‘five Ws’ structure: What happened, Who was involved, When and Where it 
occurred, and — critically — Why this matters concretely. 

✓ Avoid all-caps, excessive exclamation points, and apocalyptic language. These are 
credibility signals — the wrong ones. 

✓ Save your strongest emotion for your closing sentence, not your opener. 

 

2.  PRACTICE PREBUNKING, NOT JUST DEBUNKING 

Correct the lie before it lands, not after it spreads. 
The most important finding from the last decade of misinformation research, synthesized by 
Sander van der Linden (Cambridge) and Steven Lewandowsky (Bristol), is that debunking — 
correcting a false claim after people have already encountered it — has limited effectiveness. 
People continue to rely on misinformation in their reasoning even after acknowledging a 
correction. 
Prebunking is dramatically more effective: warning people about a specific manipulation 
technique before they encounter it builds what researchers call ‘mental antibodies.’ The Bad 
News game, developed at Cambridge, demonstrated this across 11 languages and five 
cultures. 
For civic communicators, this means: do not primarily react to the most recent lie. Teach 
your audience the pattern of the lie — the technique being used — before the next example 
of it appears. “This is called a whataboutism” is more protective than “This specific thing 
they said is false.” 

✓ Regularly post short explainers on common disinformation techniques: 
whataboutism, moving the goalposts, strawman arguments, emotional 
manipulation, false equivalence, and impersonation. 

✓ When a major lie is circulating, respond in two parts: first, briefly correct the specific 
false claim with sourced evidence; second, name the manipulation technique being 
used and explain how it works. 

✓ Create simple recurring content formats: ‘How to spot X’ or ‘This week’s 
manipulation technique is …’ 

✓ The goal is not to make your audience angry at the liar. It is to make your audience 
smarter about the lie. 

 

3.  USE THE SANDWICH STRUCTURE FOR FACT-CORRECTION 
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Corrections that work. Corrections that don’t. The research is clear. 
When you do need to correct a specific false claim, the research on effective debunking 
identifies a reliable structure. Do not lead with the false claim and then correct it — that 
rehearses the lie first and makes it more memorable. Lead with the truth. 
The Fact–Myth–Fallacy sandwich: (1) State the accurate fact first, clearly and simply. (2) 
Name the false claim briefly, flagging it explicitly as false. (3) Explain the specific fallacy or 
manipulation technique used. (4) Restate the accurate fact as your closing line. 
This structure, developed by researchers at the George Mason University Center for Climate 
Change Communication and validated across multiple domains, keeps the truthful message 
in the prominent positions while still addressing the misinformation. 

✓ Always open with the truth, never with the lie. 
✓ Keep the false claim statement brief and clearly labeled: ‘Despite the claim that … 

[brief statement] … the documented facts are …’ 
✓ End on the true fact, not on the correction of the false one. 
✓ Avoid mentioning the original misinformation source by name unless legally or 

factually necessary — naming them amplifies them. 

 

4.  MAKE IT SPECIFIC, CONCRETE, AND HUMAN 

Numbers don’t move people. People move people. 
Research in cognitive psychology consistently finds that statistics alone are weak 
persuaders. A vivid, specific account of one person’s experience is remembered longer and 
acted upon more strongly than equivalent data about many people — the ‘identifiable victim 
effect,’ first documented by behavioral economist Thomas Schelling. 
This is especially important for civic truth-telling, where the accurate stories often involve 
systemic issues (budget numbers, institutional rules, policy effects) that can feel abstract. 
The antidote is always to ground the abstract in the specific: not ‘thousands of people were 
affected’ but ‘here is one person’s documented experience, which is representative of what 
happened to thousands.’ 
Authoritarian disinformation uses the same technique in reverse: it creates vivid, false 
stories about specific individuals. Your advantage is that your vivid, specific stories are true 
and verifiable. 

✓ For every systemic fact you want to communicate, find the specific human story that 
embodies it. 

✓ Ask: can I name a person, a place, a date, a dollar amount, and an action? The more 
concrete the details, the more credible and shareable. 

✓ Include photographs, documents (redacted where necessary for privacy), video, or 
other primary sources wherever possible. 

✓ When sharing someone’s personal story, obtain their explicit consent and let them 
review your framing before publishing. 

✓ Pair the specific story with the broader pattern: ‘This happened to [name]. Here is 
documented evidence that it happened to hundreds of others. 
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5.  OPTIMIZE FORMAT FOR THE PLATFORM AND THE ALGORITHM 

The best content in the wrong format is invisible content. 
Platform algorithms in 2025–2026 are sophisticated enough to distinguish between content 
types that are native to the platform and repurposed content from elsewhere. Native content 
— video shot in vertical format, carousels designed for the platform, captions written with 
keywords — is rewarded with dramatically higher reach. 
The most powerful organic formats as of 2026, with their engagement data: Carousels and 
multi-image posts on Instagram and LinkedIn are achieving 6.6% engagement rate, up 30% 
year-over-year. Short-form video (15–60 seconds) with captions achieves the highest 
completion rates. Long-form video on YouTube remains powerful for depth. Text threads on 
X/Bluesky work for real-time fact-checking. 
One critical technical fact: link posts consistently underperform on every major platform. 
Facebook, Instagram, LinkedIn, and TikTok all suppress posts whose primary purpose is to 
drive users off-platform. Instead of posting a link with a caption, post the key content 
natively and include the link in comments or profile bio. 

✓ Adapt each piece of content to platform-native format; do not cross-post identical 
content across all platforms. 

✓ For Instagram and LinkedIn: use carousels (6–10 slides) for educational content. 
Slide 1 is your hook (most important); slides 2–9 are content; slide 10 is your CTA 
(call to action) and source. 

✓ For video: shoot vertically, add captions (85% of viewers watch without sound), 
create a compelling visual hook in the first 2 seconds, and end with a clear, specific 
next action. 

✓ For all platforms: post your sourcing, your key link, or your correction in the first 
comment, not in the post body. 

✓ Enable alt-text on all images. This helps accessibility and tells the algorithm what is 
in the image. 

 

6.  BUILD FOR SAVES AND SHARES, NOT JUST LIKES 

Saves are the algorithm’s highest praise. Earn them. 
Platform algorithms weight different engagement signals very differently. A like is a low-
effort passive signal. A comment requires more effort and suggests deeper engagement. A 
save means a user found the content valuable enough to return to. A share to a DM or 
another platform means the user staked their personal credibility on your content. 
Research from Sprout Social and ContentStudio documents that comments longer than 10 
words generate 2.5 times more algorithmic reach than shorter comments, and that 
meaningful saves and shares consistently generate 3 times more distribution than 
equivalent like-counts. 
Design your content with saves and shares explicitly in mind. Ask: is this the kind of thing 
someone would want to show a friend or family member? Is it useful enough to return to? 
Does it explain something that people frequently get wrong? 
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✓ Create explicit ‘save for later’ content: multi-step guides, reference sheets, sourced 
summaries of complex situations. 

✓ End each post with a specific share prompt: not ‘like and subscribe’ but ‘If you have a 
friend or family member who keeps hearing this false claim, send them this.’ 

✓ Create content explicitly formatted as a shareable reference: ‘5 facts about X that 
most people don’t know’ in a clean carousel performs better than a paragraph of 
equivalent information. 

✓ Make your sourcing visually present: a post that names its sources builds credibility 
and invites people to verify, which signals confidence in your content. 

 

7.  POST CONSISTENTLY, NOT CONSTANTLY 

Consistency is the algorithm’s trust signal. Burnout is its enemy. 
Algorithms reward accounts that post on a consistent schedule over accounts that post in 
bursts. An account that publishes thoughtful, high-quality content three to five times per 
week, consistently, will build more algorithmic trust and audience loyalty than an account 
that posts 20 times in one week and then goes silent. 
For civic truth-tellers specifically, this means building a sustainable practice, not a crisis-
response one. The disinformation machine is designed to overwhelm with volume and 
velocity. Do not compete on its terms. Compete on quality, consistency, and trust. 

✓ Set a realistic weekly post target for each platform (3–5 per platform is a workable 
baseline for most individuals). 

✓ Use a simple editorial calendar: a recurring theme for each day of the week (e.g., 
Monday fact-check, Wednesday ‘how to spot this’ prebunk, Friday community 
signal-boost). 

✓ Batch-create content when you have energy; schedule it for consistent publication. 
Most platforms now support native scheduling. 

✓ When major news breaks, do post in response — timeliness matters. But do not 
abandon your consistent schedule for reactive-only posting. 

✓ Build in rest. Civic information work is emotionally taxing. Sustainable practice 
serves the long-term mission; burnout does not. 

 

 

🤝🤝 PART III: BUILDING THE COMMUNITY THAT AMPLIFIES YOU 

 

No individual voice, however well-crafted, can match the reach of a coordinated network of 
trusted community members amplifying each other. This section covers how to build and 
maintain that network. 
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8.  BUILD A CROSS-AMPLIFICATION NETWORK 

Ten engaged amplifiers beat ten thousand passive followers. 
The most effective mechanism for increasing reach is not gaining more followers. It is 
building a small, active, trusted network of people who consistently amplify each other’s 
content in the first 30–60 minutes after posting — the crucial early-engagement window 
that determines whether the algorithm distributes a post widely. 
This is essentially the digital equivalent of the small circles described in Snyder’s On 
Tyranny and in the Minneapolis mutual aid networks: trusted people, overlapping networks, 
consistent mutual commitment. The tactics are different; the principle is the same. 

✓ Identify 10–20 people in your civic network who share your commitment to truthful 
information and are active on the same platforms. 

✓ Create a private Signal group specifically for amplification coordination: when you 
post, send the link to the group with a brief note. Members amplify each other within 
the first hour. 

✓ Establish a simple reciprocity norm: you amplify their content; they amplify yours. 
This is not an exchange of endorsement — only amplify content you have read and 
verified. 

✓ Vary your amplification method: sometimes comment with a substantive addition; 
sometimes quote-post to add context; sometimes simply share. Algorithmic diversity 
of engagement types signals genuine community. 

✓ Explicitly credit and tag the original author when sharing others’ accurate content. 
This builds their credibility and yours simultaneously. 

 

9.  ENGAGE GENUINELY WITH YOUR COMMUNITY 

Reply to your audience. This is not optional. It is algorithmically and humanly essential. 
Platform algorithms in 2025–2026 track whether account holders respond to comments on 
their own posts. Accounts that engage in substantive back-and-forth discussion consistently 
receive higher distribution than accounts that broadcast but do not converse. 
More importantly, genuine community engagement is the human infrastructure that makes 
civic information networks resilient. People who feel genuinely seen and responded to 
become committed members of your community. Committed community members become 
your most reliable amplifiers, fact-checkers, and sources. 

✓ Respond to every substantive comment on your posts within 24 hours, especially in 
the first hour. 

✓ Ask genuine questions of your commenters. Turn monologues into dialogues. 

✓ Acknowledge when a commenter has added important information or corrected 
something you got wrong. Public self-correction is one of the most powerful trust-
building actions available to a civic communicator. 

✓ Pin the best comment on each post — platforms signal this as a quality engagement 
boost. 
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✓ Periodically ask your community what they want to understand better. This serves 
both content planning and community investment. 

 

10.  SIGNAL-BOOST TRUSTED VOICES YOU DIDN’T CREATE 

Your job is not to be the source of all truth. It is to be a reliable guide to it. 
One of the most effective and underused tools of the civic truth-teller is the deliberate, 
curated amplification of others: journalists doing important work, researchers publishing 
relevant studies, community voices whose firsthand accounts document what is happening. 
This serves multiple purposes: it builds a broader ecosystem of trusted information rather 
than concentrating everything on one account; it demonstrates the kind of epistemic 
humility that makes your own claims more credible; and it generates genuine goodwill with 
valuable information producers who may in turn amplify your work. 

✓ Dedicate at least 30% of your posts to sharing and contextualizing others’ verified, 
high-quality content. 

✓ When you share someone else’s work, always add your own specific, substantive 
context: what makes this important, what the key finding is, why you find this source 
credible. 

✓ Create periodic ‘trusted sources’ posts: ‘These are the five journalists I trust most on 
this topic, and here is why.’ This is among the most saved and shared content in civic 
information communities. 

✓ When a source you trust makes an error, note it. Acknowledging that trusted sources 
are not infallible — while explaining why you still trust them overall — is itself a 
media literacy lesson. 

✓ Connect reporters and researchers to community members who have relevant 
information or experiences. This builds trust on all sides. 

 

11.  USE POLLS, QUESTIONS, AND INTERACTIVE CONTENT 
STRATEGICALLY 

Participation is the highest form of engagement. It teaches people to think, not just 
consume. 
Every major platform’s algorithm significantly rewards content that generates user 
participation: polls, questions, quizzes, and other interactive formats. But for civic truth-
tellers, the pedagogical value is as important as the algorithmic one: interactive content that 
asks people to reason through a question is a proven mechanism for improving critical 
thinking and misinformation resistance. 
Harvard Kennedy School’s Misinformation Review documented that asking people to assess 
the accuracy of content — even just by prompting them to think about it — significantly 
improves their ability to distinguish true from false information. 

✓ Use polls to invite audiences to identify manipulation techniques: ‘Which logical 
fallacy is this claim using? A) Strawman, B) Whataboutism, C) Moving the 
goalposts.’ 
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✓ Post questions that require factual reasoning: ‘What does the law actually say about 
X? Share what you think, and I’ll post the actual text in comments.’ 

✓ Create quizzes that reveal surprising truths: ‘Guess the actual number. The answer 
might surprise you.’ Then post the verified figure. 

✓ Polls do NOT need to be politically neutral to be fair. But they should be based on 
documented facts and open questions, not leading questions designed to confirm 
existing beliefs. 

 

 

🚫🚫 PART IV: TROLLS, BAD FAITH, AND THE DISCIPLINE OF NON-
ENGAGEMENT 

 

This section is about the hardest discipline for civic communicators: knowing when not to 
respond. The research on this is unambiguous: engaging with trolls and bad-faith actors 
amplifies their reach, poisons your thread, and exhausts you. The correct response to most 
hostile online behavior is strategic disengagement, not counter-argument. 

 

THE 
CARDINAL 

RULE 

You cannot out-argue a troll. A troll does not want to be correct. A troll wants 
to create chaos, waste your time, and harm your credibility with your actual 
audience. Your actual audience — the people who genuinely want to be 
informed — is not watching the argument. Protect them, not the argument. 

 

12.  IDENTIFY TROLL BEHAVIOR VS. GOOD-FAITH DISAGREEMENT 

Not everyone who disagrees is a troll. Not every hostile account is a human. 
The most important distinction in online civic communication is between good-faith 
disagreement and bad-faith disruption. Good-faith disagreement is a feature of healthy 
democracy. Bad-faith trolling — including state-sponsored bot networks, coordinated 
inauthentic behavior, and individual bad actors — is a weapon deployed specifically to 
exhaust, discredit, and silence civic voices. 
A 2017 University of Michigan study found that bots and troll accounts typically do not seek 
to achieve a specific outcome through argument. Their goal is to sow chaos, confusion, and 
paranoia, disrupt civil discourse, and drive well-meaning people off platforms. 

✓ Good-faith signals: specific factual claims or questions; willingness to engage with 
your sources; acknowledgment of complexity; first-time or infrequent commenter 
with a credible account history. 

✓ Bad-faith signals: account with very few posts and no profile history; immediate 
aggression without engaging your content; demands for debate ‘right now’; 
relentless repetition of the same assertion regardless of responses; attempts to shift 
the topic immediately. 
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✓ Bot signals: account created recently; posts on multiple unrelated political topics; 
identical or near-identical phrasing to other accounts; posting at odd hours; no 
personal content mixed with political content. 

✓ When uncertain: observe for two or three exchanges before investing further. Good-
faith actors respond to evidence with genuine engagement, however skeptical. 

✓ Use FactCheck.org’s guide to detecting disinformation accounts, and the Bot 
Sentinel free tool for X/Twitter. 

 

13.  THE RAFT PROTOCOL: HOW TO HANDLE HOSTILITY ONLINE 

Recognize. Assess. Frame. Then: archive, respond once, or do not respond at all. 
Experienced civic communicators use a simple decision protocol for hostile engagement. 
The goal is to make a deliberate choice — not an emotional reaction — about every hostile 
comment or message. 
The RAFT protocol: (R) Recognize: identify the specific behavior. Is this a direct false claim, 
an ad hominem attack, a request designed to waste your time, or a genuine question 
wrapped in hostility? (A) Assess: is there any audience benefit to a response? Does this 
account appear authentic? Would engaging help your community or harm it? (F) Frame: if 
you respond, frame your response for your genuine audience, not for the troll. Write as 
though you are teaching, not defending. (T) Then choose: Archive it (screenshot, block, 
move on); Respond once briefly for your audience’s benefit; or Do not respond at all. 

✓ Never respond to an ad hominem (personal attack) with a personal counterattack. 
Either ignore it or respond with calm, specific facts. 

✓ If a false claim in a comment is likely to be seen by your genuine audience, correct it 
once, briefly, for their benefit: ‘For anyone following this thread, the actual 
documented fact is … [one sentence, one source link].’ Then stop. 

✓ Do not feed the engagement machine: an escalating thread of hostile back-and-forth 
is algorithmically rewarded on some platforms and is exactly what trolls are 
engineered to generate. 

✓ Use platform tools unapologetically: block, mute, restrict comments, remove from 
thread. These are legitimate tools for protecting your community. 

✓ Screenshot and archive significant incidents of coordinated harassment or state-
sponsored disinformation before blocking. This documentation has legal and 
advocacy value. 

 

14.  NEVER AMPLIFY WHAT YOU WANT PEOPLE TO DISBELIEVE 

The neuroscience of ‘don’t think of an elephant’ applies to disinformation. 
Cognitive scientists George Lakoff (Berkeley) and others have documented that repeating a 
false claim, even to refute it, increases its memorability and perceived credibility. The brain 
stores the claim separately from the fact that it was called false. Over time, the false claim 
often ‘sticks’ better than the correction. 
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This means that one of the most common well-intentioned practices of civic communicators 
— screenshotting and quoting the most outrageous lie to refute it in detail — inadvertently 
does the lie’s distribution work for it. Every screenshot of a false claim is a potential 
amplification. 

✓ Before sharing a screenshot of a false claim, ask: does my audience need to know this 
specific false statement exists, or do they need to understand the pattern of 
manipulation it represents? 

✓ Prefer describing the technique to quoting the specific claim: ‘Officials are once 
again using the ‘moving the goalposts’ technique by …’ rather than ‘They claimed 
[false thing], which is wrong because …’ 

✓ When quoting a false claim is genuinely necessary, use visual framing that flags it 
immediately: red text, a clear ‘FALSE:’ label before it, a distinct background. This 
reduces the claim’s independent memorability. 

✓ Never share a disinformation account’s original post directly. Screenshot only, which 
severs the engagement signal. 

 

15.  PROTECT YOUR EMOTIONAL EQUILIBRIUM 

Rage and despair are the intended effects. Refusing them is itself a civic act. 
The deliberate goal of large-scale information warfare campaigns, as documented by 
researchers at the Oxford Internet Institute and elsewhere, is not primarily to persuade. It is 
to exhaust, enrage, and demoralize the opposition. An angry, demoralized civic 
communicator is less productive, less credible, and more likely to make errors that can be 
exploited. 
Protecting your emotional equilibrium is not a personal luxury. It is a strategic necessity for 
long-term effectiveness. The Minneapolis legal observers, community documentarians, and 
mutual aid organizers who have been most effective are those who have built in emotional 
sustainability practices alongside their operational ones. 

✓ Do not check hostile comments or notifications immediately after posting. Give your 
genuine audience time to engage first. 

✓ Set firm daily time limits on political and news content consumption. Unlimited 
exposure to the disinformation stream is designed to be overwhelming. 

✓ Do not attempt to ‘win’ online. Set concrete, specific, achievable goals for each post: 
inform X people about Y fact. Evaluate against those goals, not against the hostility 
you encounter. 

✓ Build in regular offline connection with your civic circle (see the Democratic 
Resilience Guide). Face-to-face community is the most effective antidote to online 
isolation and despair. 

✓ Take breaks without guilt. Leaving a platform for a week when you are exhausted is 
not surrender. It is sustainability. 

✓ Recognize that trolls and harassment campaigns specifically target accounts that are 
effective. Hostile attention is often a sign that your work is working. 
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⚖ PART V: DECORUM, DIPLOMACY, AND THE LONG GAME 

 

Your reputation for accuracy and good faith is your most valuable and most fragile asset. Every 
shortcut, exaggeration, and undignified exchange costs you something that takes far longer to 
rebuild than to lose. This section covers the habits that protect and build credibility over time. 

 

16.  YOUR CREDIBILITY IS YOUR INFRASTRUCTURE 

The truth-teller who is occasionally wrong is more trusted than the one who claims to be 
always right. 
Research on source credibility and persuasion consistently finds that audiences trust 
communicators who acknowledge uncertainty, correct their errors, and disagree with their 
own side when evidence requires it. This is counterintuitive to those trained by partisan 
media, where admitting error is framed as weakness. In civic truth-telling, it is the 
foundation of long-term trust. 
Accuracy is not a constraint on your advocacy. It is the entire point. A single documented 
error that you do not correct will be cited by hostile actors for years. A documented error 
that you publicly correct demonstrates precisely the commitment to truth that distinguishes 
you from the disinformation you oppose. 

✓ Establish and publish your sourcing standard: what kinds of sources you trust, how 
you evaluate claims, what you do when sources conflict. 

✓ Post public corrections when you get something wrong — in the same format, with 
the same visibility, as the original post. 

✓ Use explicit epistemic markers: ‘I believe’ for opinion; ‘According to [source]’ for 
reported facts; ‘Confirmed by multiple sources’ for verified facts; ‘Unverified as of 
[date]’ for unconfirmed claims. 

✓ Distinguish between your factual reporting and your analysis or opinions. Label both 
clearly. 

✓ Defend people you disagree with when they are being treated unfairly or lied about. 
This is the clearest possible demonstration of principled commitment to truth over 
tribalism. 

 

17.  DO NOT PERSUADE — INFORM 

You are not a campaign. You are a trusted guide. 
This is perhaps the most important tonal distinction for civic truth-tellers. Persuasion 
frames your audience as targets to be moved. Information frames them as citizens to be 
trusted with facts. The former triggers defensive reactions that reduce openness; the latter 
builds the long-term relationship that makes your audience genuinely receptive. 
Research on attitude change consistently finds that presenting balanced evidence and 
letting audiences draw their own conclusions is more effective at producing durable attitude 
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change than one-sided advocacy. The civic truth-teller’s goal is not to produce immediate 
converts. It is to build a community of well-informed citizens capable of reasoning for 
themselves. 

✓ Replace persuasive framing (‘You should believe X’) with informational framing 
(‘Here is what the documented evidence shows about X’). 

✓ Actively present the strongest version of opposing arguments before explaining why 
the evidence supports a different conclusion. This is called steelmanning, and it is 
among the most effective trust-building techniques available. 

✓ When you share your own opinion, clearly label it as such and separate it visually 
from your factual reporting. 

✓ Let complexity show. Resist the pressure to present every issue as simple and your 
side as straightforwardly correct. Audiences who trust you can handle nuance. 

✓ Celebrate when your audience reaches their own informed conclusion, even if it 
differs from yours. 

 

18.  DISAGREE WITH DIGNITY 

How you disagree tells your audience everything about why you should be trusted. 
In a disinformation environment that deliberately manufactures contempt to prevent 
productive conversation, the choice to disagree with dignity is itself a civic statement. It 
demonstrates that you believe facts and evidence are sufficient to make your case — which 
means you believe in the case you are making. 
It also serves a strategic purpose: contemptuous or mocking content may generate 
engagement spikes among already-committed audiences, but it consistently reduces reach 
into the genuinely persuadable middle, and it invites the hostile framing that can be used 
against you in bad faith. 

✓ When correcting someone who has publicly stated a falsehood, address the claim, 
not the person. ‘The documented record shows …’ rather than ‘[name] is lying about 
…’ 

✓ Do not mock, even when ridicule feels richly deserved. Mockery signals that you 
believe your audience needs contempt rather than evidence. 

✓ Acknowledge genuine complexity and legitimate concerns even in people whose 
conclusions you oppose. This is not capitulation; it is the kind of intellectual honesty 
that builds your credibility with everyone watching. 

✓ When someone changes their mind in response to your information, acknowledge it 
generously and without gloating. 

✓ Avoid tribal signaling — memes, tags, and phrases that signal in-group membership 
and encourage out-group contempt. These are credibility signals of the wrong kind. 

 

19.  ACKNOWLEDGE WHAT YOU DO NOT KNOW 

Epistemic humility is not weakness. It is the bedrock of trust. 
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Authoritarian disinformation systems depend on projecting false certainty. Confident, 
simple, emotionally resonant false claims consistently outperform hesitant, qualified, 
accurate ones in initial spread — but lose their persuasive effect over time as they 
accumulate contradictions. 
Civic truth-tellers can build a durable alternative: the credibility that comes from visible, 
consistent epistemic honesty. When you say ‘I don’t know, but here is what I do know and 
here is what I am trying to find out,’ you are modeling the very epistemology that makes 
your audience more resistant to confident false claims. 

✓ Use explicit uncertainty markers: ‘I have not been able to verify this yet’; ‘As of 
[date], the only confirmed source for this is [source]’; ‘Multiple accounts suggest X, 
though I would want independent confirmation before treating this as established.’ 

✓ Post updates when uncertain claims you shared are later confirmed or refuted. 

✓ Publicly ask for help verifying claims you cannot verify alone. This builds community 
and models good epistemic practice. 

✓ When a developing story is uncertain, post what you know, what you do not know, 
and what you are monitoring for. This is more useful to your audience than either 
silence or premature certainty. 

 

20.  PLAY THE LONG GAME 

Authoritarian disinformation is designed to exhaust you. Democratic truth-telling is 
designed to outlast it. 
Every demoralized, burned-out, discredited civic communicator is a victory for the 
disinformation machine. Every disciplined, credible, sustainable voice that keeps showing 
up — for years, consistently, with integrity — is a structural defeat. 
The communities that have historically been most effective at maintaining truthful public 
discourse through sustained disinformation campaigns are not those with the most viral 
moments. They are those with the most durable, trusted relationships: local newspapers 
with deep community ties; civic organizations that persist through election cycles; small 
groups of people who have been showing up together for years. 
Your community of readers, listeners, and amplifiers is not a metric. It is a civic institution. 
Treat it accordingly. 

✓ Measure your impact in months and years, not in individual post performance. 

✓ Document your work: keep a simple record of what you published, what you 
corrected, and what concrete effects you can document over time. This record is your 
institutional memory. 

✓ Invest in your community’s media literacy, not just their information supply. Teach 
the skills, not just the facts. 

✓ When you make a genuine difference — a correction is issued, a false narrative is 
rebutted, a community member reaches out to say your content helped them 
understand something important — acknowledge it. These are the moments that 
sustain long-term practice. 
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✓ Mentor others. The most resilient civic information ecosystems are those where 
skills and trust are distributed widely, not concentrated in a single voice. 

 

 

⚡ QUICK REFERENCE: THE TRUTH AMPLIFIER’S CHECKLIST 

 

BEFORE YOU 
POST 

Your quality gate for every post 

VERIFY Can I confirm this from two independent reputable sources? If not, label it clearly 
as unconfirmed. 

FRAME Am I leading with truth or leading with the lie I want to refute? Start with the fact. 

FORMAT Is this the right format for this platform and this content type? Native content 
always outperforms repurposed. 

EMOTION Am I triggering curiosity and understanding, or outrage and fear? The first serves 
my audience; the second serves the algorithm. 

SOURCE Have I made my sourcing visible and specific? A link in the first comment is always 
better than none. 

AUDIENCE Am I writing for my genuine community, or for the hostile accounts I expect will 
argue with me? 

AMPLIFY Have I notified my cross-amplification network within the first 30 minutes? 

RESPOND Have I committed to responding to substantive comments within 24 hours? 
 

WHEN 
ATTACKED 

Your decision protocol for hostile engagement 

PAUSE Do not respond immediately. Give yourself 15 minutes. Angry responses serve the 
troll’s purpose. 

ASSESS Is this good-faith disagreement or bad-faith disruption? Check account history. 

AUDIENCE If I respond, is it for the benefit of my genuine community reading this thread, or 
for the attacker? 

ONCE If I respond, I respond exactly once. I do not get drawn into an extended exchange. 

TOOLS Block, mute, restrict, or hide — use platform tools without guilt when warranted. 

ARCHIVE Screenshot significant harassment before blocking. This has advocacy and legal 
value. 

ONWARD Then: back to your community. Do not let a bad-faith actor redirect your attention 
from the work. 

 



THE REVERE TRUTH AMPLIFIER’S TOOLKIT  •  Social Media Best Practices for Civic Truth-Tellers  

Inform, don’t incite. Amplify truth. Build community. Avoid the trap. 

KEY RESOURCES 

Misinformation Research 
Sander van der Linden, Foolproof: Why Misinformation Infects Our Minds and How to Build 
Immunity (2023). The clearest popular synthesis of inoculation theory and prebunking by the 
Cambridge researcher who developed many of its key methods. 

Bad News Game (getbadnews.com) — Free, 15-minute game that teaches misinformation 
production techniques from the inside, proven effective across 11 languages. 

Harvard Kennedy School Misinformation Review (misinforeview.hks.harvard.edu) — Peer-
reviewed, open-access research on misinformation spread and counter-strategies. 

First Draft (firstdraftnews.org) — Practitioner-focused guides on verification, prebunking, and 
responsible reporting on disinformation. 

Verification Tools 
FactCheck.org, PolitiFact, Snopes — The primary independent fact-checking organizations for 
U.S. political claims. 

Reverse Image Search: Google Images, TinEye — For verifying the origin and context of 
photographs. 

InVID/WeVerify browser extension — For verifying video content, detecting manipulation, and 
geolocating footage. 

Bot Sentinel (botsentinel.com) — Free tool for assessing X/Twitter account authenticity. 

Platform Analytics 
Sprout Social Index (sproutsocial.com/insights) — Annual research on social media algorithm 
changes and engagement data. 

TRAC Immigration (tracreports.org) — Independent data on immigration enforcement statistics 
from Syracuse University. 

 

 

“In the digital information environment, truth has a structural disadvantage. Building the 
community and the discipline to overcome it is one of the defining civic challenges of this 

moment. Every post matters. Every correction matters. Every relationship of trust you build is 
infrastructure for democracy.” 

Inform, don’t incite.  Amplify truth.  Build community.  Avoid the trap. 
 

Disclaimer: This document is for general informational purposes only and is not professional, legal, medical, 
technical, or other expert advice. Content and links to third-party resources are provided “as is” for convenience; 
we do not endorse or control external sites or sources and accept no responsibility for their content or availability. 
You assume all risk from using this site or acting on its information. Consult a qualified professional for advice 
tailored to your situation. To the fullest extent allowed by law, the site owners and affiliates disclaim all liability for 
any loss or damage arising from use of the site or linked resources. 
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