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Mode de connexion
Etape 1: Réinitialiser Mot de passe

Premiere connexion
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Mode de connexion

Etape 2 : Réinitialiser Mot de passe

A Non sécurisé 192:168.0.1/webpages/account.html?t=1700056246469

— Présentation Stelogy

9 tp-link
1

For device security, please set ~= __..nnistrator account.

Username:

Password:

This field is required.

Allow Data Collection: Enable

Confirm the Password:

Note: please remember your administrator account name and
password for login. These will be required for subsequent login
attempts. If you forget your login details, you will need to reset the
device to its factory defaults. To reset the device, power it on and
then press and hold the Reset button for 5 seconds.

Confirm

ad

A D = @

Rentrer cette adresse :
http://192.168.0.1

sur votre navigateur.




Mode de connexion
Etape 1: Connexion

10 tp-link

For device security, please set an administrator account.

Username:
Password:

Confirm the Password:

Allow Data Collection: Enable

Note: please remember your administrator account name and
password for login. These will be required for subsequent login
attempts. If you forget your login details, you will need to reset the
device to its factory defaults. To reset the device, power it on and
then press and hold the Reset button for 5 seconds.

Confirm
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Mode de connexion

Etape 2: Connexion
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0 tp-link
1

Username

Password

Log In Clear




Mode de connexion
Etape 3: Connexion

< O A Non sécurisé | 192.168.0.1/webpages/index.html L QA o m = QR o

ER706W
Omada AX3000 Gigabit VPN Router

System Status

« System Status A
» Traffic Statistics DevicaThto
> Wireless
» Network Hardware Version: ER706W v1.0 Firmware Version: 1.0.0 Build 20230513 Rel.04826(4555)
» USB CPU Temperature: 40°C(GOOD)
» Preferences Systern Time
» Transmission
» Firewall System Time: 05/13/2023 00:03:37 Saturday Running Time: 0 Day, 0 Hour, 4 Min, 11 Sec
» Behavior Control WAN IPv4
» VPN
» SL VPN i
ot e Connection Type connecion 1P Address Subnet Mask MAC Address Default Gateway Primary DNS
Name Status
» Authentication SEP v
Dynamic IP Link Down 0.0.0.0 0.0.0.0 40-ED-00-8C-E7-8D 0.0.0.0 0.0.0.0
» Services WAN/LANL
WAN2 Dynamic IP Link Down 0.0.0.0 0.0.0.0 40-ED-00-8C-E7-8E 0.0.0.0 0.0.0.0
» System Tools
Resource Utilization
Logout
100
-
=
80
30% 2% I/\
60 ‘
TP-1 on Limited. ,'
40
I Ju— 20
Memo CPU ’ A/\
i ; | - ‘
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La configuration du Wifi
Etape 1: Configuration du Wifi

WIFI
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La configuration du Wifi
Etape 2 : Configuration du Wifi

P Status 4

* Status

e Wireless Settings

* Mesh
» Network
» USB
» Preferences
» Transmission
» Firewall
» Behavior Control
» VPN
» SSL VPN
» Authentication
» Services

» System Tools

— Présentation Stelogy



La configuration du Wifi
Etape 3 : Configuration du Wifi

Wireless Settings Access VLAN MAC Filtering Scheduler Band Steering

%)
[n]

"

| 2.4GHz | 5GHz

2.4GHz Wireless Radio

2.4GHz Wireless Radio: v| Enable

Save

2.4GHz SSIDs

© Add

SSID VLAN ID SSID Broadcast Security Mode Guest Network Action

TP-Link_2.4GHz_SCE78B Disable Enable None Disable e

2.4GHz Wireless Advanced Settings

| Load Balance | Airtime Fairness | More Settings

Wireless Mode: 802.11b/g/n/ax mixed v

Channel Width: Auto v

Channel: Auto v

Tx Power(EIRP): 20 dBm(5-20)
Note:

The EIRP transmit power includes the antenna gain.

Save
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La configuration du Wifi
Etape 4 : Configuration du Wifi

ID SSID VLAN ID SSID Broadcast Security .. o Guest Network Action

1 TP-Link_2.4GHz_8CE78B Disable Enable None Disable i
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La configuration du Wifi
Etape 5 : Configuration du Wifi

Wireless Settings Access VLAN MAC Filtering Scheduler Band Steering

v AU

1D SSID VLAN ID SSID Broadcast Security Mode Guest Network Action

SSID: pharmacie_bourget

SSID Bro- _ast: v| Enable

Security Mode: WPA-Personal v
Versiuit. WPA/WPA2-PS v

Encryp. Auto ® AES

: 0

Group Key Update Period

seconds (30-8640000. 0 means no update.)

Guest Network: Enable @
Rate Limit: Enable
OK Cancel
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La configuration du Wifi
Etape 6 : Configuration du Wifi

Cancel
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La configuration du Wifi
Etape 7 : Configuration du Wifi

j Wireless Settings Access VLAN MAC Filtering Scheduler Band Steering
2.4GHz | 5GHz
2.4GHz Wireless Radio o
. iHz Wireless Radio: v| Enable

Save

2.4GHz SSIDs

© Add
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La configuration du Wifi
Etape 1: Configuration avancé du Wifi

Wireless Settings Access VLAN MAC Filtering Scheduler Band Steering
2.4GHz | 5GHz
2.4GHz Wireless Radio 0
2.4GHz Wireless Radio: v| Enable
Save

2.4GHz SSIDs

© Add
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La configuration du Wifi
Etape 2 : Configuration avancé du Wifi

Band Steering

Band Steering: v| Enable

Connection Threshold: 20 (2-40)
Different Threshold: 4 (1-8)
Max Failures: 10 (0-100)
Note:

To run the Band Steering function on an SSID, please create the SSIDs on both of the 2GHz and 5GHz band and make sure they have the same name,
security mode and wireless password.

Save
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La configuration du Wifi
Etape 3 : Configuration avancé du Wifi

Band Steering

Band Steering:

Présentation Stelogy



La configuration du Wifi
Etape 4 : Configuration avancé du Wifi

Save

Présentation Stelogy



La configuration du Network
Etape 1: Configuration du WAN

WAN
Ex: FFTH ORANGE
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La configuration du Network
Etape 2 : Configuration du WAN

P Status

P Wireless

¥ Network
- WAN

» LAN

« IPTV
« MAC
» Switch
« VLAN

« IPV6

USB
Preferences
Transmission

Firewall
VPN

SSL VPN

4

4

>

>

» Behavior Control
>

>

» Authentication
4

Services
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La configuration du Network
Etape 3 : Configuration du WAN

WAN Mode SFP WAN/LAN1 WAN2

WAN Mode

WAN Mode: ~1 USB Modem v| SFP WAN/LAN1 v WAN2 | WAN/LAN3
WAN/LAN4 WAN/LANS WAN/LANG

WAN WAN WAN LAN LAN LAN LAN
[ B O @ @ @
2 3 4 5 6

LTE i

Note: [ ] Available W WAN Connection [ LAN Connection
Save
Note:
1. Any change to the number of WAN ports may lead your current configurations to be lost. Make sure you have backed up your configurations before
proceeding.
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La configuration du Network
Etape 4 : Configuration du WAN

WAN Mode SFP WAN/LAN1 WAN2

Connection Configuration

Connection Type:
Host Name:

Upstream Bandwidth:

Downstream Bandwidth:

MTU:
Primary DNS:

Secondary DNS:

Save Connect

Dynamic IP v

1000000

1000000

1500

Get IP using Unicast DHCP

Disconnect

— Présentation Stelogy

(Optional)

Kbps (100-1000000)
Kbps (100-1000000)
(576-1500)
(Optional)

(Optional)

Connection Status

Connection Status
IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

Disconnected

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0



La configuration du Network
Etape 5: Configuration du WAN

L

Connection Type: PPPoE v Connection Status Disconnected
Username: :@voiptelecom.oc IP Address 0.0.0.0

R Subnet Mask 0.0.0.0
. Default Gateway 0.0.0.0
Conns .o~ . Mode Connect Automatically ¥
) Primary DNS 0.0.0.0
sstre .o Bandwidth: 1000000 Kbps (100-1000000)
Secondary DNS 0.0.0.0
Downstream Bandwidth: 1000000 Kbps (100-1000000)
re 1492 (576-1492)
Secondary Connection
MRU: 1492 (576-1492)
IP Address 0.0.0.0
N VR (1-128 characters, optional)
Subnet Mask 0.0.0.0
Prim. v L 'S: (Optional)
Secondary o 'S: (Optional)
Vlan: v! Enable
Vian ID: 835 (1-4094)
Secondary Connection: ® None Dynamic IP Static IP
Save Connect || Disconnect
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La configuration du Network
Etape 6 : Configuration du WAN

Save Connect @ Disconnect
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La configuration du Network
Etape 1: Configuration du LAN
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La configuration du Network
Etape 2 : Configuration du LAN

P Status
» Wireless

« WAN

« IPTV
« MAC
» Switch
« VLAN
« IPV6

usB

Preferences
Transmission
Firewall
Behavior Control
VPN

SSL VPN

Authentication

v v v v v W v v v

Services
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La configuration du Network
Etape 3 : Configuration du LAN

LAN DHCP Client List Address Reservation

Settings

IGMP Proxy: v| Enable

IGMP Version: V2 w

IGMP Interface: SFP WAN/LAN1 bt
Save

Note:

IGMP only takes effect when WAN mode is enabled for port WAN.

Network List

© Add

ID Name Vlan IP Address Subnet Mask DHCP Server DHCP Relay Operation

1 LAN 1 192.168.0.1 255.255.255.0 Enabled Disabled C’J
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La configuration du Network
Etape 4 : Configuration du LAN

Settings

IGMP Proxy: v| Enable

IGMP Version: V2 v

IGMP Interface: WAN2 r
Save

Note:

IGMr «.  *akes effect when WAN mode is enabled for port WAN.

Network List

© Add
1D Name Vlan IP Address Subnet Mask DHCP Serve. DHCP Relay Operation
1 LAN 1 192.168.0.1 255.255.255.0 Enabled Disabled
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La configuration du Network
Etape 5 : Configuration du LAN

LAN

DHCP Client List

Name:

IP Address:

Subnet Mask:

Mode:

Vlan:

DHCP

DHCP Mode:

Status:

Starting IP Address:

Ending IP Address:
Lease Time:
Default Gateway:
Default Domain:
Primary DNS:

Secondary DNS:

— Présentation Stelogy

Address Reservation

LAN

192.168.0.1

255.255.255.0

e Normal

® DHCP Server

v! Enable

192.168.0.100

192.168.0.199

120

Bridge

(1-4086)

DHCP Relay

minutes (1-2880. The default value is 120)
(Optional)
(Optional)
(Optional)

(Optional)




La configuration du Network
Etape 6 : Configuration du LAN

— Présentation Stelogy

LAN

DHCP Client List

Name:

IP Address:
Subnet Mask:
Mode:

V!

DHCP

DHCP Mode:

Sta s

tai. 2q IP Au. =
Er. 1. IP A fress:
Lease . mc
Default Gat. vay
Default Domain.
Primary DNS:

Secondary DNS:

Address Reservation

LAN

192.168.1.1

255:255.255.0

e Normal

® DHCP Server

v! Enable

192.168.1.10

192.168.1.250

120

192.168.1.1

G

Bridge

(1-4086)

DHCP Relay

minutes (1-2880. The default value is 120)
(Optional)
(Optional)
(Optional)

(Optional)




La configuration du Network
Etape 7 : Configuration du LAN

IGMP Proxy: v| Enable
IGMP Version: V2 v
IGMP Interface: WAN2 v

Note:
IGMP only takes effect when WAN mode is enabled for port WAN.
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La configuration du Network
Etape 8 : Configuration du LAN

Advanced Settings

o Add ° Delete

Name Code Type Value Operation

Cancel

Regarder impérativement
la diapo suivante
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La configuration du Network
Etape 9 : Configuration du LAN

1. Rentrer les informations dans la page de conf
2. Sauvegarder la conf en haut de la page

3. Valider en cliquant sur OK en bas de la page
4. Cliquer une nouvelle fois sur ok

5. Actualiser la page internet (si elle ne s'actualise pas, la configuration a bien été
prise en compte)

6. débrancher le rj45 coté routeur pour shut l'interface
7. attendre 5 secondes
8. rebrancher le rj45

9. changer I'adresse de la page dans le navigateur a 192.168.1.1
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La configuration du Network
Etape 10 : Configuration du LAN

IGMP Proxy: v| Enable

IGMP Version: V2 v

IGMP Interface: WAN2 v
Save

Note:

IGMP only takes effect when WAN mode is enabled for port WAN.

Network List

© AddA
A4
1D Name Vlan IP Address Subnet Mask DHCP Server DHCP Relay Operation

1 LAN 1 192.168.1.1 255.255.255.0 Enabled Disabled 4

— Présentation Stelogy



La configuration de la Transmission
Etape 1: Désactivation du SIP ALG

Désactivation du SIP
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La configuration de la Transmission
Etape 2 : Désactivation du SIP ALG

» Status

> Wireless
» Network
> USB
» Preferences
¥ Transmission
« NAT
« Bandwidth Control
¢ Quality of Services
« Session Limit
« Load Balancing
+ Routing
» Firewall
» Behavior Control
> VPN
» SSL VPN

» Authentication

» Services

» System Tools
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La configuration de la Transmission
Etape 3 : Désactivation du SIP ALG

One-to-One NAT Virtual Servers Port Triggering NAT-DMZ

ALG

7 FTP ALG
v H.323 ALG
| PPTP ALG
7| SIP ALG

v| IPsec ALG

Save
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La configuration de la Transmission
Etape 4 : Désactivation du SIP ALG

Please enable PPTP ALG when using PPTP.

Save
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La configuration du Firewall
Etape 1: Désactivation du block ping du WAN

Désactivation du block ping
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La configuration du Firewall
Etape 2 : Désactivation du block ping du WAN

» Status

» Wireless
» Network
USB

Preferences

v v v

Transmission

‘ * Anti ARP Spoofing

e Attack Defense

* MAC Filtering

e Access Control
Behavior Control
VPN

SSL VPN
Authentication

Services

v v v v v v

System Tools

Logout

Copyright © 2023
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La configuration du Firewall
Etape 3 : Désactivation du block ping du WAN

Packet Anomaly Defense

v| Block TCP Scan (Stealth FIN/Xmas/Null)
Block TCP Scan with RST

v| Block Ping of Death
Block Large Ping

v| Block WinNuke attack

v| Block TCP packets with SYN and FIN Bits set

v| Block TCP packets with FIN Bit set but no ACK Bit set
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La configuration du Firewall
Etape 4 : Désactivation du block ping du WAN

Packet Anomaly Defense

v| Block TCP Scan (Stealth FIN/Xmas/Null)
Block TCP Scan with RST
v| Block Ping of Death
Block Large Ping
v| Block WinNuke attack
v| Block TCP packets with SYN and FIN Bits set
v| Block TCP packets with FIN Bit set but no ACK Bit set

v| Block packets with specified IP options
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La configuration du Firewall
Etape 5 : Désactivation du block ping du WAN

Save
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La configuration du System Tools
Etape 1: Configuration du SNMP

SNMP
(Simple Network Management Protocol)
Protocole de gestion de réseau simple
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La configuration du System Tools
Etape 2 : Configuration du SNMP

» Status

> Wireless

» Network

» USB

» Preferences

P Transmission

» Firewall

» Behavior Control
» VPN

» SSL VPN

» Authentication
P Services

¥ System Tools

« Admin Setup

« Management

« Controller Settings
« Diagnostics

« LED Control
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La configuration du System Tools
Etape 3 : Configuration du SNMP

— Présentation Stelogy

SNMP

SNMP

SNMPvi1&v2c:

Contact:

Device Name:

Location:

Get Community:

Get Trusted Host:

SNMPv3:

Save

www.tp-link.com

normhost-public

Enable




La configuration du System Tools
Etape 1: Configuration du fuseaux horaires

Fuseaux horaires
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La configuration du System Tools
Etape 2 : Configuration du fuseaux horaires

» Status

» Wireless

» Network

» USB

» Preferences

» Transmission

» Firewall

» Behavior Control
» VPN

» SSL VPN

» Authentication

P Services
e Admin Setup
* Management
« Controller Settings
* SNMP
* Diagnostics
e |ED Control

e Time Settings

« System Log
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La configuration du System Tools
Etape 3 : Configuration du fuseaux horaires

Time Settings

Time Settings

Current Time : 05/13/2023 00:32:04
Time Config: ® Get automatically from the Internet Manually
Time Zone: (UTC-08:00) Pacific Time v
Primary NTP Server: 0.0.0.0
Secondary NTP Server: 0.0.0.0 (X.X.X.X, optional)
Save

Daylight Saving Time

DST Status: Enable

Save
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La configuration du System Tools
Etape 4 : Configuration du fuseaux horaires

J Time Settings }

“ime Settings
Current Tin, > @ 05/13/2023 00:32:52
Time Config: ® Get automatically from the Internet Manually
Time Zone: (UTC+01:00) Berlin, Stockholm, Rome, Bern, Brussels W
Primary NTP Server: 0.0.0.0
Secondary NTP Server: 0.0.0.0 (X.X.X.X, optional)
Save
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La configuration du System Tools
Etape 1: Configuration ACCES DISTANT

ACCES DISTANT
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La configuration du System Tools
Etape 2 : Configuration HTTPS

P Status

» Wireless

» Network

» USB

» Preferences

» Transmission

» Firewall

» Behavior Control
» VPN

» SSL VPN

» Authentication

P Services

¥ System Tools

¢ Admin Setup
e Management

e Controller Settings

— Présentation Stelogy



La configuration du System Tools
Etape 3 : Configuration HTTPS

J Admin Setup Remote Management System Settings

Account

Old Usernar ..

Ol” . assword:

New Username:

New Password:

Confirm New Password:

Save
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(1-64 letters, digits or special characters)

(6-64 letters, digits or special characters)

(1-64 letters, digits or special characters)

(6-64 letters, digits or special characters)

(6-64 letters, digits or special characters)



La configuration du System Tools
Etape 4 : Configuration HTTPS

Admin Setup Remote Management System Settings

Settings
HTTP Server Port: 80 (80, 1024-65535)
Redirect HTTP to HTTPS
HTTPS Server Port: 443 (443, 1024-65535)
HTTPS Server Status: v| Enable
Web Idle Timeout: 6 minutes (5-60)
Save

— Présentation Stelogy



La configuration du System Tools
Etape 5: Configuration HTTPS

Settings
HTTP Server Port: 80 (80, 1024-65535)
Redirect HTTP to HTTPS
HTTPS Qariar P-- 20999 (443, 1024-65535)
HTTPS Server Status: v! Enable
Web Idle Timeout: 6 minutes (5-60)
Save
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La configuration du System Tools
Etape 1: Configuration de I'’'Admin Setup

Status
Wireless
Network
uUsB

Preferences

4

4

4

4

4

P Transmission

» Firewall

» Behavior Control
» VPN

P SSL VPN

» Authentication
4

Services

Y System Tools
« Management
« Controller Settings
¢ SNMP
« Diagnostics
« LED Control

« Time Settings

« System Log
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La configuration du System Tools
Etape 2 : Configuration de I'Admin Setup

0 tp-link
1

» Status Admin Setup Remote Management System Settings

» Wireless

» Network Rem. agement o
» USB
dd [ Delete
» Preferences
» Transmission D Subnet/Mask Status Operation
» Firewall 1 0.0.0.0/0 Enabled € El B

» Behavior _.ntrol
> VPN

> sL VPN

» Authentication

» Services

Y System Tools

« Admin Setup

Management

Controller Settings

* SNMP

Diagnostics

LED Control

Time Settings

System Log

Logout
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La configuration du System Tools
Etape 3 : Configuration de I'Admin Setup

10 tp-link

Status Admin Setup Remote Management System Settings

> Wireless

» Network Remote Management e

> USB

© add @ Delete

» Preferences

» Transmission D Subnet/Mask Status Operation

» Firewall ‘ Enabled

» Behavior Control

bt e —

P SSLVPN Status: v| Enable

» Authentication m
» Services
Y System Tools

« Admin Setup

* Management

Controller Settings

* SNMP

Diagnostics

LED Control

Time Settings

System Log

Logout
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La configuration du System Tools
Etape 4 : Configuration de I'Admin Setup

A Nonsécurisé | https://192.168.1.1:20999

Votre connexion n’est pas privée

Les utilisateurs malveillants essaient peut-étre de voler vos informations de 192.168.1.1 (par

exemple, les mots de passe, les messages ou les cartes de crédit).

NET::ERR_CERT_AUTHORITY_INVALID

Masquer les éléments avancés m

Ce serveur n'a pas pu prouver qu'il s'agit de 192.168.1.1. Son certificat de sécurité n'est
pas approuveé par le systéeme d'exploitation de votre ordinateur. Cela peut étre du a une
mauvaise configuration ou a un utilisateur malveillant qui intercepte votre connexion.

Continuer vers 192.168.1.1 (non sécurise)
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La configuration basique

Votre routeur est maintenant
configuré
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