OPEN-SOURCE ANTIVIRUS SCAN

Clam AntiVirus

Masterschool

Open-Source Antivirus Scan

Clam AntiVirus Scan

sy Babatunde Ojo

September 02, 2023



OPEN-SOURCE ANTIVIRUS SCAN

Table of Contents

ADOUL CIAMAY ...uuuueiiiinneieisinienisinnencsssnteccssssnesssssssecssssssssssssasssssssasssssssssssssssssssssssssss 3
ClamAY Installation Guide for WINAOWS......ccocceeiceccnricsssnrccsssnnncssssssecssssssesssssanes 4
Step 1: Download ClamAV for Windows...........ccccvieeeiiieeenciiiieeee e e e 4
Step 2: Install clamav-X. X. X . WiN.XO04.MS1.......cecerevireeiiieeeeiiiieeeeeeeerrreeee e e e 4
Step 3: Configuration Files..........coooiiiiiiiiiiiiiiice e 4
Step 4: Update the Virus Definitions Database..........cccccceevviieeniieniieeiniieeeeee. 4
Step 5: Run a Manual Scan with CIamAV............ccoooviiiiiiiii e 5
Step 6: Analyze your 1€POIt IOZ......cccviiiiiiiiiiieiiee e 5
Step 7: AutOmMate SCANNING........c.eereeiiieeeeiiieeeeiieeeeieeeeereeeestreeeeeeeesnnsraeeeeseennns 6
ClamAY Installation Guide for Ubuntu / Kali LiNUX.......cccovvvricrsvnrccscsnneccsscnnnnns 9
Step 1: Update YOUTr SYSteM.......cccevuiieiiiiiieeeiiieeeieee ettt eeeee e rvee e e e e e seereeee s 9
Step 2: Install CIaAmMAV .......oooiiiieeee et eee s 9
Step 3: Check CIamAY VETSION.........iiiiiiiiiiieeiiie ettt et e e e eiveee e 9
Step 4: Update ClamAV Virus Definitions Database............cccccevviieeeniiiieeennnee. 10
Step 5: Run a Manual Scan with ClamAV...........cccoooviiiiiiiiiiceee e 10
Step 6: Automate ClamAV Scanning............ccceeeeeviieeeiiieeeeeiieeeee e 10

Step 7: Start and Enable ClamAV Service..........oocvvvvierciiireeniieeeniieeeriieeeeveee s 11




OPEN-SOURCE ANTIVIRUS SCAN

About ClamAV

ClamAlV is an open-source (GPL) antivirus engine designed for detecting Trojans, viruses,
malware, and other malicious threats on all the major operating systems. It was initially
developed for Unix, but now it also runs on Windows, macOS, and other systems.

What sets ClamAYV apart is that it's standard for mail gateway scanning software and supports a
wide array of file formats, including executable files and archives, as well as multiple signature
languages.

Being open-source, ClamAYV benefits from a community of developers and contributors who
continually update the malware signature database and improve the software's detection
capabilities. This makes it a valuable tool for enhancing the security of various systems and
networks.

Overall, ClamAlV is a reliable and widely-used antivirus solution in the open-source and security
communities, especially for systems that require command-line or server-side malware scanning
and protection.

One of the notable features of ClamAYV is its ability to integrate with email servers and file
servers, providing real-time scanning and protection against malware in email attachments and
files. Many mail servers and network security appliances use ClamAYV to filter out potentially
harmful email attachments and prevent malware from spreading through email.
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ClamAY Installation Guide for Windows

Step 1: Download ClamAY for Windows
Visit the ClamAV's download page: ClamAYV Downloads

Scroll down and find the latest version of ClamAV. Click on the download link beside it. This
will download a .msi file to your system.

Step 2: Install clamav-X.X.X.win.x64.msi

Navigate to the location where you downloaded clamav-X.X.X.win.x64.msi and proceed with
the installation process.

Step 3: Configuration Files

Navigate to the location where you installed ClamAV (c:\Program Files\Clamav) Create
two .conf files:

clamd.conf22.0KB

freshclam.conf6.9KB

Step 4: Update the Virus Definitions Database

Before you run ClamAV, you need to update the virus definitions database. Open PowerShell as
Administrator and navigate to the location where you installed ClamAV (c:\Program Files\
clamav) Run the following command:

.\freshclam.exe --config-file=freshclam.conf
.\clamd.exe --config-file=clamd.conf


https://assets.super.so/ad8c08a2-762c-41ad-9dfa-2a0fceb9f518/files/d8f46461-a67d-4a4b-90be-2bff74925252.conf
https://assets.super.so/ad8c08a2-762c-41ad-9dfa-2a0fceb9f518/files/9efa27c4-9600-47b5-97ae-2c4b80d8c65c.conf
https://www.clamav.net/downloads
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Step 5: Run a Manual Scan with ClamAV

To run a manual scan of your drive, execute the following command:

.\clamscan.exe -r C:\ -1 <report name.log>

S clamsc
LibClamAY <k o
LibClamAV W.

LibClamAV
LibClamAV W.

Loading:

This will take a while; it depends on how much files you have in your drive.

Step 6: Analyze your report log

When clamAV gets done running, it will show a scan summary to indicate any infected files
found. Take necessary steps to remediate this. Similarly, your report log can be found in ClamAV
directory:

B® > ThisPC > Windows (C) > Program Files > ClamAV

B name h Date modified Type

clamscan.exe 8/15/2023 T:46 Application
clamscan_reportlog 3242023 9:: Text Document
clamsubmit.exe 8/15/2023 T:46 Application

clamunrar.lib 8/15/2023 74 LIB File
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Step 7: Automate Scanning

To automate the scanning process, you can use the Task Scheduler in Windows to set up a task
that runs ClamAYV at a specific time.

1. Open the Task Scheduler (you can search for it in the Start Menu).

> Chat

Best match

Apps Documents

- Task Manager

App

Apps

e Task Scheduler

Search the web

O task - See web results

Settings (7+)

Documents (2+)

2. Click on "Create Basic Task..."

G Task Scheduler

Settings »

Task Manager
App

Open

Run as administrator

Open file location

Pin to Start

Pin to taskbar

File Action View Help
= & HE

(5) Task Scheduler (Local)
@ Task Scheduler Library

l Overview of Task Scheduler - ‘
‘ I_ | You can use Task Scheduler to
A create and manage common tasks
that your computer will carry out

automatically at the times you
specify, To begin, click a command
in the Action menu.

Task Status - ‘

Status of tasks th...  ast 24 hours

Summary: 0 total - 0 running, 0 succeeded, 0 ...

Actions
Task Scheduler (Local) -

Connect to Another Computer...

Create Basic Task...

: |
{

Create Task..

Import Task..

Display All Running Tasks

Enable All Tasks History

AT Service Account Configuration

View 4
Refresh

Help
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3. Name the task and add a description.

Create Basic Task Wizard

g Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: ClamaAv

Finish

Description:  This runs ClamAV every end of the week

Mext > Cancel

4. Choose when you want the task to start and how often it should run.
5. Select "Start a program" and browse to the clamscan.exe file in your ClamAYV folder.

File
- =p

D ael |C Start a Program

s
Create a Basic Task
Trigger

Program/script:
Weekhy

> - Windows (C) > Program Files > Clamav

Organize v New folder
@ Babatunde - P« MName

B Desktop < damdtop.exe Application
B Documents Ehprzsaals LIB File

BB Picture clamscan.exe
K Pictures

B Coco e O damscan_reportlog

LOG File
cdamsubmit.exe
vnloads

il cdamunrarlib
@ rMusic

Applica
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6. In the "Add arguments" field, type —r C:\\ to scan the entire C: drive. Adjust this as
needed to specify other directories.

Create Basic Task Wizard

(€ Start a Program
Create a Basic Task
Trigger Program/script:

Weekly "CA\Program Files\ClamAW\clamscan.exe” Browse...
Action
A st s =
Finish Start in (optional):

< Back Next > Cancel

7. Finish the wizard to create the task.

Create Basic Task Wizard

ﬂ Summary

Create a Basic Task

Trigger Name:

Weekly Description:  This runs ClamAV every end of the week
Action

Start a Program

Trigger: Weekly; At 9:52 AM every Sunday of every week, starting 9/2/2023

Action: Start a program; "C:\Program Files\ClamAV\clamscan.exe" -r C\\

| Open the Properties dialeg for this task when | click Finish

When you click Finish, the new task will be created and added to your Windows schedule.

< Back Finish Cancel
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ClamAYV Installation Guide for Ubuntu / Kali Linux

Step 1: Update Your System

Before installing any new software, it's a good practice to ensure your system is up-to-date. Open
the Terminal and execute the following command:

sudo apt update

Step 2: Install ClamAV

After your system is updated, you can install ClamAV by running:

sudo apt install clamav clamav-daemon -y

This will install the ClamAV engine and the ClamAV Daemon, which you can use to set up automatic
scanning.

Step 3: Check ClamAYV Version

Once the installation is complete, check the ClamAYV version to ensure that it is installed
correctly:

clamscan —--version

You should see output similar to:

ClamAV 1.0.1/26854/Sat Mar 25 03:22:39 2023
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Step 4: Update ClamAYV Virus Definitions Database

The next step is to update the ClamAV virus definitions database. Run the freshclam command
as follows:

sudo freshclam

This command will output some information on your Terminal, including the version of the virus
definitions database.

Step 5: Run a Manual Scan with ClamAV

To run a manual scan of your home directory, execute the following command:

clamscan -r /home

This command will recursively scan the /home directory and print the results to the Terminal.

Step 6: Automate ClamAV Scanning

If you want to automate the scanning process, you can set up a cron job that will run a scan at a
specific time. For example, to run a full system scan every day at 1 am, open your crontab file by

typing:

sudo crontab -e

Then, add the following line to the file:

01 * * * clamscan -r / | mail -s "ClamAV scan report" your-email@example.com

Make sure to replace your-email@example.com with your actual email address. This command
will send a scan report to your email every day.
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Step 7: Start and Enable ClamAV Service

Finally, to ensure ClamAYV is running and starts at boot, run:

sudo systemctl start clamav-daemon
sudo systemctl enable clamav-daemon
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