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B) Installation des dépendances requises .........

C) Téléchargement et déploiement de eBrigade
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Configuration des routeurs PfSense

09/04/2025
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1) Préparation des routeurs

A) Initialisation de PfSense

Cliquer sur Accept.

Documentation situation professionnelle 2 5 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

pfSense Installer

{Copyright and distribution notice}
Copyright and Trademark Hotices.

Copyright(c) 2884-2816. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserwved.

Copyright (c) 2814-2823. Rubicon Communications, LLC d-b-sa Netgate
("Metgate™).
All Rights Reserwved.

All logo=s, text, and content of ESF and/or Hetgate, including underlyping
HTML code, designs, and graphics used and-or depicted herein are
protected under United States and intermational copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express Written permission of ESF and-sor Netgate.

"pfSense” is a registered trademark of ESF, exclusiwvely licensed to
Netgate, and may not be used wWwithout the prior express written
permission of ESF and-sor Netgate. All other trademarks shown herein are

26%—
[Accept] H

Choisir Install puis valider.

Documentation situation professionnelle 2 6 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

pfSense Installer

lle lcome
Helcome to pfSense!

Install Install pfSense

= Launch a shell for rescue operations
Recover config.=xml Recowver config.xml from a previous install

<Cancel>

Choisir Auto (ZFS) puis valider.
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pfSense Installer

Partitioning
ou like to partition your disk?

utu (ZFS) Juided Root-on-ZF5

Guided UFS Disk Setup
Manual Disk Setup (experts)
Open a shell and partition by hand

A

<Cancel >

To use ZFS wWith less than 8GB RAM, see https:/ uWiki.freebsd.orgsZFSTuningGuide

Sélectionner Install
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pfSense Installer

ZFS Configuration
Configure Options:

Proceed wWith Installation
isks: stripe: B disks
Rescan Devices £
Disk Info *
Pool Hame pfSensze
Force 4R Sectors? YES
Encrypt Disks? NO
Partition Scheme GPT (BIOS)
Swap Size
Mirror Swap?
Encrypt Swap?

N
q
E
P
3
M
K

ﬂ <Jelect > <Cancel>
——I[U=se alnum, arroms, punctuation, TAB or ENTERI]

Create ZFS boot pool with displayed options

Choisir Stripe et valider.
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pf3ense Installer

ZFS Configuration
Select Virtual Device type:

Mirror - n-Hay Mirroring

RAID 1+8 - n x 2-Hay Mirrors
RAID-Z1 - Single Redundant RAID
RAID-Z2 - Double Redundant RAID
RAID-Z3 - Triple Redundant RAID

<Cancel>

[Press arrows, TAB or ENTER]

[1+ Disks] Striping provides MaxiMum storage but no redundancy

Choisir le disque et valider.
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pfSense Installer

ZFS Configuration

1 JMuare Uirtual IDE Hard Driwve

< Back >

Cliquer sur OK pour valider.
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pfSense Installer

ZFS Configuration

Are you sure you want to

the current contents of the following disks:

adaf

< MES > < NO >

[Press arrows, TAB or ENTERI

Attendre la fin du téléchargement.
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pfSense Installer

Checksum Uerification
basze.tx=z [ In Progress 1

Uerifying checksums of selected distributions.

verall Progress
8k

Cliquer sur Reboot pour redémarrer et finaliser Uinstallation. Attendre ensuite jusqu’a
la prochaine étape.
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pfSense Installer

{Complete |
Installation of pfSense complete?
Hould you like to reboot into the
ingtalled system now?

[Reboot ] [“hell 1

Choisir le0 pour configurer le WAN.

Enter the HAM interface name or 'a’ for auto-detection

(leB lel or a): leB]]
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Choisir ensuite le1 pour Uinterface LAN.

Enter the LAN interface name or ’'a’ for auto-detection
HOTE: this enables full Firewalling/HAT wmode.

(lel a or nothing if finished): lell]
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Valider en tapanty. Attendre ensuite la fin de la configuration.

The interfaces will be aszzigned as followus:

HAN -> led
LAN -> lel

Do you want to proceed [yinl? ylj
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Voici le menu de PfSense. Choisir 2 pour modifier les adresses IP des interfaces.
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FreeBSD-amd64 (pfSense.home.arpal (ttyuvd)
UMuware Virtual Machine - Hetgate Device ID: c285f8198378b47b7fedd
=x#x Llelcome to pfSense 2.7.B-RELEASE (amd64) on pfSense ===

HAN C(wan) -> leB -» vdsDHCP4: 192.168.1.148-24
LAN (lan) -» lel ->» wd: 192.168.1.1-24

A) Logout (SSH only) 9) pfTop

1) As=ign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigqurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot =ystem 14) Enable Secure Shell (=zzhd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

8) Shell

Enter an option: Z2J]

Sélectionner le LAN (2).
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Available interfaces:

1 - WUAN (leB - dhcp, dhcpb)
2 - LAN (lel - static)

Enter the number of the interface you wish to configure: 2Jj

Choisir no.

Configure IPvd address LAN interface wia DHCP? (y/n) n]j
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Entrer la nouvelle adresse LAN puis sélectionner le port 24.
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Enter the new LAN IPvd4 address. Press <{ENTER> for none:
» 192.168.58.1

Subnet masks are entered as bit counts (as in CIDR notation) in pf3ense.
e.g. 255.255.255.8

24
16
(5]

255.255.8.4
255.8.8.8

Enter the new LAN IPvd4 subnet bit count (1 to 32):
> 24

Appuyer sur la touche enter.
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For a HWAN, enter the new LAN IPvd upstiream gateway address.
For a LAN, press <ENTER> for none:

|

Choisir no et appuyer sur enter a la prochaine étape.

Documentation situation professionnelle 2 22 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Configqure IPv6 address LAN interface wvia DHCPGE? (ysm) n

Enter the new LAN IPvb address. Press <{ENTER> for none:

|

Choisir no aux 2 prochaines étapes.

Do you want to enable the DHCP server on LAN? (y-/n) nfj
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Do you want to revert to HTTP as the webConfigurator protocol? (ysn) n]j

Appuyer sur enter pour valider tous les changements.
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Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. . .

The IPu4 LAN address has been set to 192.168.58.1-24
You can nod access the webConfigurator by opening the following URL in your web
brouser:

https:s-192.168.58. 1~

Press <ENTER> to continue. |

| ILFAUT REALISER LE MEME PROCESSUS POUR LE 2EME ROUTEUR EN
REMPLACANT L’ADRESSE LAN PAR UNE AUTRE (ex : 192.168.50.2). |

2) Configuration des PfSense
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A) Premiére connexion + changement de mot de passe

Accéder maintenant a Uinterface web du PfSense Master (192.168.50.1) via un
navigateur sur un poste client.

Rentrer Uidentifiant “admin” avec le mot de passe de base “pfsense” puis cliquer sur
signin.

~ i pfsense - Login x 4 - X

<« G © MNenséurisé  httpsi//192.168.50.1/indexphp B % a

fisense

SIGN IN

SIGN IN

Voici la page d’accueil de PfSense. Nous allons maintenant changer le mot de passe de
base pour accéder a PfSense en tant qu’admin.
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v [ pfSensehomearpa -StatusDe X + - X

& G © MNonsécurisé  https;//192.168.50.1 B 2

Status / Dashboard + 0
System Information FOO Netgate Services And Support [-X=}
Name pfSense home.arpa
Contract type
User admin@192.168.50.3 (Local Database)
System VMware Virtual Machine

pletostelevcell: Befdde2de 137067002 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

Reloase Date: Thu Nov 12 2020 If you purchased your pSense gateway firewall appliance from Netgate and elected

Community Support at the point of sale or installed prSense on your own
Version 2.7.0-RELEASE (amd64) hardware, you have access fo various community support resources. This includes
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY.

FreeBSD 14.0-CURRENT
You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

The system s on the ersion Support subscription. We're always on! Our team is staffed 24x7x365 and
Version information updated at Wed Apr 0 17:12:25 UTC 2025 committed to delivering enterprise-ciass, worldwide support at a price point that is
~ more than competitive when compared to others in our space.

&
CPUType 12th Gen Intel(R) Core(TM) i5-12450H + Upgrade Your Support * Community Support Resources
2 CPUs: 2 package(s) x 1 core(s) + Netgate Global Support FAQ = Official pfSense Training by Netgate

AESNI CPU Crypto: Yes (inactive)

QAT Crypto: No « Netgate Professional Services = Visit Netgate.com

Hardware crypto  Inactive

I you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID {NDI) from your firewall in order to
MDS Mitigation  Inactive validate support for this unit. Write down your NDI and store itin a safe place.
You can purchase TAC supports here.

Kernel PTI Enabled

Uptime: 00 Hour 06 Minutes 12 Seconds

Q

Current date/time  Wed Apr 9 17:16:45 UTC 2025

Aller dans System puis dans User Manager.
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isense_ System ~ nterfaces - Firewall =

COMMUNITY EDITION

Advanced
Status/ [ certificates

General Setup

system InfolSNUNMRUIVINN

bz Package Manager
User Register } (Local Database)
System Routing kne
Setup Wizard cfdde2dc1537e67992
Update hnologies LTD
w12 2020
Version Logout (admin) I64)

built on Wed Jun 28 03:53:34 UTC 2023
FreeBSD 14.0-CURRENT

Cliquer sur Uicéne du petit crayon pour accéder aux parameétres du compte admin de
PfSense.
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-sense System ~ Interfaces ~ Firewall - Services ~ VPN ~

COMMUNITY EDITION

System / User Manager / Users e
Users Groups Settings Authentication Servers
Username Full name Status Groups. Actions
@ admin System Administrator v admins. ‘_'_
o & test v ]

Entrer un nouveau mot de passe et confirmer le.
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Flisense

GOMMUNITY EDITION

System / User Manager / Users / Edit @
Users Groups Settings Authentication Servers

Defined by SYSTEM

Disabled (7 This user cannot login
Username admin

[ —
Full name System Administrator

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings (J Use individual customized GUI options and dashboard layout for this user.

Group membership ~  [admins N

Descendre tout en bas de la page et cliquer sur Save.
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Name CA

Keys

Authorized SSH Keys

Enter autherized SSH keys for this user

IPsec Pre-Shared Key

Shell Behavior

Keep Command History [J) Keep shell command history between login sessicns

If this user has shell access, this option preserves the last 1000 unique commands entered at a shell prompt between login sessions. The user can

access history using the up and down arrows at an SSH or console shell prompt and search the history by typing a partial command and then using
the up or down arrows.

s

Une fois cette opération ayant été effectué, votre mot de passe a été changé.

! Cette opération est aussi a réaliser sur le deuxieme PfSense en inscrivant le
méme mot de passe que sur le PfSense Master. |

B) CARP LAN + High Availability
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Avantde commencer cette étape, voici un rappel de la configuration des deux cartes LAN
sur les 2 pfsense. On peut regarder ¢ca en allant dans Interfaces, puis Assignements.
Ensuite il faut cliquer sur em1 (LAN).

Voici la carte LAN sur le PfSense Master:

v D pfemsebomesre - tedece: X | 4 - o

Fisense

B pfSensehomearps - Inteface: X

g8
a

MAC Address

“tatic IPv4 Configuration

S s il + 5= 5

Ici, on peut voir que les deux cartes LAN sont sur la méme plage d’adresse.

Pour créer notre CARP LAN, il faut d’abord configurer une IP virtuelle sur notre plage
d’adresse.

Pour ce faire, aller dans Firewall puis Virtual IPs sur le PfSense Master.
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v B pfSensehomearpa - Status: D= % [Ej pfSensehomearpa - Status: D= % | +

& c @ Non séeurisé  hBips://192.168.50.1
msense Firewall -
MMUN 10N
Aliases
Status / Dashboard NAT
Rules
System Information Schedules m Netgate Services And Support
Name pfSense.home.arpa Traffic Shaper

Contract type  Commur

User admin@192.168.50.3 (Local

System ViMware Virtual Machi
Netgate Device 10y

21537267992 NETGATE AND pfSense COMMUNITY SUPH

BIOS Vendor: PJ ix Technologies LTD

If you purchased your pfSense gateway firewall appliar

Community Support at the point of sale or installed pf

Version 2.7.0-RELEASE (amd64) hardware, you have access to various community supp
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY.

FreeBSD 14.0-CURRENT
You also may upgrade to a Netgate Global Technical As

Support subscription. We're always onl! Our team is sta

The system the latest g

Version information updated at Thu Apr 10 16:11:58 UTC 2025 commilted to delivering enterprise-class, worldwide sug

= more than competitive when compared to others in our
CPUType 12th Gen Intel(R) Core(TM) i5-12450H * Upgrade Your Support * Community St

2 ORIz 2 narkanafe) v 1 rarale) + Natnata Rlnhal @ nnnrt EAN » Nfficial nfanc

Cliquer sur le bouton ADD.
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Diagnostics +  Help +
Firewall/ Virtual IPs (2}
Virtual IP Address
Virtual IP address Interface Type Description Actions
192.168.50.254/24 (vhid: 1) LAN CARP CARP Vd |
192.168.1.140/24 (vhid: 10} WANT CARP CARP WAN1 Va
192.168.1.141/24 (vhid: 20} WAN2 CARP CARP WAN2 Vdil
192.168.200.254/24 (vhid: 30) oMz CcARP oMz v

. (&)

Voici, dans mon cas, les paramétres a entrer (a adapter en fonction de la plage
d’adresse IP du LAN).

Une fois les parameétres remplis, cliquer sur Save.
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Cette opération est aussi a effectuer sur le PfSense Backup en remplacant seulement
Skew par 100 a la place de 0.

Firewall / Virtual IPs/ Edit (7]
Type P Alias ® CARP _ Proxy ARP _ Other
Interface LAN v
Address type single address hd
Address(es) 192.168.50.254 /| 24 v

The mask must be the network’s subnet mask. It does not specify a CIDR range.

Virtual IP Password | "= e
Enter the VHID group password. Confirm

VHID Group 1 v

Enter the VHID group that the machines will share
Advertising frequency ! hd 0 h
Base Skew
The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master

Description CARP LAN

A description may be entered here for administrative reference (not parsed)

Cliquer ensuite sur Apply Changes pour appliquer les changements.
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Firewall / Virtual IPs

enfiguration h.

Deen changed

ed for them to take effect

Nicolas ERNST

2]

——

‘_' + Apply Changes

Virtual IP Address

Virtual IP address

Interface
192.168.50.254/24 (vhid: 1) LAN
192.168.1.140/24 {vhid: 10) WANT
192.168.1.141/24 (vhid: 20) WAN2
192.168.200.254/24 (vhid: 30) DMZ

Aller ensuite dans Status puis CARP (failover).

Type
CARP
CARP
CARP

CARP

Description
CARP

CARP WAN1
CARP WANZ

DMZ

Actions
]
S
S
]
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Flisense

COMMUNITY EDITION

Captive Portal
Firewall / Rules / DMZ =uwEe@

Dashboard ‘

The changes have been applied successfully. The firewall rules are now reloading in the backgl  CHCF Leases \

Monitor the filter reload progress. DHCPv6 Leases
DNS Resolver

Floating WANT LAN WANZ OVPN_INTERFAGE DMZ openy  Filter Reload

— Gateways

i R Ry e ]

IPsec
( States Protocol Source Port  Destination Port G thedule Description Actions

Monitoring —

7 0/46.40 MiB IPy4 * DMZ net * * * 1 DMZ Intemnet LS00mx
NTP

Si tout est normal, voici ce qui devrait s’afficher sur les deux PfSense.

e PfSense Master:
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Status / CARP =uw e

CARP Maintenance

Interface and VHID Virtual IP Address Status
LAN@1 192.168.50.254/24 O MasTER

e PfSense Backup:

_-dsense System ~ rewall - Services+ VPN  Status~  Diagnostics +  Help -

oM

Status / CARP =@

CARP Maintenance

(O Terpory Dssie o

Interface and VHID Virtual IP Address Status
LAN@1 192.168.50.254/24 BACKUP

-> Explication : le routeur master (192.168.50.1) est pour Uinstant actif. Si ce dernier
tombe en panne, le routeur backup (192.168.50.2) prendra le relais en passant de
backup a master.

Voici un exemple quand le routeur master est éteint.
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[lisense “wten- e Eeme @0 SHme  Gommiee 6

oMMy

BroEmaces)

CARP Status

Interface and VHID Virtual IP Address

LAN@1 192.168.50.254/24

Passons maintenant a la configuration de la High Availability afin que les parametres
effectués sur le PfSense Master soit aussi appliqués sur le Backup.

Aller dans System puis High Availability.
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msense System ~ Interfaces ~ Firewall ~

COMMUNITY EDITION

Advanced
Status / (€ cerificates

General Setup
i € High Availability
|

Package Manager ik
L

Register
Routing . ]
Interface and VH  Setup Wizard Virtual IP Address
LAN@1 Update 192.168.50.254/24

Voici les parameétres a rentrer dans le PfSense Master.

Documentation situation professionnelle 2 40 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

System / High Availability

State Synchronization Settings (pfsync)

Synchronize states pfsync transfers state insertion, update, and deletion messages between firewalls.

Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.

This setting should be enabled on all members of a failover group.

Clicking "Save” will force a configuratien sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface LAN v

If Synchronize States is enabled this interface will be used for communication.

It is recommended to set this to an interface other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in this failover group.

An IP must be assigned to the interface en any participating sync nodes.

Filter Host ID 3

Custom pf host identifier carried in state data to uniquely identify which host created a firewall state.
Must be a non-zero hexadecimal string 8 characters or less (e.g. 1, 2, ff01, abcdef01).
Each node participating in state synchronization must have a different ID.

pfsync Synchronize Peer 192.168.50.2

e Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast

Configuration Synchronization Settings (XMLRPC Sync)

Synchronize Config to IP 192.168.50.2

Enter the IP address of the firewall to which the selected configuration sections should be synchronized

XMLRPC sync is currently only supported over connections using the same protecol and pert as this system - make sure the remote system's port and
protocol are set accordingly!
Do not use the Synchronize Config to IP and password option on backup cluster members!

Remote System admin

Username Enter the webConfigurator username of the system entered above for synchronizing the configuration

Do not use the Synchronize Config to IP and username option on backup cluster members!

Remote System | """
Password Enter the webConfigurator password of the system entered abave for Confirm
synchronizing the configuration.
Do not use the Synchronize Cenfig to IP and password option on backup
cluster members!

Synchronize admin synchronize admin accounts and autoupdate sync password

By default, the admin account does not synchronize, and each node may have a different admin passwerd.
This option automatically updates XMLRPC Remote System Password when the password is changed on the Remote System Usemame account.

Select options to sync User manager users and groups
Authentication servers (e.g. LDAP, RADIUS)
Certificate Authorities, Certificates, and Certificate Revocation Lists
Firewall rules
Firewall schedules
Firewall aliases
NAT configuration
IPsec configuration
OpenVPN configuration (Implies CA/Cert/CRL Sync)
DHCP Server settings
DHCP Relay settings
DHCPV6 Relay settings
Wol Server settings
Static Route configuration
Virtual IPs
Traffic Shaper configuration

soe

Traffic Shaper Limiters configuration
DNS Forwarder and DNS Resalver configurations
Captive Portal

Voici les parametres a rentrer dans le PfSense Backup.

Documentation situation professionnelle 2 41 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

System/ High Availability Ll @

State Synchronization Settings (pfsync)

Synchronize states pfsync transfers state insertion, update, and deletion messages between firewalls.

Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.

This setting sheuld be enabled on all members of a failover group.

Clicking "Save” will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface LAN v

If Synchronize States is enabled this interface will be used for communication

It is recommended to set this to an interface other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in this failover group

An IP must be assigned to the interface on any participating sync nodes

Filter Host ID d1702440

Custom pf host identifier carried in state data to uniquely identify which host created a firewall state.
Must be a non-zero hexadecimal string 8 characters or less (e.g. 1, 2, ff01, abcdef01)
Each node participating in state synchronization must have a different ID

pfsync Synchrenize Peer 192.168.50.1

P Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast.

Configuration Synchronization Settings (XMLRPC Sync)

Synchronize Config to IP Addres 111 NE PAS REMPLIR !

Enter the' P o moaration sections should be synchronized.

XMLRPC sync is currently only supported over connections using the same protocol and port as this system - make sure the remote system's port and
protocol are set accordingly!
Do not use the Synchronize Config to IP and password option on backup cluster members!

Remote System admin

Username
Enter the webConfigurator username of the system entered above for synchronizing the configuration

Do not use the Synchrenize Conffig to IP and username optiop on Backup clusier members!

Remote System - D
Password Enter the webConfigur T T

synchronizing the configuration,

Do not use the Synchronize Config to IP and password option on backup 11 ENTRER LE MEME MOT DE PASSE QUE
cluster members! SUR LE PFSENSE MASTER !!!

Synchronize admin synchronize admin accounts and autoupdate sync password.
By default, the admin account does not synchronize, and each node may have a different admin password
This option automatically updates XMLRPC Remote System Password when the password is changed on the Remote System Usemame account.
Select options to sync User manager users and groups
Authentication servers (e.g. LDAF, RADIUS)
Certificate Authorities, Certificates, and Certificate Revocation Lists
Firewall rules
Firewall schedules
Firewall aliases
NAT configuration
IPsec configuration
OpenVPN configuration (Implies CA/Cert/CRL Sync)
DHCP Server settings
DHCF Relay settings
DHCPv6 Relay settings
Wol Server settings
Static Route cnnﬁguraﬂon
Virtual IPg

Traffic Shaper configuration

e eEeEeOERE

Traffic Shaper Limiters configuration

(<<

DNS Forwarder and DNS Resolver configurations
Captive Portal

<}

i

Cliquer sur Save pour valider les paramétres sur les deux PfSense. Une fois cela fait, les
deux PfSense seront synchronisés.

Voici un test : Création d’une regle de pare-feu sur le PfSense Master qui va se répliquer
sur le Backup.
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Dans le PfSense Master, aller dans Firewall puis Rules.

Interfaces ~ Firewall ~ 5 Diagnostics ~

Aliases

Schedules

splied pading in the background.

Dgress. Traffic Shaper

Virtual IPs

LAN WANZ OVPN_INTERFACE DMZ OpenVPN

Cliquer sur Add pour ajouter une nouvelle regle (pour 'exemple, création d’une régle
dans le LAN ici).
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Firewall / Rules/ LAN

= E e
Floating WAN1 LAN WAN2 OVPN_INTERFACE DMZ OpenVPN
Rules (Drag to Change Order)
o States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 18/639 * * * LAN 443 * * Anti-Lockout Rule e d
KiB Address 80
0o v 2/441GB  IPv4 192168503 *  * 161 * none PRTG ,00m
UDP (SNMP) x
0o v 3/270KiB  IPva*  * o * * none PETIT POIX ,00m
x
0 0/0B 1Py * LAN net * * WAN_FAILOVER none Default allow LAN to any rule 1,00m
o x
O v 0/0B IPv6 * LAN net * * * " none Default allow LAN IPv6 to any $,00m
rule x

=) Ja o [oTa -

. _

Descendre tout en bas, ajouter une description (Test dans Uexemple) et cliquer sur
Save.
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Extra Options

Log ) Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Stati e o o
@m | Tes“ ‘

A description may be entered here for administrative reference : of 52 characters will be used in the ruleset and displayed in the firewal

10

Advanced Options ‘7|

@ s B

Cliquer sur Apply Changes.
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Firewall / Rules / LAN =wE@

ﬁ +” Apply Changes

Floating WANT LAN WANZ OVPN_INTERFACE DMZ OpenVPN

La nouvelle regle “Test” apparait dans la liste des regles sur le LAN.
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~ M pfsensehomearpa - Firewal: - % [ pfSensehomearpa - System:H - X | +

€« c © Non sécurisé  Bitps;//192.168.50.1/firewall_rules.php?if=lan
fisense
CERMUNITY EDITION
Firewall / Rules / LAN =wEeQ
The changes have been applied successfully. The firewall rules are now reloading in the background @

Monitor the filter reload progress.

Floating WANT LAN WAN2 OVPN_INTERFACE DMZ OpenVPN
Rules (Drag to Ghange Order)
o States Protocol  Source Port Destination  Port Gateway Queue Schedule Description Actions
v 14/815 * * - LAN 443 - . Anti-Lockout Rule
—EE—
1Py * * * - * * none Test
&L UOMm
UDP (SNMP) x
0 v 3/351KIB  IPv4* * L * * none PETIT POIX L2200
x
0O+ 0/0B IPv4 * LAN net ** * WAN_FAILOVER none Default allow LAN to any rule &2 00m
k- x
0o+ 0/0B IPV6 * LAN net L * * none Default allow LAN IPvéto any L2200
rule x

1 ]} o] @ oo | © e © e[

Si tout fonctionne, la regle apparait aussi sur le PfSense Backup.
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v B plensehomearpa-Fiewsli i X /i piSenschomearpa - FrewaltR X |

Firewall / Rules/ LAN =wEe

Floating WAN1 LAN WAN2 OVPN_INTERFACE DMZ OpenVPN

Rules (Drag to Change Order)

o States Protocol  Source Port Destination  Port Gateway Queue Schedule
v 20411 o S * AN 24 Anti-Lockout Rule
Raaress 80

&, 00m
x

G 6/10KB  IPva* s @ = 2 none Test

OV 0417KB  Pva e eRD o Liiue £, 000
uoP (SNMP) x

O v 0271KB  IPva*  * s @ = 2 none PETITPOIX £, 000
x

O v o008 IPvA*  LANnet o - WAN_FAILOVER none Defaultaliow LANtoanyrule & & O
- x

O v o008 IPY6*  LANnet s @ = 2 none Default allow LANIPvo toany & 4* O W
rule x

(1 ol e J© oo O com [ @ o]

Vous pouvez ensuite supprimer la regle créée, c’était juste un exemple (elle va aussi se
supprimer sur le PfSense Backup).

| | Lesregles appliquées sur le PfSense Master s’appliqueront aussi sur le
Backup, mais cela ne marche pas inversement ! Seul le Pfsense Master peut

influer sur le Backup. | |

C) CARP WAN
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Pour cette partie, chaque PfSense devra disposer chacun de deux cartes WAN
distinctes sur la méme plage d’adresse. Dans mon cas, cette plage seraen
192.168.1.0.

Aller dans Interfaces puis Assignements.

msense System - Interfaces - Firewall -

COMMURITY EDITION

Ici, en ayant ajouté une troisieme carte réseau sur le PfSense Master avec les mémes
propriétés que celle déja existante en WAN, nous pouvons voir que em2 est disponible a
la configuration (il reste un assignement réseau a ajouter grdce a lajout de notre
nouvelle carte réseau). Cet assignement sera le 2eme WAN.

Cliquer sur Add.
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< Available network ports: em2 (00:0c:29:43:e4:cf) > hd F

Une fois apres avoir créé une nouvelle interface, celle-ci s’est automatiquement
renommée en “OPT1”.

Cliquer dessus pour modifier ses parametres.

Interface Network port
WAN1 em0 (00:0c:29:43:e4:bb) v
LAN em1 (00:0¢:29:43:24:c5) v

‘ em2 (00:0c:29:43:e4:cf) hud

Documentation situation professionnelle 2 50 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Cocher “Enable Interface”, renommer Uinterface en “WAN2”, et changer la configuration
IPv4 en DHCP (ou statique, méme si l’adresse fourni en DHCP via PfSense ne changera
jamais).
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Interfaces / WAN2 (em2) = @

General Configuration

Enable Enable interface

< Description WAN?2 >

T — E—
IPv4 Configuration Type DHCP v S
IPv6 Configuration Type None v
MAC Address XK

This field can be used to medify ("spoof’) the MAC address of this interface.
Enter a MAC address in the following format: sxcockxaocxxo or leave blank

MTU
If this field is blank, the adapter’s default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
MSs
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.
Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Descendre tout en bas et cliquer sur Save pour appliquer les changements sur
Uinterface.
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The value in this field is sent as the DHCP client identifier and hostname when requesting a DHCP lease. Some ISPs may require this (for client
identification).
Alias IPv4 address /| 24 ]

The value in this field is used as a fixed alias IPv4 address by the DHCP client.

Reject leases from

To have the DHCP client reject offers from specific DHCP servers, enter their IP addresses here (separate multiple entries with a comma). This is useful
for rejecting leases from cable modems that offer private |P addresses when they lose upstream sync

Reserved Networks

Block private networks (m]

and loopback addresses Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per

RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

Block bogon networks [m]

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This optien should only be used on external interfaces (WANS), it is not necessary on local interfaces and it can potentially block required local traffic
Mote: The update frequency can be changed under System = Advanced, Firewall & NAT settings.

Save 4

Cliquer sur Apply Changes.

Interfaces / WAN2 (em2) =@

The WANZ configuration has been -:han::JEd. Apply Changes
The changes must be applied to take effect

Don't forget to adjust the DHCP Server range if needed after applying
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Voici la configuration qui apparait sur le menu du routeur PfSense Master.

e WAN1:192.168.1.143
e WAN2:192.168.1.145
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round-trip min‘avg-/Max-stddev = 28.763-21.888-23.839-8.948 ns
Press ENTER to continue.

UMnare Virtual el i - Netgate Device 10 -"dwfdde?dc1537e67992
##xlelcome to pfSenze 2.7.8-RELEASE (amdBG4) on pf3ense wxx

HAN1 (wan) -» edBd vd ODHCP4: 192.168.1.143-24
LAN (lan) -» eml vd: 192 168.58. 124

HANZ (optl) -> eM2 vd-DHCP4: 192.168.1.145-24
MUPN_INTERFACE (opt2) -> ovpnsl -

DFEnlopt3) -» eM3 -» wd: 192 168.288.251-24

A) Logout (S5H o Slmep o

1) As=ign Interfaces 18) Filter Logs
Set interfacel(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pf3Sense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM
Shell

Enter an option: |J

Répéter le méme processus sur le routeur Backup.
Voici la configuration qui apparait sur le menu du routeur PfSense Backup.

e WAN1:192.168.1.144
e WAN2:192.168.1.146
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UMiare UVirtwal Machine Mottt c1b5p971628a2d17824408

=

=xx LlagiCome to pfSense 2.7.B-RELEASE (amdb64) on pfSense ===

LAN1 (wan) -> emB ->» vd/DHCP4: 192.168.1.144-24
LAN (lan) -» eml ->» vd: 192.168.58.2-24

LANZ2 (opt1) -> emM2 ->» vd/DHCP4: 192.168.1.146-24
&4PH_INTERFACE (optZ) -»> owvpnsl -

DIMZ"Napt3) -> em3 ->» wi: 192.168.288.252-24

B) Logout (S3H only) S e i)

1) As=ign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblonfigurator password 12) PHP shell + pf3ense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPHM

8) Shell

Enter an option: [

Nous allons maintenant créer 2 nouvelles IP virtuelles pour nos 2 CARP WAN.

Sur le PfSense Master, aller dans Firewall puis Virtual IPs.
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v B pfSensehomearpa - Status: D= % [Ej pfSensehomearpa - Status: D= % | +

& c @ Non séeurisé  hBips://192.168.50.1
msense Firewall -
MMUN 10N
Aliases
Status / Dashboard NAT
Rules
System Information Schedules m Netgate Services And Support
Name pfSense.home.arpa Traffic Shaper

Contract type  Commur

User admin@192.168.50.3 (Local

System ViMware Virtual Machi
Netgate Device 10y

21537267992 NETGATE AND pfSense COMMUNITY SUPH

BIOS Vendor: PJ ix Technologies LTD

If you purchased your pfSense gateway firewall appliar

Community Support at the point of sale or installed pf

Version 2.7.0-RELEASE (amd64) hardware, you have access to various community supp
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY.

FreeBSD 14.0-CURRENT
You also may upgrade to a Netgate Global Technical As

Support subscription. We're always onl! Our team is sta

The system the latest g

Version information updated at Thu Apr 10 16:11:58 UTC 2025 commilted to delivering enterprise-class, worldwide sug

= more than competitive when compared to others in our
CPUType 12th Gen Intel(R) Core(TM) i5-12450H * Upgrade Your Support * Community St

2 ORIz 2 narkanafe) v 1 rarale) + Natnata Rlnhal @ nnnrt EAN » Nfficial nfanc

Cliquer sur le bouton Add.
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Diagnostics +  Help +
Firewall/ Virtual IPs (2}
Virtual IP Address
Virtual IP address Interface Type Description Actions
192.168.50.254/24 (vhid: 1) LAN CARP CARP Vd |
192.168.1.140/24 (vhid: 10} WANT CARP CARP WAN1 Va
192.168.1.141/24 (vhid: 20} WAN2 CARP CARP WAN2 Vdil
192.168.200.254/24 (vhid: 30) oMz CcARP oMz v

. (&)

Voici, dans mon cas, les paramétres a entrer (a adapter en fonction de la plage
d’adresse IP du WAN).

ILne faut pas remettre le méme VHID Group sur UIP virtuelle LAN (j’ai mis 10 ici).
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Une fois les parameétres remplis, cliquer sur Save.

Firewall / Virtual IPs / Edit 2]
Type O|IP Alias ® CARP 2 Proxy ARP O other
Interface WAN1 v
Address type Single address hd
Address(es) | 192.168.1.140 ]2 Y

The mask must be the network’s subnet mask. It does not specify a CIDR range.

Virtual IP Password
Enter the VHID group password Confirm

VHID Group 10 v

Enter the WHID group that the machines will share

1 hd 0 v

Advertising frequency
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master

Description CARP WAN1

A description may be entered here for administrative reference (not parsed)

Refaire la manipulation en créant une nouvelle IP virtuelle pour les 2eme WAN, tout en
inscrivant un autre VHID Group comme pour le premiere IP virtuelle WAN (j’ai mis 20 ici).

Voici, dans mon cas, les parametres a entrer.

Une fois les parameétres remplis, cliquer sur Save.
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Firewall / Virtual IPs / Edit

2]

Edit Virtual IP

Type QP alias ® CARP 2 Proxy ARP _' Other
Interface WANZ v
Address type Single address hd
Address(es] 192.168.1.141 ]2 e

The mask must be the network’s subnet mask. It does net specify a CIDR range.

Virtual IP Password
Enter the VHID group password Confirm

VHID Group 20 ~

Enter the VHID group that the machines will share

Advertising frequency ! A 0

Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the

master.

Description CARP WANZ

A description may be entered here for administrative reference (not parsed)

Cette opération n’est pas a effectué sur le Backup, grace au High Availability, les

parametres se sont déja répliqués.

Sur le PfSense Master, retourner ensuite dans Status puis CARP (failover).
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Flisense

COMMUNITY EDITION

Captive Portal
Firewall / Rules / DMZ =uwEe@

Dashboard ‘

The changes have been applied successfully. The firewall rules are now reloading in the backgl  CHCF Leases \

Monitor the filter reload progress. DHCPv6 Leases
DNS Resolver

Floating WANT LAN WANZ OVPN_INTERFAGE DMZ openy  Filter Reload

— Gateways

i R Ry e ]

IPsec
( States Protocol Source Port  Destination Port G thedule Description Actions

Monitoring —

7 0/46.40 MiB IPy4 * DMZ net * * * 1 DMZ Intemnet LS00mx
NTP

Les 2 CARP WAN sont bien présents en MASTER sur le PfSense Master.
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Status/ CARP

CARP Maintenance

O

GARP Status

Interface and VHID

Virtual IP Address Status
LAN@1

192.168.50.254/24 © MASTER
WAN1@10 192.168.1.140/24 © masTER
WAN2@20 192.168.1.141/24 © masTER

Sur le PfSense Backup, les CARP WAN sont aussi présents mais en Backup.
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isense

oMMy

Status / CARP

CARP Maintenance

(O rerpersy ot cacs

CARP Status

Interface and VHID Virtual IP Address Status
LAN@1

192.168.50.254/24 BACKUP
WAN1@10 192.168.1.140/24 BACKUP
WAN2@20 BACKUP

192.168.1.141/24

Si le routeur Master est en panne, le routeur Backup prend bien le relais.
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v [ pfSensenomearpa - StatusiC4 X TEj pfSensehome.arpa - Status: C/

ise  bung192.163.50.2/us_carp.php

Rlisense

COMMUNITY EDITION

Interfaces -

Status / CARP

=@
CARP Maintenance

(O rervorty s

CARP Status

Interface and VHID Virtual IP Address
LAN@1

Status
192.168.50.254/24 O masTER
WAN1@10 192.168.1.140/24 O masTER
WAN2@20 192.168.1.141/24

De méme si ’'on désactive une interface sur le PfSente Master (WAN1 ici), dans CARP

(failover) WAN1 sera bien évidemment inactif sur le PfSense Master, et le WAN1 sur le
PfSense Backup passera en MASTER.
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e PfSense Master:

v [ pfSensehomearpa - Status: 4 X [ pfSensehomearpa - Status: CA X | +

<« G © Monséeurisé  ketpsi//192.168.50.1/status_carp.php

Plisense

GOMMUNITY EDITION

System~  Interfaces - Firewall -

Diagnostics -

Status / CARP

[ )| j\

CARP Status
Interface and VHID

Virtual IP Address

Status
LAN@1 192.168.50.254/24 © MASTER
é WAN1@10 192.168.1.140/24
WAN2@20 192.168.1.141/24 o MASTER

e PfSense Backup:

~ B piSensehomearpa - StawsiC4 X [ pfSensehomearpa- Status:C2 X 4

curisé  bipsi//192.168.50.2/status_carp.php

Plisense  system-

yste Interfaces - Firewall ~
com

Diagnostics -

Status / CARP

CARP Maintenance

Il I\
CARP Status

Interface and VHID

Virtual IP Address
LAN@1

192.168.50.254/24
——_’ WANI@10

BACKUP
192.168.1.140/24

WAN2@20 192.168.1.141/24

BACKUP

Status

3) OpenVPN RW

| | Cette partie est a réaliser seulement aprés avoir configurer ADDS sur le
serveur Windows (voir doc associé) | |
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ILreste a configurer le VPN OpenVPN RW pour les clients distants. Premierement, aller
dans System puis Certificates.

v o] pfiense.homearpa - Status: D= X +

i & @ Mon sécurisé  hips://192.168.50.1

lisense  sysiem-

COMMUNITY ECHT 10N

Advanced

Status / E ‘

General Setup

High Availability OO0 Netgate Services And Suppor

Name Package Manager Contracttype  Cornm
Liser Reqister } (Local Database) DITHTIL
System Reuting tine
Setup Wizard e NETGATE AND pfSense CO
BIOS Update hnologies LTD
User Manager & 122020 If you purchased your pf3ense gatewa
. Community Support at the point of =:
Version Logout {admin) i64) hardware, you have access to various
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY
FreeBSD 14.0-CURRENT You also may upgrade to a Netgate Gl
B Support subscription. \We're always on
S IR TS N U e S s a committed to delivering enterprise-clas
Version information updated at Tue Apr 22 18:19:18 UTC 2025 more than competitive when comparec
a
[ =
= Upgrade Your Support .
CPU Type 12th Gen Imtel(R) Core({ThM) is-12450H e .
2 CPUs: 2 package(s) x 1 core{s) » Netgate Global Support FAQ '
AES-NI CPU Crypto: Yes (inactive) = Metgate Professional Services

QAT Crypto: No

Hardware crypto Inactive

Dans la partie Authorities, cliquer sur Add pour rajouter un certificat d’autorité.
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System/ Certificate / Authorities &

ertificates Revocation

Search term Both i | |

Enter a search string or *nix regular expression 1o search certificate names and distinguished names.

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions

Openvpn_CA v self-signed 1 CN=0penvpn_CA o #’t PG‘W

Valid From: Tue, 15 Apr 2025 07:10:05 +0000
/ - Add

Welid Until: Fri, 13 Apr 2035 07:10:05 +0000

Rentrer les mémes parametres et cliquer sur Save.
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Create / Edit CA

Openvpn_CA

This name can contain spaces but it cannot comtain any of the following characters: 2, =, <, & /,\,",

Method Create an internal Certificate Authority W

Trust Store Add this Certificate Authority to the Operating System Trust Store
When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating system.

Randomize Serial Use random serial numbers when signing certificates
When enabled, if this CA is capable of signing certificates then serial numbers for certificates signed by this CA will be automatically randomized and
checked for uniqueness instead of using the sequential value from Next Certificate Serial.

Internal Certificate Authority

Keytype | RsA v

1024 w

The length to use when generating a new RSA key, in bits
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid

Digest Algorithm shal256 v
The digest method used when the CA is signed.
The best practice is to use an algorithm stronger than SHA1. Some platforms may consider weaker digest algorithms invalid

The following certificate authority subject components are optional and may be left blank.

Country Code None hd
State or Province e.0. Texas
City e.g. Austin
Organization £.g. My Company Inc

Organizational Unit

Aller ensuite dans Certificates puis cliquer sur Add/Sign pour ajouter un certificat.
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System / Certificates / Certificates 2]

Certificates ificate Revocation

Search

Search term Both

L4

e
Enter a search string or *nix regular expreasion to search certificate names and distinguished names.

Certificates

Mame lssuer Distinguished Name In Use Actions
- " . > ]

webConfigurator default self-signed O=pfSense webConfigurator Self-Signed Certificate, CN=pfSense- webConfigurator & ’P [ -] e
(67d58186ab106) 67d58186ab106 )
.zi_v;rocmmare Vakid From: Sat, 15 Mar 2025 13:32:54 +0000
Server Yes Walid Until: Fri, 17 Apr 2026 13:32:54 +0000
Cert seifsigned  cN=cert @ SEPECO
.zi_v:‘gcm:ﬁcare Vakid From: Sat, 15 Mar 2025 14:06:10 +0000

o B Uod: Fi 06
Server Yes Walid Until: Fri, 17 Apr 2026 14:06:10 +0000
OpenVPN_Server external CM=0penVPM_Server o .9“’ -] |:|_ﬂ
ii‘-’:roca"!.lﬁcaf\? Walid From: Mon, 17 Mar 2025 07:56:59 +0000

) Valid Until: Thu, 15 Mar 20:35 07:56:59 +0000
Server: Yes
test external CM=Internal-Ca o User Cert _9"’ -]
gi?ruimmcare Vakd From: Thu, 20 Mar 2025 10:21:12 +0000

) Valid Until: Sun, 18 Mar 2035 10:21:12 +0000
Server: No
Openvpn_Cert Openvpn_CA  CN=0Openvpn_Cert o OpenVPN Server _4“’ -] e
i:_“:;cm}fmare Wakid From: Tue, 15 Apr 2025 07:14:19 +0000

) Vakd Until: Wed, 15 2026 07:14:19 +0000
Server: Yes st L

+M‘w"

Rentrer ensuite ces parametres.

Dans Certificate Authorities, sélectionner LUautorité de certificat créée avant
(OpenVPN_CA).
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System / Certificates / Certificates / Edit o

Add/Sign a New Certificate

Mov

Coacngiive name

Koy type

Qigoet Algesithm

e g™ o e Dee s (oA Ste il ba cabd 2 Save

e e eV s IV S Den o Mg e SR Caa L e (el e ey o geer Pe (e T she o wiel

CommonNeme . oo

Interns| Certificate

Cartifc ate wtbority

Rey ype

(ngoet Algoenthe

LAstore (dage

Comvn e Navie

Organizstonal Unt 3 U L e Yeeme T

Veiller a bien choisir Server Certificate et cliquer sur Save.
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Certificate Attributes

Al dane Notes

Aternative Narmas

s

= 4

Aller ensuite dans System puis User Manager.
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b Bl pfSensehomearpa - System: C X +

“ _ © Non sécuriseé  Rips//192.168.50.1/system_certmanager.php?act=edit&id=67fel74b8e:
ﬁsense System ~ Interfaces - Firewall +
COMMUNITY EINTION
Advanced
System /| certificates ertificates

General Setup

Authorities High Availability ficate Revocation

Package Manager

CEET ~-

Routing
listing certificate b
Setup Wizard
Descript  Update Cart

-l. ntry as displayed in the GUI for reference.
C s but it cannot contain any of the following characters: 7, = <, & /,\, ",

Logout {admin)

Subject CM=0penvpn_Cert

Edit Certificate

Certificate Type & . 509 (PEM) 1 PKCS #12 (PFX)

Certificate data | ----- BEGIN CERTIFICATE----- -

Aller dans Authentification Servers et cliquer sur Add.
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System/ User Manager / Authentication Servers

Users Groups Settings

Authentication Servers

Server Name Type Host Name Actions
Active Directory LDAP 192.168.50.3 P amli|
Local Database pfSense
é

Entrer ces parametres.

Documentation situation professionnelle 2 73 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

i
®

System / User Manager / Authentication Servers / Edit

Users Groups Settings Authentication Servers

Server Settings

Descriptive name Active Directory
Type LDAP v

LDAP Server Settinas

ostname or |P address 192.168.50.3

avec ADDS (contréleur de
a Subject L.Itanati'.-e Nagme (SAN) or the Common Name (CN) of the LDAP
server S5L/TLS Certificate. omail

Port value 389

Transport Standard TCP w

Peer Certificate Authority Openvpn_CA

nerypted o 'STARTTLS Encrypted Tranzport is active. This CA must match the

CA uzed by the LDAP server.

Pretocol version 3 w
Server Timeout 25
Timeout for LDAP operations (seconds)

Search scope Level
Entire Subtree v

Base DN
DC=zecuritecivile DC=local

Authentication containers OU=Ltilisateurs,DC=securitecivile, DC=local

Note: Semi-Colon separated. This will be prepended to the search base
dn above or the full comtainer path can be specified containing a dcz,

or OU=5taff,0U=Freelancers

Une fois les parameétres rentrés, cliquer sur Save.
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Extended query [T Enable extended query

Bind anonymous [0 Use ancnymous binds to resolve distinguished names

CN=Administrateur,CN=Users DC=securitecivile DC=local

User naming attribute samAccountMame

—
Group naming attribute | cn Mot de passe de

I'Administrateur du
domaine

Group member attribute memberDf

RFC 2307 Groups () LDAP Server uses RFC 2307 style group membership
RFC 2307 style group membership has members listed on the group object rather than using groups listed on user object. Leave unchecked for Active
Directory style group membership (RFC 2307bis).

Group Object Class posixGroup
Object class used for groups in RFC2307 mede. Typically "pesixGroup” or "group”

Shell Authentication

Group DN E - . . . - .
P f LDAP server is used for shell authentication, user must be a member of this group and have a valid posixAccount attributes to be able 1o login.

Example: CM=Remgcteshellusers,CN=Users, DC=example DC=com

UTF8& Encode [C) UTFB encode LDAP parameters before sending them to the server.
Required to support international characters, but may not be supported by every LDAP server.

Username Alterations [ Do not strip away parts of the usemame after the (@ symbel
e.g. user{@host becomes user when unchecked

Allow unauthenticated [ Allow unauthenticated bind

bind Unauthenticated binds are bind with an existing login but with an empty password. Some LDAP servers (Microscft AD) allow this type of bind without
any possibility to disable it.

= —

Pour tester si la connexion d’un utilisateur du domaine au PfSense fonctionne, aller
dans Diagnostics puis Authentification.
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- o] pfsense.home.arpa - Diagnost. X + -
&« c © Non sécurisé  Ritps:/f192.168.50.1/diag_authentication.php m aQ ¥ @

Esense em te Services VPN Status - Diagnostics ~ Help ~

COMMUNITY EDITHIN

ARFP Table

Diagnostics / Authentication =0

Backup & Restore
Authentication Test Command Prompt

Authentication Server Active Directory v DS Lockup
Select the authentication server to 1est against Edit File
Factory Defaults
Username arthurfix
Halt System
Password Limiter Info

Sélectionner le serveur Active Directory, rentrer les identifiants d’un utilisateur du
domaine et cliquer sur Test.
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th

e

Authentication Test
Authentication Serve v

=elelll tientication server to test against

Diagnostics / Authentication

Username arthur.fix
Password
Debug Set debug flag

Sets the debug flag when performing authentication, which may trigger additional diagnostic entries in the system log (e.g. for LDAP).

F Test *

Si ce message s’affiche, alors la configuration est correcte.
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1]
®

Diagnostics / Authentication

User arthur.fix authenticated successfully. This user is a member of groups:

Authentication Test

Authentication Server Active Directory v

Select the authentication server to test against

Username arthur fix
Password
Debug Setdebug flag

Sets the debug flag when performing authentication, which may trigger additional diagnostic entries in the system log (e.g. for LDAP).

P Test

Aller dans VPN puis OpenVPN.
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hd of pfSense.home.arpa - Diagnost: X ar

“ & @ Mon sécurisé  Rips//192.168.50.1/diag_authentication.php

ESEHSE System nterfaces ~ Firewall ~ Services Status ~ Diagnostic

COMMUNITY EDITIHON

Diagnostics / Authentication LZTP

User arthurfix authenticated successfully. This user is a member of groups:

Dans la section Servers, cliquer sur Add.
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VPN / OpenVPN / Servers

@ lients Client Specific Overrides Wizards Client Export

OpenVPN Servers

.l (2]

Interface Protocol / Port  Tunnel Network  Mode [ Crypto Description  Actions
192.168.1.140 (CARP TCP4/11940  10.10.30.0/24 Mode: Remote Access ( User Auth ) Corp_VPN SOT
WANT) {TUN) Data Ciphers: AES-256-GCM, AES-128-GCM, CHACHAZ0-POLY 13085, AES-256-

CEC
Digest: SHAZ56
D-H Params: 2048 bits

—p

Voici la configuration a rentrer.
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VPN / OpenVPN / Servers/ Edit Co=mwEe

Servers Cliems Client Specific Overrides Wizards Cliemt Export
General Information
Description | [orp VPN |
A description of this VPN for administrative reference

Disabled [ Disable this server
Set this option to dizable this server without removing it from the list

Unigue VPN ID Server 1 (ovpns1)
Mode Configuration
w

Remote Access ( User Auth )

Server mode
Backend for Active Directory "
authentication Local Database
w
W

Device mode tun - Layer 3 Tunnel Mode
‘tun” mode carries |Pv4 and IPvE (05 layer 3) and is the most common and compatible mode across all platforms

“tap” mode is capable of carrying 802.3 (0SI Layer 2)
Endpoint Configuration
W

Protocol TCP on IPv4 only
Interface 192.168.1.140 (CARP WANT) W

The interface or Virtual IP address where OpenVPN will receive client connections.

Local port 11940

The port used by OpenVPN to receive client connecticns.
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Cryptographic Settings

TLS Configuration

TLS keydir direction

Peer Certificate Authority
Peer Certificate
Revocation list

OCSP Check

Server certificate

DH Parameter Len

ECDH Curve

Data Encryption
Algorithms

Use a TLS Key

A TLS key enhances security of an OpenPN connection by requiring both parties to have a commeon key before a peer can perform a TLS handshake.
This layer of HMAC authentication allows control channel packets without the proper key to be dropped, protecting the peers from attack or
unauthorized connections. The TLS Key does not have any effect on tunnel data.

&
# 2048 bit OpenvPN static key

a*
1 &)

----- BEGIN OpenWPN Static key wil-----
cdzb3abie153236a1bF515396bcach3c

Paste the TLS key here.
This key is used to sign control channel packets with an HMAC signature for authentication when establishing the tunnel.

BN

TLS Authentication v
In Authentication mode the TLS key is used only as HMAC authentication for the control channel, protecting the peers from unauthorized connections.
Encryption and Authentication mode also encrypts control channel communication, providing more privacy and traffic control channel cbfuscation.
Use default direction v
The TLS Key Direction must be set to complementary values on the cliemt and server. For example, if the server is set to 0, the client must be setto 1.

Both may be set to omit the direction, in which case the TLS Key will be used bidirectionally.

Openvpn_CA w

Mo Certificate Revocation Lists defined. One may be created here: System = Cert. Manager

[[] Check client certificates with OCSP
Openvpn_Cert [Server: Yes, CA: Openvpn_CA, In Use) W

2048 bit v

Diffie-Hellman (DH) parameter set used for key exchange. o

Use Default v

The Elliptic Curve to use for key exchange.
The curve from the server certificate is used by default when the server uses an ECDSA centificate. Otherwise, secp384r1 is used as a fallback.

AES-128-CBC (128 bit key, 128 bit block) - AES-256-GCM
AES-128-CFB (128 bit key, 128 bit black) . AES-128-GCM
AES-128-CFB1 (128 bit key, 128 bit block) CHACHAZ0-POLY1305
AES-128-CFBS (128 bit key, 128 bit black)
AES-128-GCM (128 bit key, 128 bit black)
AES-128-OFB (128 bit key, 128 bit block)
AES-192-CBC (192 bit key, 128 bit block)
AES-192-CFB (192 bit key, 128 bit block)
AES-192-CFB1 (192 bit key, 128 bit block)
AES-192-CFB8 (192 bit key, 128 bit block)

[ T
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Auth digest algorithm

Hardware Crypto

Certificate Depth
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AES-256-CBC (256 bit key, 128 bit block) w

The Fallback Data Encryption Algorithm used for data channel packets when communicating with cliemts that do not support data encryption algorithm
negotiation (e.g. Shared Key). This algorithm iz autcmatically included in the Data Encryption Algorithms list.

SHAZ56 (256-bit) v
The algerithm used to authenticate data channel packets, and control channel packets if a TLS Key is present.

When an AEAD Encryption Algorithm mode is used, such as AES-GCM, this digest is used for the contral channel only, not the data channel.
The server and all clients must have the same setting. While SHA1 is the default for OpenVPN, this algorithm is insecure.

Mo Hardware Crypto Acceleration ~

One (Client+Server) v

When a certificate-based client logs in, do not accept certificates below this depth. Useful for denying certificates made with imtermediate CAs
generated from the same CA as the server.

Enforce key usage
Werify that only hosts with a client certificate can connect (EKL: "TLS Web Client Authentication”).

IPv4 Tunnel Network

1Pw6 Tunnel Netwaork

Redirect IPv4 Gateway
Redirect IPv6 Gateway

1Pv4 Local network(s)

IPv6 Local network(s)

Concurrent connections

10.10.30.0/24

This is the |Pw4 virtual network or network type alias with a single entry used for private communications between this server and client hosts
expressed using CIDR notation (e.g. 10.0.8.0/24). The first usable address in the network will be assigned to the server virtual interface. The remaining
usable addresses will be assigned to connecting clients.

Atunnel network of /30 or smaller puts OpenVPN into a special peer-to-peer mode which cannot push settings to clients. This mode is not compatible
with several options, including Exit Motify, and Inactive.

This is the |Pw6 virtual network or network type alias with a single entry used for private communications between this server and client hosts
expressed using CIDR notation (e.g. feB0:2/64). The =1 address in the network will be assigned to the server virtual interface. The remaining addresses
will be assigned to connecting clients.

O Force all cliemt-generated 1Pv4 traffic through the tunnel.
[ Force all cliemt-generated IPv6 traffic through the tunnel.

192.168.50.254/24

IPv4 networks that will be accessible from the remote endpoint. Expressed as a comma-separated list of one or more CIDR ranges or host/network
type aliazes. Thiz may be left blank if not adding a route to the local network through this tunnel on the remote machine. This is generally set to the
LAN network.

IPvE networks that will be accessible from the remote endpoint. Expressed as a comma-separated list of one or more IP/PREFIX or host/network type
aliases. This may be left blank if not adding a route to the local network through this tunnel on the remote machine. This is generally set 1o the LAN
network.

100
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Allow Compression Decompress incoming, do not compress cutgeing (Asymmetric)  w

Allow comprezssion to be used with this VPN instance.

Compressicon can potentially increase throughput but may allow an attacker to extract secrets if they can control compressed plaintext traversing the
VPN (e.g. HTTP). Before enabling compression, consult information about the VORACLE, CRIME, TIME, and BREACH attacks against TLS to decide if
the use case for this specific VPN is vulnerable to attack.

Asymmetric compression allows an easier transition when connecting with older peers.

Compression Adaptive LZ0 Compression [Legacy style, comp-izo adaptive] w
Deprecated. Compress tunnel packets using the LZ0 algorithm.
Compressicn can potentially dangerous and insecure. See the note on the Allow Compressicn option above.

Adaptive compression will dynamically disable compression for a peried of time if OpenVPN detects that the data in the packets is not being
compressed efficiently.

Push Compression [} Push the selected Compression setting 1o connecting clients.
Type-of-Service [C) Set the TOS IP header value of tunnel packets to match the encapsulated packet value.
Inter-client Allow communication between clients connected to this server
communication
Duplicate Connection [ Allow multiple concurrent connecticns from the same user
When set, the same user may connect multiple times. When unset, a new connection from a user will disconnect the previous session.

Users are identified by their usemame or certificate properties, depending on the WPN configuration. This practice is discouraged security reasons, but
may be necessary in some environments.

Dynamic IP Allow connected clients to retain their connections if their IP address changes.

Topology Subnet — One IP address per client in @ common subnet ~

Specifies the methed used to supply a virtual adapter [P address to clients when using TUN mode on IPv4.
Some clients may reguire this be set to "subnet” even for IPvE, such as OpenVPN Connect (i05/Android). Older versions of OpenVPN (before 2.0.9) or
clients such as Yealink phones may require "net307.

Ping settings

Inactive 300

Causes OpenVPN to close a cliemt connection after n seconds of inactivity on the TUN/TAP device.

Activity is based on the last incoming or outgoing tunnel packet.

Avalue of 0 disables this feature.

This opticn is ignored in Peer-to-Peer Shared Key mode and in S5L/TLS mode with a blank or /30 tunnel network: as it will cause the server to exit and
ot restart.

Ping methoed keepalive — Use keepalive helper to define ping configuration w

keepalive helper uses interval and timeout paramet start values as follows:

mofine ninn and o
nina = interval Explorateur de fichiers
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Interval 10

Timeout 60

Advanced Client Settings

DNS Default Domain Provide a default domain name to clients

DNS Default Domain securitecivile.local

DNS Server enable Provide a DNS server list 1o clients. Addresses may be IPv4 or IPve.

DNS Server 1 192.168.50.3

DNS Server 2
DNS Server 3
DNS Server 4
Block Qutside DNS ) Make Windows 10 Clients Block access 1o DNS servers except across Open'VPN while connected, forcing clients to use only VPN DNS servers.
Requires Windows 10 and OpenVPM 2.3.9 or later. Only Windows 10 is prone to DINS leakage in this way, other clients will ignore the option as they are
not affected.
Force DNS cache update [CJ Run "net stop dnscache”, “net start dnscache”, “ipconfig /flushdns® and “ipconfig /registerdns” on connection initiation.
This is known to kick Windows into recognizing pushed DNS servers.
NTP Server enable Pravide an NTP server list to clients

NetBIOS enable Enable NetBIOS over TCR/IP
f this option is not set, all NetBIOS-over-TCP/IP options (including WINS) will be disabled.

Node Type none w

Possible opticns: b-node (breadeasts), p-noede (point-to-point name gueries to a WINS server), m-node (broadcast then query name server), and h-node
(guery name server, then broadcast)

Scope ID
A MetBIOS Scope ID provides an extended naming service for MetBIOS over TCP/IP. The NetBIOS scope ID isclates NetBIOS traffic on a single network
o only those nodes with the same NetBIOS scope ID
WINS server enable [ Provide a WINS server list to clients

Une fois la configuration terminée, cliquer sur Save.
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Advanced Configuration

Custom options

Usemame as Common
Name

Send/Receive Buffer

Gateway creation

Verbosity level

4
Enter any additional options to add to the OpenVPN server configuration here, separated by semicolon.

EXAMPLE: push "route 10.0.0.0 255.255.255.0"
Use the authenticated client usemname instead of the certificate commeon name (CH).

When a user authenticates, if this option is enabled then the usemame of the client will be used in place of the certificate common name for purposes
such as determining Client Specific Overrides.

Default v

Configure a Send and Receive Buffer size for OpenVPN. The default buffer size can be too small in many cases, depending on hardware and network
uplink speeds. Finding the best buffer size can take some experimentation. To test the best value for a site, start at 512KIiE and test higher and lower
values

O Both ® [Pv4 only ) IPv6 only
f you assign a virtual interface to this OpenVPN server, this setting controls which gateway types will be created. The default setting is ‘both’

default v

Each level shows all info from the previous levels. Level 3 is recommended for a good summary of what's happening without being swamped by
output.

Mone: Only fatal emors

Default through 4: Mormal usage range

5: Qutput R and W characters to the console for each packet read and write. Uppercase is used for TCP/UDP packets and lowercase is used for
TUN/TAP packets.

6-11: Debug info range

= ¢—

ILfaut maintenant créer des regles afin que les clients a distance puissent se connecter

via OpenVPN.
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Aller dans Firewall puis Rules.

b o] pfsensehomearpa - VPN Ope X +

i« c © Non sécuriseé  Rkibps//192.168.50.1/vpn_openvpn_server.php?ac

Firewall -

E sense Systen Interfaces -

COMMUNITY ECHT ION

Aliases

VPN / OpenVPN/ Servers/ Ed war

Schedules ient Export

Servers Clierts Client Specific Overrid

Traffic Shaper

General Infermatien Wirtual IPs _

Description Corp_ VPN
ription of thiz VPN for administrative reference

A desc

Disabled Disable this server
Set this option to dizable this server without removing it from the list

Aller dans la section OpenVPN puis cliquer sur Add pour ajouter une nouvelle regle.
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Firewall / Rules/ OpenVPN = EeQ
Floating WANT LAN WANZ DMZ
T

Rules (Drag to Change Order)
o States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
none Openvpn_Traffic gir ,’ ®_|ﬁ X

— ) B () (1 (0 X

v 0/0B IPvd * L £

Sélectionner Pass pour Action, IPv4 pour la famille d’adresse, et Any pour Protocol.
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Firewall / Rules/ Edit =wEe

Action

at to do with packets that match the criteria specified below.
irt: the difference between block and reject is that with r , @ packet (TCP RST or ICMP part unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.

Interface OpenVPN w

Choose the imterface from which packets must come to match this rule.

Address Family v

Select the Internet Protocel version this rule applies 1o

Protocol w

Choose which IP protocol this rule should match

Source Invert match any i Source Add / v
Destination [ Invert match any hd C Address / v

Extra Options

Log [ Log packets that are handled by this rule
Hinit: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description Openvpn_Traffic
ription may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

Advanced Options

Ajouter une description a la regle et cliquer sur Save.
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Extra Options

Log [[J Leg packets that are handled by this rule
Hint: the firewall has limited local log space. Donit turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settings page).

Description | Openvpn_Traffic
- i . tered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

og.
Advanced Options |

Rule Information

Tracking ID 1744702773

Created 4{15/25 07:39:33 by admin{@192.168.50.3 (Local Database)

415725 07:39:33 by admin{@192.168.50.3 (Local Database)

= —

Updated

Cliquer sur Apply Changes.

Documentation situation professionnelle 2 90 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Firewall / Rules/ OpenVPN = E@

Floating WANT LAN WANZ DME OpenVPN
Rules (Drag to Change Order)
] States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
v  00B IPyd & B o g L none Openvpn_Traffic &r f @ ﬁ x

D ) I (S (o

Aller ensuite sur Uinterface WAN principale (WAN1) toujours dans les Rules. Cliquer sur
Add pour ajouter une nouvelle régle.
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Firewall / Rules/ WANT1

Fleating @ LAMN WANZ DMZ OpenVPN

Nicolas ERNST

=wEe

Rules (Drag to Change Order)

[m] States Protocol Source Port Destination Port Gateway Queue Schedule Description
X  0/672B * RFC 1918 networks A g - i L
X  0/4KB o+ Reserved * *

* * *

Not assigned by I1ANA

v 0/0B IPvdTCP  * This Firewall 11940 * none

HAurtoriser OpenVPN

Actions

Block private networks ﬂ

Block bogon networks ﬂ

&S O00mX

—_— F O (I O 1 X

Choisir Pass en Action, IPv4 pour la famille d’adresse, TCP pour Protocol, et plus bas
dans la section Destination, choisir le port 11940 pour le port de destination (celui que

U'on a configuré et choisi avant dans la configuration de OpenVPN).

Documentation situation professionnelle 2

92 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Firewall / Rules/ Edit =wEe@

Edit Firewall Rule
Action O W

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is retumned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [T Disable this rule

Set this option to disable this rule without remaoving it from the list.

Interface WAN1 v

Choose the imterface from which packets must come to match this rule.

Address Family v
Select the Internet Protocol version this nule applies to

Protocol

Choose which IP protacol this rule should match

Source Address 7
Source Invert match any v Source Address / v

l_ _l

The Source Port Range for a connection is typically random and almaost never equal to the destination part. In most cases this setting must remain at
ts default value, any.

Destination [ Invert match This firewall (self) v destination 55 / ~

(other) (other)

Port Range

Specify the destination port or port range for this rule. The "To” field may be left empty if only filtering a single port.

Log ) Log packets that are handled by this rule

Hint: the firzwall has limited local log space. Don't turn on logging for everything. If doing a lot of legging, consider using a remote syslog server (s

Ajouter une description et cliquer sur Save.
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Extra Options
Log [[) Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: Systemn Logs: Settings page).

Description utoriser OpenVEN

Advanced Options

ered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

il
Tracking ID 1742198848
Created 3/17/25 08:07:28 by admin@192.168.50.10 (Local Database)
Updated

4/15/25 07:40:46 by admin@192.168.50.3 (Local Database)

=

Cliquer sur Apply Changes.
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Firewall / Rules/ OpenVPN = E@

5 been changed ﬁ Apply CF
em to take effect =

Floating WANT LAN WANZ DME OpenVPN
Rules (Drag to Change Order)
] States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
v  00B IPyd & B o g L none Openvpn_Traffic &r f @ ﬁ x

D ) I (S (o

Retourner ensuite dans OpenVPN depuis la section VPN.
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hd of pfSense.home.arpa - Diagnost: X ar

“ & @ Mon sécurisé  Rips//192.168.50.1/diag_authentication.php

ESEHSE System nterfaces - Firewall ~ Services Status = Diagnostic

COMMUNITY EDITIHON

Diagnostics / Authentication LZTP

User arthurfix authenticated successfully. This user is a member of groups:

Aller sur Client Export.
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OpenVPN / Client Export Utility 2]

Server Client Client Specific Overrides Wizards H

OpenVPN Server

Remote Access Server | Corp_VPN TCP411940 v|

Client Connection Behavior

Host Name Resolution Interface IP Address hd
Verify Server CN Automiatic - Use verify-x509-name where possible v

Optionally verify the server certificate Commeon Name (CN) when the client connects.

Block Outside DNS ] Block access to DS servers except across OpenVPN while connected, forcing clients to use only VPN DNS servers.

Requires Windows 10 and OpenVPM 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this way, other clients will ignore the option as they are
not affected.

Legacy Client Do not include OpenVPN 2.5 and later settings in the client configuration.
When using an older client (OpenVPN 2.4.x), check this option to prevent the expaorter from placing known-incompatible settings into the client
cenfiguration.
Silent Installer [[] Create Windows installer for unattended deploy.

Create a silent Windows installer for unattended deploy; installer must be run with elevated permissions. Since this installer is not signed, yo
nead special software to deploy it correctly.

Bind Mode Do not bind to the local port v

f OpenVPM client binds to the default OpenYPN port (1194), two clients may not run concurrently.

ILn’y a aucun parametre a changer, aller tout en bas et sélectionner Most Clients pour
installer le fichier de configuration de OpenVPN.
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OpenVPN Clients

User Certificate Name Export

Authentication Only (Mo Cert) none

2, OpenVPN Connect (05/Android)

- Current Windows Installer (2.6.7-1x007):

- Previous Windows Installer (2.5.9-1x601):
- Legacy Windows Installers (2.4.12-x601):
- Viscosity (Mac 05 X and Windows):

Il faut maintenant installer le client OpenVPN Connect pour tester si OpenVPN
fonctionne (le client sera aussi a installer et a configurer sur les postes clients).
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Sur le navigateur de recherche, rechercher openvpn connect et cliquer sur le premier

lien.

hd o] pfSense.home.arpa - OpenVPN. X 5 openvpn connect - Recherche = X +

< c %s google.com/search?q=openvpn+connect&oq=opendgs_lcrp=EgZjaHvbWUqBggCEEUYOzIGCAAQRRgSM. ..
\\. “
Google openvpn connect X & @ Q &
Tous Vidéos Images Actualitts Vidéos courtes Web  Livres ! Plus
OpenVPN
® p

https:f/openvpn.net > client - Traduire cette page

OpenVPN Connect - VPN For Your Operating System
Connect to Access Server, CloudConnexa or any OpenVPN protocol-compatible server or service.
Superior Authentication Supports 2FA and SAML authentication.

Cliquer sur le bouton d’installation.
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QI Meet Us at RSAC 2025 and Book a Live Demo

() OPENVPN Q

—_— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Windows MacOS Linux Android i0s ChromeQS

Download OpenVPN Connect for Windows /

‘ Installation instructions and alternative versions ‘

Une fois Uinstallation terminée, ouvrir Uinstaller et suivre les étapes d’installation.
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Historique des téléchargements récents *

ﬂ openvpn-connect-3.6.0.4074_signed (1).msi

} 31,6/98,2 Mo = 12 secondes restantes

Historique complet des téléchargements 4

Ouvrir OpenVPN Connect.
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OpenVPN Connect

Import Profile

UPLOAD FILE

Drag and drop to upload * OVPN profile
You can import only one profile at a time.

EROWSE
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Sélectionner le fichier de configuration de OpenVPN installé avant (se trouve sur mon
bureau) et le glisser dans la zone d’upload de fichier de configuration sur OpenVPN
Connect.

OpenVPN Connect

nq 14 Import Profile

Google Chrome

PRTG Network
Monitor

®

OpenVPN
Connect

Modoboa

UPLOAD FILE

Drag and drop to upload * OVPN profile
You can import only one profile at a time.

m

pfSense-TCP4-...
(1

Entrer les parametres suivants. Choisir 192.168.1.140 pour Server Hostname et utiliser
les identifiants d’un utilisateur de 'AD pour se connecter.

A la fin de la configuration, cliquer sur Save en haut a droite.
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OpenVPN Connect

£ Edit Profile

Profile Mame

Corp_VPN

Server Hostname (locked)

192.168.1.140

Server Override (optional)

sername

arthur.fix h
Save password

Password

Profile ID
Unique identifier of this profile
1745067626075 [P

Cliquer ensuite sur le bouton de connexion.
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OpenVPN Connect

DISCONNECTED

Corp VPN

Le VPN fonctionne.
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OpenVPN Connect

— Profiles

CONNECTED

@ Corp VPN

CONNECTION STATS

3.1KB/s

OB/s

483 B/S ? 180 B/S

00:00:08 4 sec ago

YOUu
arthur.fix o
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Documentation d'exploitation, L’utilisation et la gestion
du Lot 1

Microsoft

Active Directory

PRTG (N )
NETWORK
MONITOR
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Introduction:

L’administration des réseaux informatiques repose sur des services essentiels qui
assurent une gestion centralisée des utilisateurs, des ressources et des
communications. Parmi ces services, Active Directory, DNS et DHCP jouent un réle
crucial. Active Directory permet de centraliser la gestion des comptes utilisateurs et des
permissions, DNS assure la résolution des noms de domaine, tandis que DHCP
automatise Uattribution des adresses IP dans le réseau. Ce document vous guidera a
travers les étapes d'installation et d'utilisation de ces trois services fondamentaux, en
mettant ’accent sur les bonnes pratiques pour garantir un fonctionnement optimal.

Documentation situation professionnelle 2 108 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Installation des roles

Lorsque vous allumez votre Windows Serveur cliquait sur Ajouter des roles et des
fonctionnalités.
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[ Gestionnaire de serveur - X

@ v Gestionnaire de serveur * Tableau de bord © Gérer  Outils  Afficher  Aide

i Tableau de bord BIENVENUE DANS GESTIONNAIRE DE SERVEUR

B Serveur local

ii Tous les serveurs - c: 2 = =
= o Configurer ce serveur local
B§ Services de fichiers et d... P OEMARRAGE 7
RAPIDE
Ajouter deg roles et des fonctionnalites
Ajouter d'autres serveurs a gerer
NOUVEAUTES I Gl i it i e
&y C t au oud
Masquer
EN SAVOIR PLUS

Réles et groupes de serveurs

Cliquer deux fois sur suivant puis quand vous arrivez dans sélection du serveur
sélectionnez votre serveur Windows.

s Assistant Ajout de roles et de fonctionnalités - 0O X
4 PR 1 ] | (R ARV AT Y SRy "R SERVEUR DE DESTINATION
Sélectionner le serveur de destination WIN-GAMPEIOSN.COLcollege

Avant de commencer Sélectionnez le serveur ou le disque dur virtuel sur lequel installer des rdles et des fonctionnalités.

® Sélectionner un serveur du pool de serveurs
Sélectionner un disque dur virtuel

€ serveurs Pool de serveurs

Filtre ]

| Nom Adresse | Systéme d'exploitation

WIN-6AMPGJOIGSN.CDL... 172.16.10.12 Microsoft Windows Server 2022 Datacenter Evaluation

Dans roles de serveurs sélectionnez les roles Services AD DS et Serveur DHCP.
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Avant de commencer Sélectionnez un ou plusieurs rdles 3 installer sur le serveur sélectic

Type d'installation Roles

Sélection du serveur

IRACces 3 distanc

[] Attestation d'intégrité de I'appareil

[] Contréleur de réseau

[] Hyper-V

[] Serveur de télécopie

[T] Serveur DHCP

[] Serveur DNS

[] Serveur Web (IIS)

[T] Service Guardian héte

[] Services AD DS

] Services AD LDY\Active Directory Lightweight Dire
[[] Services AD RMS (Active Directory Rights Manage:
[C] Services Bureau a distance

[[] Services d'activation en volume

Fonctionnalités
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Cliquez sur suivant.

G Assistant Ajout de rdles et de fonctionnalités = o X
Sélectionner des fonctionnalités —— O

Avant de commencer Sélectionnez une ou plusieurs fonctionnalités & installer sur le serveur sélectionné,

Type d'installation Fonctionnalités Description
Sélection du serveur BB NET Framework 4.8 Features (2 sur 7 installéfs)) | .NET Framework 4.8 provides a
Réles de sarveurs [V Antivirus Microsoft Defender (Installé) comprehensive and consistent
I s i e yiiet
[[] 8ase de données inteme Windows easily building and running
AD DS [C] 8ranchCache applications that are built for various
[T] Chiffrement de lecteur BitLocker platforms including desktop PCs,

CCOMINaVON) [C] Client d'impression Internet Servers, smart phones and the public

[[] Client pour NFS and private cloud.
[C] Client Telnet

[C] Client TFTP

[[] Clustering de basculement

[[] Collection des événements de configuration et de
[[] Compression différentielle & distance

[[] Conteneurs

[C] Data Center Bridging

[[] Déverrouillage réseau BitLocker

[[] DirectPlay

[ Enhanced Storage

[7] Equilibrage de la charge réseau
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Cliquez sur suivant.

e -
i G Assistant Ajout de roles et de fonctionnalités - O X
- . . . SERVEUR D DESTINATION
4 Services de domaine Active Directory WIN-GAMPGIOBSN CO: college
E Avant de commencer Les services de domaine Active Directory (AD DS) stockent des informations sur les utilisateurs, les

ordinateurs et les périphériques sur le réseau. Les services AD DS permettent aux administrateurs de
Type d'installation gérer ces informations de fagon sécurisée et facilitent le partage des ressources et la collaboration entre

Sélection du serveur les utlisateurs.

Roles de serveurs Anoter:
Fonctionnalités * Pour veiller 3 ce que les utilisateurs puissent quand méme se connecter au réseau en cas de panne

_ de serveur, installez un minimum de deux contrdleurs de domaine par domaine.

= ® Les services AD DS nécessitent qu'un serveur DNS soit installé sur le réseau. Si aucun serveur DNS
= = 3
Conmemauon n'est installé, vous serez invité & installer le rdle de serveur DNS sur cet ordinateur,

Azure Active Directory, un service en ligne distinct, peut fournir une gestion simplifiée
des identités et des accés, des rapports de sécurité et une authentification unique aux
applications web dans le cloud et sur site,

En savoir plus sur Azure Active Diwrectory

Configurer Office 365 avec Azure Active Directory Connect

T T

Cliquez sur installer.
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fis Assistant Ajout de roles et de fonctionnalités - o X

SERVEUR D% DESTINATION

Confirmer les sélections d'installation WIN-BAMPSIOSSN.CO\ college

Avant de commencer Pour installer les roles, services de rdie ou fonctionnalités suivants sur le serveur sélectionné, cliquez sur
Installer.

Type d'installation

[T] Redémarrer automatiquement le serveur de destination, si nécessaire

Il se peut que des fonctionnalités facultatives (comme des outils d'administration) soient affichées sur

Réles de sarveurs s : S 2 >
ROles de serve cette page, car elles ont &té sélectionnées automatiquement. Si vous ne voulez pas mstaller ces
Fonctionnalités fonctionnalités facultatives, chiquez sur Précédent pour désactiver leurs cases & cocher,

AD DS

Gestion de stratégie de groupe
Qutils d'administration de serveur distant
Outils d’administration de roles
Outils AD DS et AD LDS
Qutils AD DS
Centre d'administration Active Directory
Composants logiciels enfichables et outils en ligne de commande AD DS

Services AD DS

Exporter les paramétres de configuration
Spécifier un autre chemin d'accés source

o | [l [

Attendez que Uinstallation se termine puis fermez la fenétre lorsque c’est fini.
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[ &> r
G Assistant Ajout de réles et de fonctionnalités - 0
]
f ) accioon de l'inctallati SERVEUR DE DESTINATION
F'OQ'BSBIO'W de l'installation WIN-6AMPSIOBSN.CO . college
E |

) Afficher la progression de l'installation

o Démarrage de |‘installation

3

Gestion de stratégie de groupe
Outils d'administration de serveur distant
Quitils d’administration de roles
Outils AD DS et AD LDS
Outils AD DS
Centre d'administration Active Directory

Composants logiciels enfichables et outils en ligne de commande AD DS

Services AD DS

Vous pouvez fermer cet Assistant sans interrompre les tiches en cours d'exécution. Examinez

1] leur progression ou rouvrez cette page en cliquant sur Notifications dans la barre de
commandes, puis sur Détails de la tiche

Exporter les paramétres de configuration

Pour installer des roles sur un autre serveur (en Uoccurrence le serveur secondaire en
version core ici), cliquez sur “ajouter d’autres serveurs a gérer”.
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«« Tableau de bord - (fé_) | }' Gérer  Outils  Afficher  Aid

BIENVENUE DANS GESTIONNAIRE DE SERVEUR

ableau de bord

erveur local

ous les serveurs

6 Ca;)'wﬂgurel ce serveur local

ervices de fichiers et d... P

DEMARRAGE
RAPIDE
Ajouter des roles et des fonctionnalités
: QULEel _1_[_ res serveurs a flil':!
_réer un groupe de serveurs
Masquer
EN SAVOIR PLUS

Recherchez ensuite le nom exact du serveur secondaire que vous voulez joindre et gérer a partir
de votre serveur principal.
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= Ajouter des serveurs — O >

il Active Directory DNS Importer Sélectionné

| Ordinateur

r| | Emplacement : |i_i_i ccicampus  # @
~

Systéme d'exploitation :| Tous

. MNom (CN) : | om ou début du nom |

£

Rechercher maintenant|

MNom Systéme d'exploitation

£330 ot | C
M

0 ordinateur(s) trouwvé(s) 0 ordinateur(s) sélectionné(s)

Installation de UActive Directory et DNS

Cliquez sur le drapeau en haut.
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v @ I r Gérer Outils
A

b

Notifications J

ur local

Cliquez sur promouvoir ce serveur en contréleur de domaine.

. Configuration post-déploie...

NA
Configuration requise pour : Services AD DS a
\b“t" \i - '.:) *l "-1 .D 6 J C‘ \ é’S "\
C Promouvoir ce seryeur en controleur de domaine
™m

@) Installation de fonctionnalité

Sélectionnez Ajouter une nouvelle forét puis entrez le nom de votre nouvelle forét.
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I f& Assistant Configuration des services de domaine Active Directory
Configuration de déploiement

g
L Cortousicn e iooc R

() Ajouter un contréleur de domaine & un domaine existant
) Ajouter un nouveau domaine 3 une forét existante
® Ajouter une nouvelle forst

Spécifiez les informations de domaine pour cette opération

Nom de domaine racine : 1

Mettez un mot de passe pour permettre de se connecter sur d’autres postes.
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fiw Assistant Configuration des services de domaine Active Directory - 0 X
- A . SERVEUR CIBLE
O DthﬂS du controleur de domaine WIN-6AMPGJOIESN.CDI.college

configuration Ge cepio

1

Sélectionner le niveau fonctionnel de la nouvelle forét et du domaine racine

Niveau fonctionnel de |a forét : Windows Server 2016 o

Niveau fonctionnel du domaine : Windows Server 2016 ¥

Spécifier les fonctionnalités de contrdleur de domaine

[#] Serveur DNS (Domain Name System)
v Catalogue global (GC)
Contrdleur de domaine en lecture seule (RODC)

Taper le mot de passe du mode de restauration des services d'annuaire (DSRM)

Mot de passe : |
Confirmer le mot de passe : [

Cliquez sur suivant.
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Fu Assistant Configuration des services de domaine Active Directory - 0 X

SERVEUR CIBLE
WIN-6AMP6JOIGSN.CDI.college

Options DNS

Il est impossible de créer une délégation pour ce serveur DNS car |a zone parente faisant autorité est intro... Afficher plus x
p P P

Spécifier les options de délégation DNS
Créer une délégation DNS

vérification de |a configur

En savoir plus sur la délégation DNS

Attendez que Windows vous génere un nom de domaine.
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ffu Assistant Configuration des services de domaine Active Directory = o X
Options innlédmentairac SERVEUR CIBLE
Jptions suppiementaires WIN-6AMP6JOIESN.CDl.college

Vérifiez le nom NetBIOS attribué au domaine et modifiez-le si nécessaire

supplémentaires

Cliquez sur suivant.
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i fiu Assistant Configuration des services de domaine Active Directory - (W) X

. S SERVEUR CIBLE
Chemins d'acces WIN-6AMPGJOISSN.CDl.college

Configuration de déploie.. A <
Spécifier 'emplacement de |a base de données AD DS, des fichiers journaux et de SYSVOL
Options du contrdieur de

Options DNS Dossier de |a base de données : | CAWindows\NTDS
URPUOns YiNo

Ootions supplémentaires Dossier des fichiers journaux : CAWindows\NTDS

Dossier SYSVOL : | CAWindows\SYSVOL

0| O

Examiner les options

vérification de la configur

En savoir plus sur les chemins d'accés Active Directory

< Mcédentl %ﬁ! > ] InSialier

TETTUTITIaT eSS 1 TETTUTITIOTICES

1

Cliquez sur suivant.
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Fu Assistant Configuration des services de domaine Active Directory - =) X
. ; SERVEUR CIBLE
Examiner les options WIN-6AMPGJOIGSN.CDicollege
Configuration de déploie..  Vénfiez vos sélections :
Configurez ce serveur en tant que premier contrdleur de domaine Active Directory d'une

Options du contrdieur de,
Options DNS

Options supplémentairas

nouvelle forét
Le nouveau nom de domaine est « mogacademy.ca ». Cest aussi le nom de la nouvelle forét.

Nom NetBIOS du domaine : MOGACADEMY

Niveau fonctionnel de |a forét : Windows Server 2016

Niveau fonctionnel du domaine : Windows Server 2016
Options supplémentaires :
Catalogue global : Oui

Serveur DNS : Oui

Ces paramétres peuvent étre exportés vers un script Windows PowerShell pour

automatiser des installations supplémentaires

En savoir plus sur les options d'installation

<P¢é<édem] [ Suivant > ] Insalher |

Puis cliquez sur suivant et Installer.
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I fiu Assistant Configuration des services de domaine Active Directory o o X

E - I ; SERVEUR CIBLE

xaminer ies options WIN-6AMPGJOIGSN.CDI.college
Configuration de déploe... |  Vénfiez vos sélections :

:Conﬁgurez ce serveur en tant que premier contrdleur de domaine Active Directory d'une

Options du contrdieur de, 2
nouvelle forét

Options DNS
Le nouveau nom de domaine est « mogacademy.ca ». Cest aussi le nom de la nouvelle forét.

Options supplémentairas

Chemins ¢ acces Nom NetBIOS du domaine : MOGACADEMY

Niveau fonctionnel de |a forét : Windows Server 2016

Vérification de 13 configur,

Niveau fonctionnel du domaine : Windows Server 2016
Options supplémentaires :

Catalogue global : Oui
[

Serveur DNS : Oui

Ces paramétres peuvent étre exportés vers un script Windows PowerShell pour

automatiser des installations supplémentaires

En savoir plus sur les options d'installation

<kaédent] [ Suivant > ] nstalier < |

Attendez que ¢a s’installe puis fermer la fenétre et redémarrez votre serveur.
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Vous allez étre deconnecte

r est redémarré car les services de domaine Active Directory ont été installés ou

2. Installation PRTG

Aller sur le lien de téléchargement prtg:
https://www.paessler.com/fr/prtg

Cliquez ensuite sur “Téléchargement gratuit”:
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Société  Connexion |  Frangais

PRTG (>
NETWORK
MONITOR

Supervisez. Visualisez.

Détendez-vous.

Anticipez les problemes d'infrastructure informatique

Téléchargez une version dessai gratuite et compléte de 30 jours.

Nos utilisateurs donnent les meilleures notes a la supervision avec Paessler PRTG

Laissez l'installeur PRTG se télécharger :

BIPAESSLER PRODUITS  SOLUTIONS  PRIX  SERVICES RESSOURCES  PARTENAIRES ESSAI GRATUIT e}

THE MONITORING EXPERTS

Merci d'avoir télecharge PRTG.

Presque prét...

Le téléchargement a commencé Lancez l'installation. La clé de Besoin d'aide pour démarrer ?
automatiquement. Attendez quele  licence ci-dessous estdéja incluse  Participez a nos webinaires gratuits.
téléchargement soit terminé. dans votre fichier .exe.

Nom de licence: prtgtrial

Votre clé de licence

000023-MEBUAU-HXTLRU-3EYR6J-KS3NYF-
45BTON-2GIUYD-EOAPGC-75DROB-BFULME

Si votre téléchargement ne démarre pas automatiquement, veuillez réessayer.

Cliquez sur Uinstalleur PRTG :
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~ Aujourdhui
<4 prig_installer_with_trial_key_000023-MEB...  12/04/2025 18:26 Application 359 425 Ko

Choisissez votre langue en frangais :

Select Setup Language X
oy Select the language to use during the
~ installation:
Frangais >
OK Cancel

Acceptez les termes puis cliquez sur Suivant.

<) Installation - PRTG Network Monitor - X
Accord de licence -
N ’

Les mformations suivantes sont importantes, Veuillez les lire avant de continuer,
PRTG

Veullez lire le contrat de licence suvant. Yous devez en accepter tous les termes
avant de continuer linstallation.

You agree to the terms that can be found at:

httos: //www .paessler.com/company /terms

|

(®) Je comprends et f'accepte les termes du contrat de licence
() Je refuse les termes du contrat de licence

QOSCT LU

ISuhmt> | ~ Annuler }

Mettez votre adresse mail (optionnel) puis cliquez sur Suivant.
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<) Installation - PRTG Network Monitor .- X
Votre adresse e-mail \‘
Fournissez les informations suivantes pour poursuivre |installation \
PRTG

Entrez votre adresse e-mall ! Votre serveur PRTG enverra a cette adresse des
systemes d'alertes importants et urgents. Paessler utilisera également cette adresse
pour vous apporter notre support.

Votre adresse e-mail:

Nous protégeons vos données personneles,
Consultez notre politigue de confidentialite pour en savoir plus.

VAW . CAESSeEr , CoMm

f«’ieéimt!l Suvant> | Aonuler

Attendez que PRTG s’installe.

<) Installation - PRTG Network P{}n’nor - X
Installation en cours ¢ \‘
Veullez patienter pendant que |'assistant installe PRTG Network Monitor sur :
votre ordinateur, PRTG
Décompression des fichiers...

YW, BassSer , con
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Entrez votre adresse IP pour sur un navigateur web puis entrez vos identifiants admin (par
défaut prtgadmin), puis cliguez sur Connexion.

U

PRTG Network Monitor (LABDC) PRTG (~)
NETWORK
MONITOR

Nom d'utilisateur Prigadmin

Mot de passe  Prigadmn

> Télécharger les applications pour Windows, mac0S, i0S, Android (en option)
> Vous avez oublié votre mot de passe ? > Besoin d'aide ?

Entrez votre licence qui apparaissez lors du téléchargement de Uinstalleur PRTG puis
cliquez sur Activer la licence.

Documentation situation professionnelle 2 130 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Nom de licence

prigtrial

Clé de licence

000014-0ROKFM-8FFH20-U2G47P-USBVFA-GCRUQJ-2D3JV8-QFDA3P-MFTJRM-RUJGM2

ETAPE 3 : Activer votre PRTG

Une connexion HTTPS au serveur d'activation Paessler (activation paessler.com) est nécessaire. Vous pouvez
utiliser un proxy HTTP pour la connexion

Utiliser un serveur proxy

(@ Non, utiliser une connexion directe a Internet (par défaut)

(O 0ul, dans notre réseau un proxy est obligatoire

Vous étes sur la page d’accueil PRTG.

Nouvelles entréesdelog 2 | 11 11 Recherche.

 Page d'accueil Equipements Bibliothéques Capteurs Logs Tickets Configuration

# | Configuration  Licence
Licence

v Etat & Log

compte d'utilis
) systéme de PRTG
Etat de la licence € défaut « prtgadmin
e interface Web PR

Nom de licence prigtrial est absolument obligatoire i vous autorisez
) » ~ Iaccés & votre interface Web PRTG depuis

Clé de licence 000014-0ROKFM-8FFH20-U2G47P-USBVFA-GCRU(-203.V8-QF DA3P-MFTURM-RUJGM2 internet (lextérieur de votre pare-feu) |

ID de systeme SYSTEMID-IOEMCCJO-PCIHPROS-IDZVDYKD-BB2DB7NL-Q2G5FWAA Modifier le mot de passe par défaut

Version sous licence PRTG Freeware (Trial Expired) (expiré le 8/9/2019)

a 2 Acti SSUTLS TNinterface Web PRTG. X
Demiér misedjour 272372021 25318 AN

La connexion de votre navigateur a ce central
Nombre de capteurs 100 Avez-vous besoin de capteurs supplémentaires ? Cliquez ici pour effectuer la mise & serveur central PRTG n'est pas sécurisée par
niveau ! SSL/TLS.
Il est peéférable de passer & SSL/TLS,
particuliérement si votre interface Web PRTG est
Modifier la clé de licence | Actualiser les informations accessible depuls intemet (en dehors de votre
pare-feu)

- Passer a SSL/TLS |
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3. Gestion Active Directory

Nicolas ERNST

e Quvrez "Utilisateurs et Ordinateurs Active Directory" (dsa.msc).

e Naviguezjusqu'al'OU (Unité d'Organisation) ou vous souhaitez créer l'utilisateur.

] Utilisateurs et ordinateurs Active Directory

Fichier ~Action Affichage 7
¢ 2R BB BEE Y aETES
: Utilisateurs et ordinateurs Active|| pom Type Description
| Requeétes enregistrées &Administrateur Uitilisateur Compte d'utilisateur d'a...

w 3 parcus.fr
| Builtin
| Computers
2 | Domain Controllers
| ForeignSecurityPrincipal:
2| GLPI

| Managed Service Accour
| Users

%Administrateurs cles
%Administrateu rs clés Enterprise
%Administrateu rs de I'entreprise
%Administrateurs DHCP
%Administrateurs du schéma
%Admins du domaine
%Cantrdleurs de domaine

%Cuntrdleurs de domaine clonabl...
%Contrdleurs de domaine d'entre...

%Contrdleurs de domaine en lect...

%Dnsﬁ«dmins
%DnsUpdatePrax}r
% Editeurs de certificats

%Gruupe de réplication dont le m...
%Groupe de réplication dont le m...

%Informatique

& Invite

%Invités du domaine
%Ordinateurs du domaine

%Prupriétaires créateurs de la stra...

%Protected Users

% Serveurs RAS et 145

82 Utilisateurs DHCP
%Utilisateurs du domaine

Groupe de sec..
Groupe de séc...
Groupe de séc...
Groupe de séc...
Groupe de séc..,
Groupe de séc..,
Groupe de sec..
Groupe de séc...
Groupe de séc...
Groupe de séc...
Groupe de séc..,
Groupe de séc..,
Groupe de séc...
Groupe de séc...
Groupe de séc...

Groupe de séc..,

Utilisateur

Groupe de sec..
Groupe de séc...
Groupe de séc...
Groupe de séc...
Groupe de séc..,
Groupe de séc..,

Groupe de sec..

Les membres de ce grou...
Les membres de ce grou...
Administrateurs désigné...
Les membres qui ont un...
Administrateurs désigné...
Administrateurs désigné...
Tous les contrdleurs de ..

Les membres de ce grou...
Les membres de ce grou...
Les membres de ce grou...
Groupe des administrate..,
Les clients DMS qui sont ..,
Les membres de ce grou...
Les mots de passe des ...

Les mots de passe des ...

Compte d'utilisateur inv...
Tous les invités du doma...
Toutes les stations de tra...
Les membres de ce grou...
Les membres de ce grou...
Les serveurs de ce group...
Les membres qui ont un...

Tous les utilisateurs du d...

e Cliquez avec le bouton droit, sélectionnez "Nouveau" puis "Utilisateur".
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e Remplissez les informations requises et suivez l'assistant pour créer le compte
utilisateur.

1 Mouvel objet - Utilisateur x
3 ; Créerdans : parcus fr/Lisers —
L :.:J
ur
1 Prénom : || | Initiales - I:I de
Moo - de
om : | | i
Mom complet : | | de
de
MNom d'ouverture de session de 'utilisateur : de
| | @parcus fr e de
de
Mom d'ouverture de session de |'utilisateur (artéreur 3 Windows 2000) : de
|PARCUS) I | de
de
de
< Précédent Suivant > de
de
” m Mrmiime Ade rfmlimatimem A L e e e A

e Les groupes sont utilisés pour simplifier la gestion des permissions.

e Pourcréerun groupe, ouvrez "Utilisateurs et Ordinateurs Active Directory".

e Cliquez avec le bouton droit sur 'OU appropriée, sélectionnez "Nouveau" puis
"Groupe".

e Nommez le groupe et définissez son type (Distribution ou Sécurité) et sa portée
(Domaine local, Global, Universel).
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Mouvel objet - Groupe ot

Q Créer dans : parcus. fr fUsers

]

Mom du groupe :

! |

Mom de groupe (antérieur & Windows 2000)

Etendue du groupe Type de groupe
() Domaine local (®) Securité

(@) Globale () Distribution
() Universelle

o
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Ajout d'un Ordinateur au Domaine

e Sur le poste de travail ou le serveur a ajouter, accédez aux parametres systeme.

Paramétres associés

Gestionnaire de périphérigues
Bureau a distance

Protection du systéme
FParamétres avancés du systéme
Renommer ce PC (avancé)

Paramétres graphigues

e Cliquer sur"Renommer ce PC (avancé)".
e Sous "Nomde l'ordinateur”, cliquez sur "Modifier".
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Paramétres systéme avanceés Litiisation & distance
Mom de ['ordinateur Matérizl

|_d Windows utilise les informations suivantes pour identifier wotre
= ordinateur sur le réseau.

Description de

|'ordinateur :
Par exemple : "Serveur de production 15" ou
"Serveur de gestion”.
Mom complet de \ 3
Fordinatewr - WINSERV-AD parcus fr
g
Domaine : parcus fr

Pour renommer cet ordinateur ou changer de domaine

9 ou de groupe de travail, cliquez sur Modifier.

QK Annuler Appliquer

e Sélectionnez "Domaine", entrez le nom de votre domaine, puis suivez les
instructions pour redémarrer l'ordinateur.

Création et Gestion des OU

1. Les Unités d'Organisation permettent de structurer et de gérer les objets AD de

maniére hiérarchique.

Pour créer une OU, ouvrez "Utilisateurs et Ordinateurs Active Directory".

3. Cliquez avec le bouton droit sur le domaine ou l'OU existante, sélectionnez
"Nouveau" puis "Unité d'Organisation”.

4. Nommez l'OU et configurez les parametres nécessaires.

N
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Conclusion:

La mise en place et Uutilisation combinée d’Active Directory, DNS et DHCP renforcent la
sécurité, la stabilité et Uefficacité des infrastructures réseau. Active Directory facilite la
gestion centralisée des utilisateurs et des ressources, tandis que DNS et DHCP assurent
respectivement une communication fiable et une configuration simplifiée des adresses
IP. En suivant les étapes et les recommandations présentées dans ce guide, vous
pourrez exploiter pleinement ces outils pour optimiser la gestion de votre réseau et
améliorer 'expérience utilisateur.
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Documentation d'installation Modoboa (Ubuntu)

odoboa

mail hosting made simple

Introduction

Modoboa est un serveur de messagerie 100% gratuit et open source. Il s'agit d'un
serveur de messagerie Python hautement évolutif avec simplicité et vitesse a la base.
Modoboa rassemble les meilleurs outils open source pour installer, configurer et
sécuriser votre propre serveur de messagerie.
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Installation

Installer python3:

Installer le paquet Modoboa:

Donner la permission au dossier modoboa-installer:

Aller dans le dossier modoboa-installer:

Créez uninstalleur modoboa:

Modifier le fichier d’installation créé :
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Lancer Uinstallation de Modoboa:

modoboa automx amavis clamav dovecot nginx razor postfix postwhite spamassassin uwsgi radicale opendkim
fi 4 Y /1

Vérifier si le site modoboa est en ligne:

Allez dans un navigateur web est entrez 'adresse ip du serveur modoboa puis entrez

vos identifiants admin :
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Mmodoboa @

mail hosting made simple

Usernmame |
Password

(] Remember me

Forgot password?

Vous étes maintenant dans Modoboa.

Hello admin.

Latest news Features looking for sponsoring

May 12, 2020

Nothing to sponsor yet

Modoboa @ PyConFr 201¢& Sept. 3, 2018

A calendar for Modoboa April 6, 2018

n, France March 16, 2018

Bitcoin Cash donatior Jan. 5, 2018

Visit the official weblog for more information

Global statistics

Type Quantity
Domains o
Domain aliases o
Identities 1
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Configuration d’Asterisk

Asterisk

09/04/2025

Nicolas ERNST
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1) Installation d’Asterisk

L’installation et la configuration d’Asterisk se fera sur le méme serveur ubuntu que
Modoboa, donc pas besoin de montrer comme configurer le serveur.

A) Mise a jour du serveur + installations des dépendances requises

Mettre a jour le serveur avec cette commande.

hollo®hollo:™% sudo apt update &8 sudo apt upgrade -y_
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Installer les dépendances avec cette commande.

git curl wget subwversion libncurs -dev libxmlz-dew
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B) Téléchargement et pré-installation de Asterisk

Accéder au répertoire /usr/src.

hollodghollo: ™ cd sfusrssro

hollo@hollo: fusrssrcE
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Télécharger le paquet de Asterisk via le site web officiel.

Urrent . ta

84.1
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Extraire le paquet téléchargé dans le répertoire.

holloghollo:susrssrcE sudo tar =uvf asterisk-20-current.tar.gz
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Accéder au répertoire de Asterisk.

holloghollo: fusrssrcE cd asterisk-20.13.07
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Démarrer la pré-installation de Asterisk en effectuant ces 2 commandes.

holloghollo: fusrssrosasterisk-20.13.0% sudo contribsscriptssinstall_prereqg install

hollo@hollo:Ausessrcsasterisk-20.13.0% sudo . /configure_
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Effectuer cette commande.

hollo@hollo: susr/sro/asterisk-20.13.0% sudo make menuselect
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Une fois sur cette partie cliquer sur la touche S puis Q. Il n’y a aucune modification a

apporter.
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C) Compilation et installation de Asterisk

Effectuer cette commande.

hollo@hollo: Ausedsrosasterisk-20.13.0% sudo make -j%{nproc)_

Documentation situation professionnelle 2 153 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Lancer cette commande.

hollo@hollo: Ausessrosasterisk-20.13.0% sudo make install
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Lancer cette commande.

hollo@hollo: Ausrssrosasterisk-20.13.0% sudo make samples_
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Effectuer cette commande.

holloghollo: susrssrosasterisk-20.13.0% sudo make contfig
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Lancer cette commande pour terminer Uinstallation de Asterisk.

hollo@hollo:susrssrosasterisk-20.13.0% sudo ldconfig_
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Démarrer Asterisk.

hollo@hollo: s usrssrosasterisk-20.13.0% sudo systemctl start asterisk
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Activer Asterisk.

hollo@hollo:susessrosasterisk-20.13.0% sudo systemctl enable asterisk
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Vérifier si Asterisk est bien actif.
temctl status aster

ated)
12 14:45:55 UTC; 49% ago

hﬁlln@hnlln:._u :”

Accéder a la console de Asterisk pour voir si ¢ca fonctionne.
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hollo@hol L

Fublic

ute it under

Faire exit pour quitter la console Asterisk.
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hollo®CLI:> exit
Asterisk 11y ending

E
hollo@hollao:,
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2) Configuration des utilisateurs SIP pour le softphone

Accéder au fichier de configuration pjsip.conf.

hollo@ghollo: fusrssrosasterisk-20.13.0% sudo nano setfcsasteriskspisip.conf

Chercher cette partie, il faut la modifier.
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; Basic UDP transport

Fransport -udp]

1t

Descendre tout en bas du fichier pour ajouter un nouvel utilisateur SIP.

Voici un exemple de configuration pour un utilisateur (1001 ici).
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[1001]

Créer un deuxieme utilisateur (1002 par exemple) afin de réaliser des tests plus tard.

Faire Ctrl + X, puis Y et Enter pour quitter et sauvegarder le fichier.

Accéder au fichier du plan de numérotation.

holloghollo: Ausrssrocsasterisk-20.13.0% sudo nano AJetcsasterisksextensions.conf
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Ajouter ces lignes a la fin du fichier puis quitter et sauvegarder.

[internall

1001,1,Dial(PJS
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Redémarrer Asterisk.

hollo@hollo:/usrssrosasterisk-20.13. 0% sudo systemctl restart asterisk
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3) Installation et configuration d’un client Softphone

Accéder a une machine Windows Client connectée au domaine.
Nous allons installer Zoiper, un client Softpone trés fiable et répandu.

Rechercher Zoiper download et accéder au premier lien.

v G zoiper download - Recherche © X +

<« > C 2% google.com/search?q per+dowr q: p _lerp=EgZjaH)vbWUqBwgBEAAYgAQyCQgAEEUYORIABDIHCAEQABIABDIHCAIQABIABDIHCAMQABIABDIHCAQQABIABDIHCAUQABIABDIHCAYQABIABC
Res
Go gle zoiper download X L & Q chre

Tous Vidéos Images Acwalités Vidéoscourtes Web  Livres i Plus Outils

Conseil - Affichez les résultats en frangais. Vious pouvez aussi en savoir plus sur le filtrage
par langue.

«—

.\!J Zoiper

https:/iwww.zoiper.com » current - Traduire cette page  §

Download Zoiper 5, a free VoIP softphone
Download Zoiper 5 for free — voice, video, instant messaging for mobile or desktop.

@ Zoiper

hitps:iiwuw.Z0iper.com » providers - Traduire cette page  §

Download Zoiper 3, a free VolP softphone. ...
Zaoiper 3 Providers, Download Zoiper 3 for free — Voice, Video, Instant messaging for mobile or
desktop.

.\, Zoiper
J

https:/iwww.zoiper.com - Traduire cette page
Zoiper - Free VolP SIP softphone dialer with voice, video and ...

Zoiper, the free softphone to make VolP calls through your PBX or favorite SIP provider. Available for
iPhone, Android, Windows Phone 8, Windows,
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Choisir la version Windows.

v &b Download Zoiper 5, afree VoI X +

€« C % zoiper.com/en/voip-softphone/download/current

_{) ZoiPer

BRANDING SDK DOWNLOAD PRODUCIS  HELP CON

Latest versions

Zoiper 5

free VoIP softphone for non-commercial use

Desktop /
o

Mobile
# Android
< ine | pownicod |
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Dans le cadre du projet, choisir la version gratuite.

Basic functionality
for occasional use

non-commercial use only

* Basic functionality

Premium
£€59.95

Business functionality
for the power user

* Auto Provisioning

* Contacts integration
(Outlook, LDAP, Thunderbird,
Mac OS X, Windows)

* Browser integration
(click to dial, open url)

¢ Better quality/Lower bandwidth
(G.729/H.264 codecs)

* Business features

(transfer, conferencing)

Nicolas ERNST

Custom
On demand

Contact us

Fully customized
solutions according
to your specs

* Your design

* Your feature set

* Locked to your service

* Branded with your name
and logo

* Balance display
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L’installation se lancera tout seul, attendre la fin.

v &b Download Zoiper 5, ahee Vol X 4 - a

€ @ % zoiper.com/enjvoip-softphone/download/current #a ¢

Your download will start automatically in 0 seconds..

cravr oo |

non-commercial use only

These are the most popular providers in your country == Bulgaria ¥

m BG-call

~ Megafon.bg

Une fois installer, lancer le programme d’installation de Zoiper.

Entrer les droits admins puis cliquer sur OUI.
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Contréle de compte d'utilisateur

Voulez-vous autoriser cette application a
apporter des modifications a votre appareil ?

g ‘ Zoiper5_Installer v5.6.6.exe

Editeur vérifié : Securax EOOD
Crigine du fichier : Disque dur sur cet ordinateur
Afficher plus de détail

Pour continuer, tapez un nom et un mot de passe
d'administratewur.

Administrateur

Domaine : SECURITECIVILE

Cliquer sur Next.
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¥ Zoiper5 Setup

Welcome to the Zoiper5 Setup Wizard.

Click Next to continue.

Cancel

Accepter les termes de licence puis cliquer sur Next.
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74

4% Zoiper5 Setup — !

License Agreement @ Zo i Pe r

Please read the fellowing License Agreement. You must accept the terms of this
agreement before continuing with the installation.

The present document ocutlines the rules for provision of products, A

| [customization and auxiliary services by Securax EQOD, a company

duly ocrganized under the laws of Bulgaria, with registered address
at 11 Zen. Ivan EKolev Str., £1. 1, 1407 Sofia, Bulgaria
{hereinafter referred to as &Zoiperid) . The present document also
contains the rules and conditions for use of the Website
WWW.Soiper.com. If you do not agree with these rules and
conditions you must immediately discontinue the use of the
Website.

I accept the agreementt

Do you accept this license?
ne agreement

< Back Mext = Cancel
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Cliquer sur Next.

4¥ Zoipers Setup it

4 Selct Componts ¥ zoiPer

Select the components you want to install. Click Next when you are ready to continue,

Click on a compenent to get a detailed
. Add Desktop Shortcut description r
< Back Next> | Cancel
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Cliquer sur Next.

4¥ Zoipers Setup it

Select Start Menu Folder @ Zo i Pe r

Please specify the Start Menu Folder in which you would like to create the program's
shortcuts. You can also enter a name to create a new folder.

Ln

| (=== r

L] Don't Create Start Menu Folder.

< Back Mext = Cancel
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Sélectionner la version 64-bit et cliquer sur Next.

44 Zoiper Setup x

.4 Select architecture (32 or 64 bit) @ ZoiPer

Please specify which version of Zoiper3 would you like to install?

() 32 Bit version - compatible with 32 bit Microsoft Office.

(@) 64 Bit version - compatible with 64 bit Microsoft Office,

Cancel
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Sélectionner All Users et cliquer sur Next.

4® Zoiperd Setup b e

T Select Installation Scope @ ZO i Pe r

Please specify whether you wish to make this software available to all users or just yourself.

(@ All Users

() Current User

< Back

Cancel
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Cliquer sur Next.

4% Zoipers Setup

— X
»q Ready toInstall .@ ZoiPer

Setup is now ready to begin installing Zoiper3 on your computer.

< Back Cancel
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Attendre la fin de Uinstallation et cliquer sur Finish.

i® Zoiper5 Setup

9 ZoiPer

Completing the Zoiper5 Setup Wizard

Setup has finished installing Zeiper5 on your computer.

<Back [ Finish
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Quvrir Zoiper et cliquer sur Continue as a Free user.

.@ ZoiPer

You are running Zoiper5 Community Edition
Free for non commercial use

D Zoipers

Activate your PRO license
Learn more about PRO

Nicolas ERNST
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Se connecter en entrant le nom d’utilisateur (1001 par exemple) suivi de @192.168.50.5
(adresse IP du serveur Ubuntu). Rentrer aussi le mot de passe puis cliquer sur Login.

@ Zoiper3

£ zoiper

1001@192.168.50.5

This will usually look like 23d42a3542
or user@sip.example.com or
user@sip.example.com:5060

Username and password

If you already have a VoIP account, please enter your login
credentials to the left.
Most often these are provided either by your VolP provider, or

by your system administrator for your office’s IP PBX.

Create account
_ *we will try to automatically find the necessary configuration for your account. If such does

not exist in our database, you'll be asked to enter specific details.
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Rentrer a nouveau UIP du serveur puis cliquer sur Next.

@ Zoiper5

Fill in your hostname
and select your
provider from the list

192.168.50.5

This could also be called 'Domain’,
'SIP server’, 'Registrar’ or 'SIP Proxy",
For example 'sip.example.com’ or
'123,21.123.32:5060'

Hostname

This could also be called ‘Domain’, ‘SIP server’, ‘Registrar’ or

"SIP Proxy’. For example ‘sip.example.com’ or
“123.21.123.32:5060".

You can also just search for the name of your provider, maybe

we know the settings. If not — you'll be able to set it up
manually.
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Cliquer sur Skip.

B Zoipers

Optional
Authentication and
Outbound proxy

Authentication username

*If your VolIP provider or office PBX does
not require these additional settings ’ S g
ek Sk 10 Contine Not sure if you need this? Ask your VoIP provider or system

administrator about the requirements for your office PBX.

Outbound proxy

This is typically not required. However, in some special
environments it is needed for network access.

Sélectionner UDP pour le transfert et cliquer sur Next.

Documentation situation professionnelle 2 184 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

@ Zoiper5

Please wait, we are
testing possible
configurations

Not found

Not found

Success!

We have found some transport type(s) that are available for
your configuration.

The default ones marked with ‘Recommended’ are priority
ordered based on the stability and security of said protocols.

However, you are free to choose manually one of the options

Nous avons réussi a nous connecter au compte SIP que 'on a créé avant.
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@ Loipers

Contacts Recent

Online Favorites

Click here to add a
new contact
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4) Tests

Sur un deuxieme client Windows connecté au domaine, installer a nouveau Zoiper et se
connecter avec le 2eéme compte créé avant (1002 dans mon cas).

Essayer d’appeler 1002 sur le client Windows (sur le client Windows avec Uutilisateur
1001).

Rechercher 1002 puis cliquer sur Enter.

o Zoipers

1001@192.168.50.5 £

Cows @

AV

Le téléphone sonne bien.
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ll <® Zoipers

Q HH 2 i

Mute Speaker

Ringing

‘ 1002
- 1001@192.168.50.5
00:06

Sur le deuxieme client, décrocher en appuyant sur l'icone de téléphone vert.
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B Zoipers
1002@192.168.50.5
Ll
Q
Speaker
Calls
Incoming
Recent I 1001
. 1002@192.168.50.5
Click here to add a
= o O

Les appels fonctionnent.
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P Zoipers

Q wau |-
HH

Mute Speaker Keypad Statistics

=null

1002
- 1001@192.168.50.5

00:09
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Configuration de eBrigade + DMZ

eBrigade.

09/04/2025
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1) Configuration de I'interface DMZ sur les routeurs

Aprés avoir ajouté une nouvelle carte réseau en host-only sur nos deux routeurs (avec
une plage d’adresse différente de celle des LAN), on peut configurer Uinterface DMZ.

Sur Uinterface web de PfSense, aller dans Interfaces puis Assignments.

Documentation situation professionnelle 2 192 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

A m pfSense.homearpa - Status: D= X +

< c © Non sécurisé  Rip5.//192.168.50.1

Rlisense

COMMUNITY EDTION

Status / Dashboard

System Information

Name pfSense.hg WIANZ
User admin@19 OVPN_INTERFACE )
DMZ
System ViMware Vil =
Metgate Device |D: 78cfdde2de1537e67992
BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

Release Date: Thu Nov 12 2020

Version 2.7.0-RELEASE (amd64)
built on Wed Jun 28 03:53:34 UTC 2023
FreeBSD 14.0-CURRENT

On peut voir qu’une interface est libre et préte a étre configurée : c’est la carte réseau
qui a été ajoutée.

Cliquer sur Add.
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e

oMU

Interfaces / Interface Assignments

Interface has been deleted A

Interface Assignments Interface Groups Wireless VLANSs QinQs PPPs GREs GIFs Bridges LAGGS

Interface Network port

mo0 (00:0c:29:43:e4:bb) v

em1 (00:0c:29:43:04:65) v w
em?2 (00:0c:29:43:ed:cf) v @
ovpnsT (VPN) v

Available network ports: < em3 (00:00:29:43:04:09) )m

Interfaces that are configured as members of a lagg(4) interface will not be shown.

OVPN_Interface

Wireless interfaces must be created on the Wireless tab before they can be assigned

La nouvelle interface a été créée et s’appelle OPTS.

Cliquer dessus pour la configurer.
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€ G © Nonséourisé  hitpsi//192.168.50.1 /interfaces_assign.php

Interfaces - Firewall ~ S - VPN ~ S s - Diagnostics -

Interfaces / Interface Assignments i @
Interface has been added. 5]
Interface Assignments Interface Groups Wireless VLANS QinQs PPPs GREs GIFs Bridges LAGGs
Interface Network port
WAN1 em0 (00:0c:29:43:e4:bb) e
LaN em (00:0c:29:43:e4:c5) Nl i Detcie
WANZ em? (00:0c:29:43:e4cf) v
OVPN_Interface ovpns1 (VPN) Nl i Dot
@ em3 (00:0c:29:43:24:d9) v
2 save

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned

Activer Uinterface en cochant enable, renommer Uinterface en “DMZ”, choisir Static
IPv4 Pour la configuration IPv4, et entrer une adresse sur la plage de la nouvelle carte
réseau (dans mon cas 192.168.200.0, j’ai mis 192.168.200.251).

Documentation situation professionnelle 2 195 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Interfaces / OPT3 (em3) = @

General Configuration

Enable Enable interface

Description DMZ «

Enter a description (name) for the interface here.
IPv4 Configuration Type Static IPva v 4‘

IPv6 Configuration Type None

MAC Address 5
This field can be used to modify ("spoof”) the MAC address of this interface.
Enter a MAC address in the following format: xx:xxoocxomoxx or leave blank.
MTU
If this field is blank, the adapter’s default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.
MSs

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and

minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect)

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects 1o has its speed and duplex forced.

Static IPv4 Configuration

IPv4 Address 192.168.200.251

—
IPv4 Upstream gateway None e == Add a new gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.

Une fois les parameétres rentrés, cliquer sur Save.
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WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

Static IPv4 Configuration

1Pv4 Address 192.168.200.251 /| 24 v|

IPv4 Upstream gateway None h Add a new gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.
0On local area network interfaces the upstream gateway should be "none”.

Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface

Gateways can be managed by clicking here.

Reserved Networks

Block private networks [m]

and loopback addresses Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per

RFC 4193 (fc00::/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too

Block bogon networks [m]

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received

This option should only be used on external interfaces (WANS), it is not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.

=) —

Cliquer sur Apply Changes pour appliquer les changements.
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Interfaces / DMZ (em3)

ILfaut réaliser la méme opération sur le PfSense Backup en rentrant une autre adresse
IPv4 (192.168.200.252 dans mon cas).

Ensuite il faut configurer un CARP DMZ, de cette fagon si le routeur Master tombe,

notre DMZ sera toujours disponible via le routeur Backup.

Aller dans Firewall puis Virtual IPs.

&«

c

1of] pfSensehome.arpa - Status: D

© Non sécurisé

X /] pfSense.nome.arpa - Interfaces: X +

hitps://192.168.50.1

Flisense

Interfaces ~ Firewall ~
COMMUNITY EDITION
Aliases
Status / Dashboard NAT
Rules

System Information Schedules

Name

Netgate Services And Support

fSense home.arpa

g s Traffic Shaper Contracttype  Community Sup,
User admin@192.168.50.3 Community Sup
System VMware achin

Netgate Device ID: 78cfdde2dc1537e67992 NETGATE AND pfSense COMMUNITY !
BIOS vendor: Phoenix Technologies LTD

Version: 6.00

Release Date: Thu Nov 12 2020 If you purt:.hased your pfSense .gateway ﬂrev-va\l af

Community Support at the point of sale or install

Version 2.7.0-RELEASE (amd64) hardware, you have access to various community

built on Wed Jun 28 03:53:34 UTC 2023
FreeBSD 14.0-CURRENT

The system is on the latest version
Version information updated at Thu Apr 10 16:46:46 UTC 2025
P

the NETGATE RESOURCE LIBRARY.

You alse may upgrade to a Netgate Global Technit
Support subscription. We're always on! Our team i
committed to delivering enterprise-class, worldwid
more than competitive when compared to others ir
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Cliquer sur Add.

Firewall / Virtual IPs

Virtual IP Address

Nicolas ERNST

Virtual IP address

192.168.50.254/24 (vhid: 1)
192.168.1.140/24 (vhid: 10)
192.168.1.141/24 (vhid: 20)

192.168.200.254/24 (vhid: 30)

Interface
LAN
WANT
WAN2

DMZ

Type
CARP

CARP
CARP

CARP

Description
CARP

CARF WAN1
CARP WANZ

DMZ

Actions
S0
ST
S
ST

/V
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Voici les parametres a rentrer ('adresse est a ajuster en fonction de votre plage IP).
Mettre aussi un VHID Group différent des autres IP virtuelles déja présentes.

Une fois tous les parameétres remplis cliquer sur Save.

Firewall / Virtual IPs/ Edit (7]
Type QP Alias ® CARP ~) Proxy ARP ) Other
Interface DMZ -
Address type Single address ~
Address{es) 192.168.200.254 /| 24 v

Virtual IP Password

es not specify a CIDR range.

Enter the VD Confirm
VHID Grou 30 ~
Advertising frequency ! v 0 v
Base Skew

Description

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

DMZ
A description may be entered here for administrative reference (not parsed).

h
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Cliquer sur Apply Changes pour appliquer les changements.

Firewall / Virtual IPs 2]

—> &
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Si 'on va dans Status puis CARP (failover), on peut voir que :

e Surle PfSense Master le CARP DMZ est bien en MASTER.
v Bl pfSensehomearps - Status: €4 X [ pfSensehomearpa - Interfaces X |+
¢ G © Nonsécurisé  hetpsi//192.168.50.1/status_carp.php
Ffjsense System - Interfaces ~ Firewall Services - Diagnostics -
CEMNMUNITY CDITION
Status/ CARP =@
Interface and VHID Virtual IP Address Status
LAN@1 192.168.50.254/24 O masTER
WAN1@10 192.168.1.140/24 O masTER
WAN2@20 192.168.1.141/24 O MASTER
.—» DMZ@30 192.168.200.254/24
[ ]

Sur le PfSense Backup le CARP DMZ est bien en BACKUP.

Plisense

Oy

Status / CARP =@

S rererny e i

Interface and VHID Virtual IP Address Status
LAN@1 192.168.50.254/24 BACKUP
WAN1@10 192.168.1.140/24 BACKUP
WAN2@20

192.168.1.141/24 BACKUP
ﬁ DMZ@30 192.168.200.254/24 BACKUP.

La DMZ est bien configuré (nous reviendrons sur les regles de pare-feu plus tard).
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2) Configuration du serveur Ubuntu hébergeant eBrigade

A) Initialisation du serveur Ubuntu

L’installation et la configuration de eBrigade doit se faire sur un serveur différent de
celui hébergeant déja Modoboa et Asterisk.

Avant de lancer le serveur, configurer une carte réseau en host-only ayant la méme
plage IP que celle de Uinterface DMZ sur les deux routeurs.

Une fois le serveur lancé, appuyer Enter sur Uoption Try or Install Ubuntu Server.

GHNU GRUB wersion 2.086

Try or Install Ubuntu Server
Ubuntu Server wWith the HUE kernel
Test memory

Use the * and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in 28s.

Attendre jusqu’a la prochaine étape.
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Sélectionner Francais.
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Willkommen! B nue! Welcam fino Helkom! [ Help ]

Use UP, DOWM and EMTEI

Appuyer sur Terminé.
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ation clavier [ Help ]

ition de clavier ci Sy sélectionner '"Tdentifier le clavier" afin de détecter votre

[ French

[ French - French (1

[ Identifier le clavier

Sélectionner Ubuntu Server et appuyer sur Terminé.
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[ Help 1

() Ubuntu
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Une fois dans les parametres réseaux, aller sur ens33 puis Edit IPv4.

[ Help ]

muniguer avec les a

[ Create bond » ]

Choisir Manuel.
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Edit ens33 IPwd configuration

IFv4 HMethod: Automat igue (DHCP) -

[ Annuler

Remplir avec ces parametres (serveur DNS = le Windows Server GUI controleur de
domaine). Cliquer ensuite sur Sauvegarder.
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Edit ens33 IFwv4 configuration

IFvd Method: [ Manuel LA

CRETal NI o= A= D 1 52 . 165 . 200.0/24

192, 166,200, 10

192, 165,200,254
192, 165.50.3

securitecivile. local

[ 53
[ annuler

Attendre Uapplication des changements puis cliquer sur Terminé.
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communiguer avec

[ Create bond » ]

Appuyer sur Terminé.
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r le proxy

Attendre la fin du test miroir puis cliquer sur Terminé.
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[ Terminge

[

Appuyer sur Terminé.
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Appuyer sur Terminé.

du stock

lal td
new extd
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Sélectionner continuer.

Confirmer 1'action

installation has started.

fAre Jou sure you want to continue?

[ Mon 1
[ Continuer 1
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Entrer les identifiants puis cliquer sur Terminé.

[ Help 1

U will use to log in to the You can conflgu on the een hut a
allo
mzebrigade

ollo

Confirmer votre mot de

[ Terming 1
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Sélectionner Continuer.

[ Help ]

ith FedRAMP,
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Appuyer sur Terminé, il n’y a pas besoin de OpenSSH.

[ Help ]

re remote a
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Attendre la fin de Uinstallation.

Installation du

[ view full log ]
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Apres avoir attendu, sélectionner Annuler la mise a jour et redémarrer.
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Aprés s’étre connecté avec les identifiants suite au redémarrage, mettre a jour le
serveur avec cette commande.

hollo@dmz:™% sudo apt update &% sudo apt upgrade -y
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B) Installation des dépendances requises

Ajouter le dép6t PPA Ondrej en effectuant ces commandes (nous servira a installer la

version 7.4 de php).

hollo@dmz:™% sudo apt install software-properties-common -y

hollo@dmz:™% sudo add-apt repository ppa:ondrej/php -y_

hollo@dmz:™% sudo apt update_
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Installer les dépendances avec cette commande.

hez-mod-phpT.4 php?.4-mysgl php?

hstring php?.4-curl php?.4-zip php?.4-2d unzip wget git -y
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Activer les services apache2 et mariadb avec ces 2 commandes.

hiollo@dmz

hollo@dmz: ™% sudo systemctl enable mariadb
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Démarrer mariadb et apache2 avec cette commande.

hollo@dmz:™% sudo systemctl start apac
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(OPTIONNEL) Effectuer cette commande pour installer de maniére sécurisé mariadb.

hollo@dmz: ™% sudo musgl_secure_installation
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Effectuer cette commande pour entrer dans la console mariadb.

hollo@dmz: ™% sudo muysgl -u root
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Taper ces commandes a la suite pour créer la base de données ebrigade.

Créer la base de données.

MariaDB [(nonel]l:> CREATE DATABASE ebrigade_db;_

Créer un utilisateur.

MariaDB [(none)lr CREATE USER ‘arthur'@'localhost' IDENTIFIED BY 'MonsieursossousT':_

Accorder tous les privileges au nouvel utilisateur créé.

MariaDB [(none)]l> GRAMT ALL PRIVILEGES OM ebrigade_db.# TO 'arthur'@'localhost';

Mettre a jour les privileges.

MariaDEB [(nonel)l: FLUSH PRIVILEGES;_

Quitter la base de donner en rentrant EXIT; .
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MariaDB [(none)]: EXIT;
Bue

hiollo@dmz: ™%
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C) Téléchargement et déploiement de eBrigade

Télécharger le paquet de eBrigade avec cette commande.

hollo@dmz: ™% sudo wget https://ciscoursegoules.fr/wp-content/uploads

Décompresser le paquet de eBrigade avec cette commande.

holloddmz: ™% unzip ebrigade-5.3.2.21ip_
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Copier le répertoire de eBrigade dans le répertoire web.

hollo@dmz:™% sudo cp -r “Yebrigade-5.3.2 Avarsuuwshimlsebrigade_
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Accorder les droits et les privileges au répertoire de eBrigade avec ces 2 commandes.

hollo@dmz:™% sudo chown -R wow-data:wuw-data Avarsuoonshtmlsebrigade_

hollod@dmz: ™% sudo chmod -R 755 AvarAwwowshtmlsebrigade

Documentation situation professionnelle 2 232 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Créer le fichier de configuration de eBrigade pour apache2.

hiolloddmz: ™% sudo nano Aet
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Voici les parametres a entrer (a adapter selon la configuration).

GHU nano 6.2
<MirtualH

EI

ADirectorys:

Errorloj

ICHE_LOG_DIR
"ACHE_LOG_DIR:,

Nicolas ERNST

ade.conf

Documentation situation professionnelle 2

234 sur 247



Documentation situation professionnelle 2 Nicolas ERNST

Faire CTRL + X, puis Y et Enter pour quitter et sauvegarder la configuration.

Activer le site en tapant ces commandes.

hollo@dmz: ™% sudo afensite ebrigade.conf_

hollo@dmz: ™% sudo aZenmod rewrite

hollo@dmz:™% sudo systemctl reload ap
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D) Premiére connexion a Uinterface web de eBrigade

Nicolas ERNST

Depuis un client Windows, accéder a Uinterface web de eBrigade via 'adresse IP du
serveur (192.168.200.10 dans mon cas).

Entrer un nouveau mot de passe puis cliquer sur Sauvegarder.

w

e

c

F2i pfSensehome.arpa - Status: C

A Non sécurisé

Bl pfSensehome.arpa - Status: € X = Cl5 | eBrigade

192.168.200.10/change_password.php

Modifier le mot de passe pour Admin
ADMIN

Veuillez choisir un mot de
passe personnel.

Nouveau mot
de passe

Confirmation anmarsrrensannes

Pour plus de sécurité, mettez aussi des caractéres spéciaux!

& %

Sauvegarder ‘
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Cliquer sur Continuer.

& & A\ Non séeurisé  192,168.200.10/save_password.php @

* changement réussi

le mot de passe a été configuré avec succes

8
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Voici les paramétres a entrer pour la configuration de eBrigade.

Ajouter Uadresse mail admin du serveur de messagerie Modoboa.

Cliquer ensuite sur Valider.

e
‘ @?ﬁgeBrigade. |
ANYS

Configuration eBrigade

Type d'organisation #
Sans préconfiguration M
Nom court de votre organisation *
SC
Nom long de votre organisation *
Sécurité civile
Adresse Web #

http://192.168.200.10

Votre adresse email *

admin@securitecivile loca

Nom personnalisé de I'application #

/

eBrigade
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Cliquer sur Utiliser.
* initialisation réussie

Installation réussie "Sans préconfiguration”.
Vous pouvez maintenant utiliser 'application avec
le compte admin.

Vious pourrez personnaliser encore plus
l'application en utilisant le menu configuration

3 «—
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Nous sommes bien connectés a 'interface web de eBrigade.

hd Bl pfSensehomearpa - Status: € X i pfSensehome.arpa - Status: . X = 5C| eBrigade ® + — X

<« G A Nonséeurisé  192.168.200.10/index_d.php b e

h = | Q

Activités o Nouveaux ‘ Taches
[ Membres —

Mois 0 Trimestre 0 Total 13

Mois 0 Trimestre 0

Mes activités Mains courantes
1
\ Aucune prochain participation prévue Aucune main courante
 civile
1e 13 Demande de congés Calendrier des activités
5 16:11 Sécurité civile
215 Aucune demande de congé a valider
Deuxiéme .
prénom Heures de formation
A renseigner Véhicule
¢ Formations suivies depuis le début 2025.
Adresse TOTAL 00:00 h
A renselgner
Cl
Code
postal .
A renscigner A propos de eBrigade
Ci
LIG{U de a Documentation en ligne 2>
naissance

Explorateur de fichiers
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3) Regles de pare-feu sur PfSense

Sur le PfSense Master, aller dans Firewall puis Rules.

b B pfSensehomearpa - Status: 0 X B pfSensehomearpa - Status: € % 5 SC| eBrigade

i & @ Non sécurisé  bibps//192.168.50.1

ijE“SE rfaces Services Status - Diagnostics - He|

COMMUNITY EDITION

Schedules I Metgate Services And Su

Traffic Shaper

Contracttype Comr
User admin@192.168.50.3 (Loi  Virtual IPs Comr
System WiMware Virtual Machine
Netgate Device |D: 78cfdde2dec1537e67992 NETGATE AND pfsense COM
BIOS Wendcr: Phoenix Technologies LTD
Version: 6.00

If you purchased your pfSense ¢

Release Date: Thu Nov 12 2020 )
Metgate and elected Communit

Version 2.7.0-RELEASE (amd64) installed pfSense on your own h
built on Wed Jun 28 03:53:34 UTC 2023 various community support reso
FreeBSD 14.0-CURRENT RESOURCE LIBRARY.
T et Sen coee Sl Destiaod  soeeef e You also may upgrade to a Metg
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Ajouter une regle d’acces depuis LAN vers DMZ.

Firewall / Rules/ Edit =xEe
Edit Firewall Rule
Action v
e what to do with packets that match t riteria specified below.

Hint: the difference between block and reject is that with r , @ packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ Disable this rule

Set this option to dizable this rule without removing it from the list.

Interface LAN v

Choose the imerface from which packets must come to match this rule.
Address Family IPvd v

Select the Internet Protocel version this rule applies to

Protocol Any v

Choose which [P pr ol this rule should match.

Source Invert match LAN net Sou
Destination 1 Invert match Single host or alias v 192.168.200.10

Log [ Log packets that are handled by this rule
Hintt: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of loggin
the Status: System Logs: Settings page).

onsider using a remote syslog server (see

Description | Accés efirigade depuis LAN J

ption may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and dizplayed in the firewall
Advanced Options | |

Rule Information

Ajouter une regle d’acces DMZ vers WAN.
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Firewall / Rules / Edit =wEe
Action Pass b

ified below.

Choose what to do with packets that match the criteria spec
Hint: the difference between block and rejec
whereas with block the packet is dropped silently. In either ¢

(TCP RST or ICMP port unreachable for UDP) is returned to the sender,
se, the original packet is discarded.

Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.

Interface DMZ il
Choose the imterface from which packets must come to match this rule.

Address Family 1Pv4 -
Select the Internet Protocol versicn this rule applies to

Protocol Any w

Choose which IP protocol this rule should match

Source Invert match DMZ net v Source Address ! v
Destination [ Invert match any hd Destination Address ! ~

Log [[] Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description | Accés Intemet depuis DMZ |
A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

Advanced Options | |

Save
Microsoft Edge

Ajouter une regle d’acces Web a eBrigade depuis LAN.
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Firewall / Rules / Edit =uwEe

Edit Firewall Rule

Pass w

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the criginal packet is discard

Disabled [ Disabie this rule

Set this option to disable this rule without removing it from the list.

Interface DMZ

w

Choose the imterface from which packets must come to match this rule.

Address Family IPyd v

Select the Internet Protocel version this rule applies to

Protocol TCP w

Choose which [P protocel this rule should match

Source Invert match LAN net
The Source Port Range for a connection is typically random and almaost never egual to the destination port. In most cases this setting must remain at
its default value, any.

Destination | Invert match Single host or alias w 19216820010
Destination Port Range HTTP (80) v HTTPS (443) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if enly filtering a single port.

Log [ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Ajouter une regle vers Modoboa.
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Firewall / Rules/ Edit =wEe
Action Pass v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the criginal packet is discarded.

Disabled [ Disable this rule
Set thiz option to disable this rule without removing it from the list.

Interface DMZ bl

Choose the interface from which packets must come to match this rule.

Address Family 1Pva v

Select the Internet Protocol version this rule applies to

Protocol TCP w

Choose which IP protocol this rule should match.

Source Invert match Single host or alias v 192.168.200.10 / w

The Source Port Range for a connection is typically random and almest never egual to the destination port. In most cases this setting must remain at
its default value, any.

Destination [ Invert match Single host or alias v 192168.50.5 7 v
Destination Port Range SMTP (25) v SMTP (25) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Log [ Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, o

SIS SOPPUIY [ S S ——

onsider using a remote syslog server (see

Ajouter une regle qui bloque DMZ > LAN.
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Firewall / Rules/ Edit =wEe
Action Block v

he difference between block and reject is 1 t(TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the criginal packet is discarded.

Disabled [ Disable this rule
Set this option to disable this rule without remaoving it from the list.

Interface DMZ v

Choose the interface from which packets must come to match this rule.

Address Family 1Pvd v

Select the Intermet Protocol version this rule applies to

Protocol Any v

Choose which IP protocol this rule should match

Source Invert match DMZ net v Source Add J v
Destination  [) Invert match LAN net hd Destination Address / v

Extra Options

Log [[) Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description | Eloguer DMZ vers LAN |
A description may be emtered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

00.

Advanced Options | |

Save
Microsoft Edae

Voici un screen de la configuration des regles sur Uinterface LAN.
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Firewall / Rules/ LAN =wEee

The changes have been applied successfully. The firewall rules are now reloading in the background. 8
Monitor the filter reload progress.

Floating WANT LAM WANZ OVPN_INTERFACE DMEZ OpenVPN

Rule= (Drag to Change Order)

] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 7+ * *  LANAddress 443 * * Anti-Lockeut Rule o
MiB 0
O«  0/22KB  IPva*  LANnet + 192168.200.10 * * none Accés eBrigade depuis LAN LS00m
X
O«  0/55KB  IPvé 192168503 *  * 161 * none PRTG LS00m
UDP (SNMP) x
O«  0/0B IPv4*  LANnet L * WAN_FAILOVER none Default allow LANtoanyrule  +J»” (DO
& X
O«  0/0B IPv6*  LANnet L * * none Default allow LAN IPvé toany  «Je s (LT
rule X

Voici un screen de la configuration des regles sur Uinterface DMZ.

Firewall / Rules/ DMZ =uEe

Floating WANT LAM WANZ OVPM_INTERFACE DMEZ OpenVPN

Rules (Drag to Change Order)

o States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions

) ' 0/0B IPv4TCP 19216820010 *  192.168.50.5 25(SMTP)  * nane SMTP vers Madoboa $A00mx
O + 00B IPv4 TCP LAN net * 19216820010 80-443 " naone Web access & eBrigade G LS 00mX
O v 0112KB 1Py * DMZ net LI g * nane Accés Intemet depuis DMZ > S LIO @R
O ' /55308 MiB  [Pv4* DMZ net LI * * naone DMZ Intemet 32, 00m%
) X 0/0B 1Py * DMZ net *  LANnet * * none Bloguer DMZ vers LAN 000
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