Westbury Sub Mendip Community Shop
Data Protection Procedures (2025)

1) Introduction
Westbury Sub Mendip Community Shop has a Data Protection Policy which is reviewed regularly. In order to help us uphold the policy, we have created the following procedures which outline ways in which we collect, store, use, amend, share, destroy and delete personal data.

These procedures cover the main, regular ways we collect and use personal data. We may from time to time collect and use data in ways not covered here. In these cases we will ensure our Data Protection Policy is upheld.

2) General procedures
Data will be stored securely. When it is stored electronically, it will be kept in password protected files. When it is stored online in a third party website (e.g. Google Drive) we will ensure the third party comply with the GDPR. When it is stored on paper it will be filed carefully in a lockable premises.

When we no longer need data, or when someone has asked for their data to be deleted, it will be deleted securely. We will ensure that data is permanently deleted from computers, and that paper data is shredded.

We will keep records of consent given for us to collect, use and store data. These records will be stored securely.

3) Mailing list
We will maintain mailing lists for Members, Staff and Volunteers and Customers who have provided email addresses. The Member’s list will include the names and contact details of people who wish to receive publicity and fundraising appeals from Westbury Sub Mendip Community Shop, unless they opt out.

When people sign up to the list we will explain how their details will be used, how they will be stored, and that they may ask to be removed from the list at any time. 
We will not use the mailing lists in any way that the individuals on it have not explicitly consented to.

We will provide information about how to be removed from the lists with every mailing.

4) Supporting individuals’ data protection rights
We will request explicit, signed consent before sharing any personal details with any other relevant third party.

We will not keep information relating to an individual’s personal situation for any longer than is necessary for the purpose of providing them with the support they have requested.

5) Supporting employees’ data protection rights
We will maintain employee data for Society employment purposes, including but not exclusively confined to, Job Applications, Terms & Conditions, Post Office information, Equality, Absences, Induction and Training, Disciplinary procedures, Grievances, and Employment history and other pertinent items.

6) Selling merchandise
We sell community shop merchandise. 

When ordering, people will be asked if they wish to be added to our Customer mailing list (see item 3 above). If they do not opt to be on the mailing list, their details will be deleted within one month of processing their order, and will not be used for any purpose other than communicating with them about their order.

7) Contacting volunteers
Local people volunteer for Westbury Sub Mendip Community Shop in a number of ways.

We will maintain a list of contact details of our recent volunteers. We will share volunteering opportunities and requests for help with the people on this list.

People will be removed from the list if they have not volunteered for the group for 12 months.

When contacting people on this list, we will provide a privacy notice which explains why we have their information, what we are using it for, how long we will keep it, and that they can ask to have it deleted or amended at any time by contacting us.

To allow volunteers to work together to organise for the group, it is sometimes necessary to share volunteer contact details with other volunteers. We will only do this with explicit consent.

8) Contacting committee members
The committee need to be in contact with one another in order to run the organisation effectively and ensure its legal obligations are met.

Committee contact details will be shared among the committee.

Committee members will not share each other’s contact details with anyone outside of the committee, or use them for anything other than Westbury Sub Mendip Community Shop business, without explicit consent.

9) Review
These procedures will be reviewed every two years.

Date…………………………………2025


Signature (Chair), Paul Wiseman		……………………………………………


Signature (Secretary), Caroline Glasby	..………………………………………….
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Personal Data held by Shop and Society

	Data Item
	Location
	Purpose
	Retention Period
	Security

	Member Name
	Membership List.xlsx
	Communications, voting rights
	While a share owner
	Dropbox login

	Member Address
	Membership List
	As above
	
	

	Member Tel No
	Membership List
	As above
	
	

	Member Email
	Membership List
	As above
	
	

	Member Number
	Membership List
	As above
	
	

	
	
	
	
	

	Investor Name
	Investor List -1st Share Offer.xlsx
	Share holdings
	While a share owner
	Dropbox login

	Investor Address
	
	As above
	
	

	Investor email
	
	As above
	
	

	Investor telno
	
	As above
	
	

	
	
	
	
	

	Lender Name
	LENDERS TO SHOP PROJECT.docx
	Loan repayment
	While a Lender
	Dropbox login

	Lender Address
	
	As above
	
	

	Lender tel. no
	
	As above
	
	

	Lender email
	
	As above
	
	

	
	
	
	
	

	Bondholder Name
	Bondholders List-March 2017.xlsx
	Bond interest and repayment
	While a Bondholder
	Dropbox login

	Bondholder Address
	
	As above
	
	

	Bondholder Bond No
	
	As above
	
	

	Bondholder Bank details
	?
	As above
	?
	?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Data Item
	Location
	Purpose
	Retention Period
	Security

	Staff Name
	Payroll folder, and the QuickBooks payroll system
	Payroll & HR
	For Tax liabilities
	Dropbox Login for the folder. 
QuickBooks online.

	Staff Address
	
	As above
	
	

	Staff NI No.
	
	As above
	
	

	Staff Payroll Number
	
	As above
	
	

	Staff NEST Pension No.
	
	As above
	
	

	Staff HMRC Tax Code Notices
	
	As above
	4 years (3 years from tax year it relates to)
	AC’s private office

	Staff Time Sheets
	
	As above
	2 years
	“

	Staff salary/pay details P45, P60
	
	As above
	6 years
	“

	Terms & Conditions & Contractual documentation
	
	
	
	

	Induction and Training records
	
	
	
	

	Performance Review records
	
	
	
	

	Disciplinary & Grievance records
	
	
	
	

	Salary & Contractual documents
	
	
	
	

	Maternity, Paternity, Adoption leave records
	
	
	
	

	Sickness & Absence records
	
	
	
	

	Accident records
	
	
	
	

	Termination records (Redundancy, Resignation, Dismissal)
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Job Applicant data (CV, Application forms, etc)
	Dropbox, Shop_Committee\Staff\Recruitment
& HR Personnel file
	Recruitment
	
	

	
	
	
	
	

	Volunteer Name
	Shop’s Google Calendar
	Scheduling work in shop
	Indefinite
	Google password

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Customer Name
	Gmail Contacts
	Marketing
	Until permission withdrawn
	Gmail login

	Customer email
	
	As above
	
	

	
	
	
	
	

	Flat tenant name at flat address
	Quickbooks
	Managing utilities invoicing
	
	QB password

	
	
	
	
	

	
	
	
	
	




CCTV

Recommendation 1: purchase and display at the shop entrance stickers/notice that CCTV is in use. (N.B. Completed)

Recommendation 2: within the shop display a notice with the following information:
CCTV purpose : 
“Images are being monitored and recorded for the purposes of crime prevention and public safety. This scheme is controlled by Westbury Sub Mendip Community Shop. For more information, call 01749 870296 or email westburyshopproject@gmail.com ” 

Recommendation 3: The Committee should adopt the following principles (based on the ICO website recommendation):

Surveillance Camera Code of Practice
System operators should adopt the following 12 guiding principles:
1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit of a legitimate aim and necessary to meet an identified pressing need.
2. The use of a surveillance camera system must take into account its effect on individuals and their privacy, with regular reviews to ensure its use remains justified.
3. There must be as much transparency in the use of a surveillance camera system as possible, including a published contact point for access to information and complaints.
4. There must be clear responsibility and accountability for all surveillance camera system activities including images and information collected, held and used.
5. Clear rules, policies and procedures must be in place before a surveillance camera system is used, and these must be communicated to all who need to comply with them.
6. No more images and information should be stored than that which is strictly required for the stated purpose of a surveillance camera system, and such images and information should be deleted once their purposes have been discharged.
7. Access to retained images and information should be restricted and there must be clearly defined rules on who can gain access and for what purpose such access is granted; the disclosure of images and information should only take place when it is necessary for such a purpose or for law enforcement purposes.
8. Surveillance camera system operators should consider any approved operational, technical and competency standards relevant to a system and its purpose and work to meet and maintain those standards.
9. Surveillance camera system images and information should be subject to appropriate security measures to safeguard against unauthorised access and use.
10. There should be effective review and audit mechanisms to ensure legal requirements, policies and standards are complied with in practice, and regular reports should be published.
11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a pressing need for its use, it should then be used in the most effective way to support public safety and law enforcement with the aim of processing images and information of evidential value.
12. Any information used to support a surveillance camera system which compares against a reference database for matching purposes should be accurate and kept up to date.

Email Footer
A possible email footer to use when emailing Members/Customers/Staff/Volunteers could be…

Contact us if you want to access or change your personal information or if you want us to remove it completely from our database. If you do not wish to receive more emails from us please notify us (email westburyshopproject@gmail.com).

If you have any questions related to GDPR compliance or data protection, please contact our Data Protection Officer.

To learn more about how we comply with GDPR and, as a result, care for the security and privacy of personal data we collected from you, visit this page http://westburysubmendip-pc.gov.uk/community-groups/westbury-sub-mendip-community-shop/

A revised, shorter footer draft, as requested at the 25/09/19 meeting, and now established on the westburyshopproject@gmail.com email account, is …:

“If you do not wish to receive emails from us, please email westburyshopproject@gmail.com.
Our GDPR Policy can be read here: http://westburysubmendip-pc.gov.uk/community-groups/westbury-sub-mendip-community-shop/ “

	Version
	Date
	Author
	File location
	Changes,

	0.1
	27/08/19
	M. Smith
	Dropbox  Shop_Committee/Policies and procedures/Draft Policies 
	First draft

	0.2
	18/09/19
	M. Smith
	As above
	Second Draft: additions

	0.3
	25/11/19
	M Smith
	As above
	Third draft, following discussion at committee on 25/09/19

	1.0
	27/01/20
	M. Smith
	Dropbox\Shop_Committee\Policies and procedures\Draft Policies
	Following signature of Data Protection Policy 28/11/19.
Also incorporating changes minuted at the 28/11/19 committee meeting.

	1.1
	06/02/20
	M. Smith
	Dropbox\Shop_Committee\Policies and procedures\Approved Policies
	Procedures approved at committee 30/01/20.
Additional Staff items added to Personal Data matrix. 



