


PRIVACY POLICY
VERDANT IMPACT PRIVATE LIMITED

Effective Date: July 06, 2025


1. INTRODUCTION
Welcome to Verdant Impact Private Limited ("Verdant Impact", "we", "us", or "our"). We operate the Animal ICU platform, including our website (https://verdantimpact.com) and mobile applications (collectively, the "Platform").
We are committed to protecting your privacy and ensuring the security of your personal information. This Privacy Policy explains how we collect, use, disclose, and safeguard your information when you use our Platform and services.
By using our Platform, you consent to the data practices described in this Privacy Policy.

2. INFORMATION WE COLLECT
2.1 Personal Information You Provide
We collect information that you voluntarily provide to us when you:
Account Registration:
· Full name
· Mobile number
· Email address
· Postal address (Village/Town, District, State, PIN code)
· Date of birth (optional)
· Profile photograph (optional)
· Alternative contact numbers
Animal Information:
· Animal type (Buffalo, Cow, Camel, Dog, Cat, etc.)
· Animal name or identification
· Breed
· Age and date of birth
· Gender
· Weight
· Photographs and videos of animals
· Identification marks or tattoos
· Medical history
· Vaccination records
· Pre-existing conditions
· Previous treatments and medications
Consultation Information:
· Symptoms and health concerns
· Duration of illness
· Behavioral observations
· Environmental conditions
· Feeding and care practices
· Questions and concerns
Payment Information:
· Credit/debit card details (processed through secure payment gateway)
· UPI ID
· Bank account information (for refunds)
· Billing address
· Transaction history
Communication Information:
· Messages, emails, and chat communications with us
· Feedback, reviews, and ratings
· Customer support queries
· Survey responses
2.2 Information Collected Automatically
When you use our Platform, we automatically collect:
Device Information:
· Device type and model
· Operating system and version
· Unique device identifiers
· Mobile network information
· IP address
· Browser type and version
Usage Information:
· Pages visited and features used
· Time and date of visits
· Time spent on pages
· Click-stream data
· Search queries
· Consultation history
· App interaction patterns
Location Information:
· Approximate location based on IP address
· Precise GPS location (if you grant permission)
· Location of livestock/farms (when relevant)
Cookies and Similar Technologies:
· Session cookies
· Persistent cookies
· Web beacons
· Analytics tools
· Advertising identifiers
2.3 Information from Third Parties
We may receive information about you from:
Payment Processors:
· Transaction confirmations
· Payment status updates
Veterinarians:
· Clinical notes and observations
· Diagnoses and treatment recommendations
· Prescriptions
Social Media:
· If you choose to link social media accounts
· Profile information you permit us to access
Government and Regulatory Bodies:
· Verification of veterinarian credentials
· Compliance-related information
Analytics Providers:
· Usage statistics
· Performance metrics
2.4 Sensitive Personal Information
Under Indian law, the following is considered sensitive personal data:
· Passwords (stored in encrypted form)
· Financial information (payment details)
· Medical records and history (of animals)
· Biometric information (if applicable in future features)
We collect this information only with your explicit consent and handle it with enhanced security measures.

3. HOW WE USE YOUR INFORMATION
We use your information for the following purposes:
3.1 Service Provision
· Create and manage your account
· Facilitate veterinary consultations
· Connect you with registered veterinarians
· Process payments and transactions
· Maintain animal health records
· Generate and deliver prescriptions
· Schedule follow-up consultations
· Send service-related notifications
3.2 Service Improvement
· Analyze usage patterns and trends
· Improve Platform functionality
· Develop new features and services
· Conduct research and analytics
· Enhance user experience
· Optimize veterinary service delivery
3.3 Communication
· Send consultation confirmations
· Provide appointment reminders
· Share health tips and educational content
· Notify about vaccination schedules
· Send promotional offers (with consent)
· Respond to inquiries and support requests
· Conduct satisfaction surveys
3.4 Safety and Security
· Verify user identity
· Prevent fraud and abuse
· Detect and address technical issues
· Enforce our Terms of Use
· Comply with legal obligations
· Protect rights and safety of users
3.5 Marketing and Advertising
· Send promotional communications (with consent)
· Display personalized advertisements
· Measure advertising effectiveness
· Conduct market research
3.6 Legal Compliance
· Comply with applicable laws and regulations
· Respond to legal requests and court orders
· Exercise or defend legal claims
· Prevent illegal activities

4. LEGAL BASIS FOR PROCESSING (UNDER APPLICABLE LAWS)
We process your personal information based on:
Consent: You have given explicit consent for specific purposes
Contract Performance: Processing is necessary to provide services you requested
Legal Obligation: We must process data to comply with laws
Legitimate Interests: Processing serves our legitimate business interests while respecting your rights
Vital Interests: Processing is necessary to protect life or health (emergency situations)

5. HOW WE SHARE YOUR INFORMATION
5.1 Information Sharing with Third Parties
Veterinarians:
· We share relevant animal health information with veterinarians you consult
· Veterinarians can access consultation history for continuity of care
· Veterinarian-client confidentiality is maintained
Service Providers:
· Payment processors for transaction processing
· Cloud storage providers for data hosting
· SMS and email service providers for communications
· Analytics providers for usage analysis
· Technology partners for Platform maintenance
Business Partners:
· Pharmacies for medication delivery
· Laboratory services for diagnostic tests
· Insurance providers (with your consent)
· Financial institutions for credit services
Government and Regulatory Authorities:
· When required by law or legal process
· For veterinary council verifications
· For tax and compliance purposes
· In response to government requests
Business Transfers:
· In event of merger, acquisition, or sale of assets
· Your information may be transferred to successor entity
With Your Consent:
· Any other sharing will be done with your explicit permission
5.2 Information We Do NOT Share
We do not:
· Sell your personal information to third parties
· Share your data for others' marketing without consent
· Disclose sensitive information publicly
· Share more information than necessary with third parties

6. DATA RETENTION
6.1 Retention Periods
We retain your information for as long as necessary to:
Active Accounts:
· Account information: Duration of account + 5 years
· Animal health records: 5 years from last consultation
· Consultation records: 5 years (regulatory requirement)
· Transaction records: 7 years (tax compliance)
· Communication records: 3 years
Inactive Accounts:
· After 3 years of inactivity, we may delete or anonymize your data
· You will receive notification before deletion
Closed Accounts:
· Essential records retained for legal compliance
· Marketing data deleted immediately upon account closure
· Health records retained for regulatory period
6.2 Anonymized Data
We may retain anonymized or aggregated data indefinitely for:
· Research purposes
· Service improvement
· Statistical analysis

7. DATA SECURITY
7.1 Security Measures
We implement industry-standard security measures:
Technical Safeguards:
· 256-bit SSL/TLS encryption for data transmission
· AES-256 encryption for data at rest
· Secure cloud infrastructure with redundancy
· Regular security audits and penetration testing
· Firewall protection and intrusion detection
· Multi-factor authentication for sensitive access
· Regular security patches and updates
Organizational Safeguards:
· Access controls and role-based permissions
· Employee confidentiality agreements
· Security training for staff
· Incident response procedures
· Regular backup and disaster recovery plans
· Third-party security assessments
Physical Safeguards:
· Secure data centers with restricted access
· Environmental controls
· Surveillance systems
7.2 Payment Security
· We do not store complete credit card information
· Payment processing through PCI-DSS compliant gateways
· Tokenization of payment information
· Secure payment redirects
7.3 Data Breach Protocol
In the event of a data breach:
· We will notify affected users within 72 hours
· We will inform relevant authorities as required
· We will take immediate remedial action
· We will conduct thorough investigation
7.4 Your Role in Security
You are responsible for:
· Maintaining confidentiality of your password
· Using strong, unique passwords
· Logging out after each session
· Reporting suspicious activity immediately
· Keeping your device and app updated

8. YOUR RIGHTS AND CHOICES
8.1 Access and Portability
You have the right to:
· Access your personal information
· Request a copy of your data in portable format
· Download your animal health records
· Review consultation history
How to Exercise: Contact us at privacy@verdantimpact.com or use in-app data export feature
8.2 Correction and Update
You have the right to:
· Correct inaccurate information
· Update outdated information
· Complete incomplete information
How to Exercise: Edit profile in app settings or contact support
8.3 Deletion
You have the right to:
· Request deletion of your account
· Delete specific information (subject to legal retention requirements)
· Have your data erased (with exceptions for legal compliance)
How to Exercise: Use "Delete Account" option in app or contact privacy@verdantimpact.com
Please Note: Some information must be retained for legal/regulatory compliance
8.4 Objection and Restriction
You have the right to:
· Object to certain data processing activities
· Restrict processing in specific circumstances
· Withdraw consent (where processing is based on consent)
How to Exercise: Contact privacy@verdantimpact.com
8.5 Marketing Communications
You can opt-out of:
· Promotional emails (click unsubscribe link)
· SMS marketing (reply STOP)
· Push notifications (disable in device settings)
· Personalized advertising (opt-out in app settings)
Please Note: You cannot opt-out of service-related communications
8.6 Cookie Management
You can:
· Manage cookie preferences in browser settings
· Disable cookies (may affect functionality)
· Opt-out of analytics cookies
8.7 Complaints
If you believe your privacy rights have been violated:
· Contact our Data Protection Officer at privacy@verdantimpact.com
· File a complaint with relevant data protection authority
· Seek legal remedies as available under law

9. COOKIES AND TRACKING TECHNOLOGIES
9.1 Types of Cookies We Use
Essential Cookies:
· Required for Platform functionality
· Enable core features like login and session management
· Cannot be disabled
Performance Cookies:
· Collect anonymous usage statistics
· Help us understand how users interact with Platform
· Improve performance and user experience
Functional Cookies:
· Remember your preferences and settings
· Enable personalized features
· Enhance convenience
Advertising Cookies:
· Deliver relevant advertisements
· Measure ad campaign effectiveness
· Limit ad frequency
9.2 Third-Party Cookies
We use cookies from:
· Google Analytics (usage analytics)
· Payment gateway providers
· Social media platforms (if integrated)
· Advertising networks
9.3 Managing Cookies
You can control cookies through:
· Browser settings (block or delete cookies)
· Our cookie preference center
· Device settings for mobile apps
Please Note: Disabling certain cookies may limit functionality

10. CHILDREN'S PRIVACY
10.1 Age Restrictions
Our Platform is intended for users aged 18 years and above.
We do not knowingly collect information from children under 18 without parental consent.
10.2 Parental Consent
If a minor uses our Platform:
· Parent/guardian must provide consent
· Parent/guardian must create the account
· Parent/guardian is responsible for the account
10.3 Discovery of Minor's Information
If we discover we have collected information from a child under 18 without proper consent:
· We will delete the information immediately
· We will notify the guardian (if identifiable)
· We will take steps to prevent recurrence

11. INTERNATIONAL DATA TRANSFERS
11.1 Data Location
Your information is primarily stored on servers located in India.
11.2 Cross-Border Transfers
If we transfer data internationally:
· We ensure adequate data protection safeguards
· We use standard contractual clauses
· We comply with applicable data transfer regulations
11.3 Data Protection Standards
Regardless of location, we maintain:
· Equivalent security standards
· Consistent privacy protections
· Compliance with Indian data protection laws

12. THIRD-PARTY LINKS AND SERVICES
12.1 External Links
Our Platform may contain links to:
· Pharmacy websites
· Educational resources
· Partner services
· Social media platforms
We are not responsible for:
· Privacy practices of third-party websites
· Content on external sites
· Data collection by third parties
12.2 Third-Party Services
When you use third-party services through our Platform:
· Their privacy policies apply
· We recommend reviewing their policies
· We share only necessary information
12.3 Social Media Features
If we integrate social media features:
· Social media companies may collect your information
· Their privacy policies govern data collection
· You can control social media sharing settings

13. VETERINARIAN PRIVACY
13.1 Veterinarian Information
For veterinarians using our Platform:
· Professional credentials are verified and displayed
· Profile information is visible to clients
· Performance metrics may be tracked
· Consultation records are maintained
13.2 Client Confidentiality
Veterinarians must:
· Maintain client-veterinarian confidentiality
· Use information only for legitimate veterinary purposes
· Comply with professional ethical standards
· Protect client data as per this policy

14. CHANGES TO THIS PRIVACY POLICY
14.1 Policy Updates
We may update this Privacy Policy:
· To reflect changes in our practices
· To comply with new laws or regulations
· To improve clarity and transparency
· To add new features or services
14.2 Notification of Changes
Material Changes:
· Prominent notice on Platform
· Email notification to registered users
· 30 days notice before effective date
· Option to review and accept changes
Non-Material Changes:
· Updated policy posted on Platform
· "Last Updated" date revised
· Continued use implies acceptance
14.3 Version History
Previous versions available upon request at privacy@verdantimpact.com

15. CONTACT INFORMATION
15.1 Privacy Inquiries
For questions about this Privacy Policy or our data practices:
Data Protection Officer
Verdant Impact Private Limited
Jaipur, Rajasthan, India
Email: privacy@verdantimpact.com
Phone: +91 7891011401
Support: Available 9 AM - 6 PM IST, Monday-Saturday
In-App: Use "Privacy Help" option in settings
15.2 Complaints
To file a privacy complaint:
Email: complaints@verdantimpact.com
Subject Line: Privacy Complaint - [Your Issue]
We will:
· Acknowledge within 24 hours
· Investigate thoroughly
· Respond within 10 working days
· Take corrective action if needed
15.3 Regulatory Authority
If unresolved, you may contact:
· Ministry of Electronics and Information Technology (MeitY)
· State Consumer Forums
· National Consumer Disputes Redressal Commission

16. SPECIFIC PROVISIONS FOR INDIAN USERS
16.1 Compliance with Indian Laws
This Privacy Policy complies with:
· Information Technology Act, 2000
· Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011
· Consumer Protection Act, 2019
· Other applicable Indian laws and regulations
16.2 Grievance Redressal Mechanism
Grievance Officer:
Name: [To be appointed]
Email: grievance@verdantimpact.com
Phone: +91 7891011401
Response Timeline:
· Acknowledgment: Within 24 hours
· Resolution: Within 30 days
16.3 Data Localization
We comply with data localization requirements:
· Critical personal data stored in India
· One copy of personal data maintained in India
· Compliance with RBI and other regulatory guidelines

17. VETERINARY PRACTICE SPECIFIC PROVISIONS
17.1 Animal Health Records
Animal health records are:
· Maintained as per veterinary practice standards
· Retained for minimum 5 years
· Accessible to authorized veterinarians for continuity of care
· Transferable upon your request
17.2 Prescription Privacy
Prescriptions contain sensitive information:
· Shared only with you, consulting veterinarian, and authorized pharmacies
· Not used for marketing purposes
· Protected under veterinarian-client privilege
17.3 Emergency Situations
In veterinary emergencies:
· We may share information with emergency responders
· Consent implied in life-threatening situations
· Minimum necessary information shared

18. CONSENT AND ACCEPTANCE
18.1 Consent Mechanism
By using our Platform, you consent to:
· Collection of information as described
· Use of information for stated purposes
· Sharing of information as outlined
· International transfers (if applicable)
· Cookies and tracking technologies
18.2 Withdrawal of Consent
You may withdraw consent:
· For non-essential processing activities
· For marketing communications
· For certain data sharing arrangements
· By deleting your account
Please Note: Withdrawal may limit access to certain features
18.3 Continued Use
Continued use of Platform after policy updates constitutes acceptance of revised policy.

19. ADDITIONAL INFORMATION
19.1 Do Not Track Signals
Our Platform does not currently respond to "Do Not Track" signals from browsers.
19.2 Automated Decision-Making
We may use automated systems for:
· Veterinarian matching
· Consultation routing
· Fraud detection
· Service recommendations
You have the right to:
· Request human review of automated decisions
· Challenge automated decisions
· Opt-out of certain automated processing
19.3 Data Accuracy
We strive to maintain accurate information. Please:
· Review your information regularly
· Update changes promptly
· Report inaccuracies immediately

20. INTERPRETATIONS
20.1 Language
This Privacy Policy is written in English. Translations may be provided for convenience. In case of conflict, the English version prevails.
20.2 Headings
Section headings are for convenience only and do not affect interpretation.
20.3 Severability
If any provision is found invalid, remaining provisions continue in effect.

ACKNOWLEDGMENT
I acknowledge that:
· I have read and understood this Privacy Policy
· I consent to the collection, use, and disclosure of my information as described
· I understand my rights and how to exercise them
· I can withdraw consent for non-essential processing
· I can contact Verdant Impact for privacy concerns

© 2025 Verdant Impact Private Limited. All Rights Reserved.
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