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1. Installation Docker

On met a jour et supprime apache2

apt update £& apt upgrade -y &£& apt autoremove —-purge ap

On génere la clé gpg

On installe docker

On modifie les droits

lines 1-22/22 (END)



DOCUMENTATION :DOCKER ET REVERSE PROXY

On vérifie sur un navigateur le serveur web avec docker :

http://172.31.6.193:80

@ 172.31.6.193:8001

rcousup meli M@ Pale Emplo

It works!

Et voici le serveur web manuel :

e e Welcome to nginx manual

http://172.31.6.192/

WP Pronote 1] I Parcousup BY Ame " Psle Emplo

Welcome to nginx manual

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to n

Commercial support is available at ng

Thank you for using nginx.

2. Script Conteneur

118

echo "Bienvenue dans le gestionnaire de
serveurs Docker." echo "Choisissez le type
de serveur a déployer :" # Affichage des
options disponibles echo "1) Serveur Web
(Apache)" echo "2) Serveur DNS (Bind)"
echo "3) Serveur Ubuntu de base" echo "4)
Serveur SSH (OpenSSH)" read -p "Entrez le
numéro correspondant a votre choix (1-4) :
" server_choice

Permet de présenter ce qu’il y a sur le
script

default_ip=$(hostname -l | awk {print $1}')

Récupérer I'adresse IP principale de la
machine

if [ -z "Sdefault_ip" 1; then echo "Erreur :
Impossible de détecter une adresse IP par
défaut. Vérifiez votre configuration réseau."
exit 1 fi

Vérifier si l'adresse IP a été détectée

echo "Interfaces disponibles :" ip a | grep
'inet' | awk '{print $2}' | cut -d'/' -f1 sleep 5
# Pause de 5 secondes # Demander une IP
et fournir une valeur par défaut read -p
"Entrez |'adresse IP pour exposer le serveur
(par défaut : Sdefault_ip) : " machine_ip
machine_ip=${machine_ip:-Sdefault_ip}

Afficher les interfaces disponibles

if lipa | grep -qw "Smachine_ip"; then echo
"Erreur : L'adresse IP Smachine_ip n'est pas
configurée sur cette machine." echo
"Veuillez choisir une adresse parmi les

Vérifier si I'IP est configurée sur la machine
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interfaces disponibles ou utiliser I'adresse
détectée : Sdefault_ip" exit 1 fi sleep 5 #
Pause de 5 secondes

read -p "Entrez le port a utiliser pour le
serveur (par défaut : 8001) : " port
port=S{port:-8001}

Demander le port a utiliser

if ss -tuln | grep -q "Smachine_ip:Sport";
then echo "Le port Sport est déj3 utilisé sur
Smachine_ip. Veuillez choisir un autre
port." read -p "Entrez un nouveau port (par
défaut : 8080) : " port port=${port:- 8080} fi
sleep 5 # Pause de 5 secondes

Vérifier si le port est déja utilisé

start_ssh_server() { echo "Lancement du
serveur SSH..." container_name="servssh"

Lancer les différents serveurs en fonction
du choix de l'utilisateur

if docker ps -a --format '{{.Names}}' | grep
-gqw "Scontainer_name"; then echo "Un
conteneur avec le nom Scontainer_name
existe déja. Suppression..." docker rm -f
"Scontainer_name" fi

Vérifier si un conteneur avec ce nom existe
déja

docker run -d --name "Scontainer_name"
ubuntu bash -c "apt update && apt install
-y openssh-server && mkdir /var/run/sshd
&& echo 'PermitRootLogin yes' >>
/etc/ssh/sshd_config && /usr/sbin/sshd -D"

Lancer le conteneur Ubuntu et installer
OpenSSH

if [ $? -eq 0 ]; then echo "Serveur SSH prét.
Accédez-y via SSH avec : ssh
root@Smachine_ip -p Sport." else echo
"Erreur : Impossible de démarrer le serveur
SSH." exit 1 fi sleep 5 # Pause de 5
secondes } start_web_server() { echo
"Lancement du serveur Web Apache..."
container_name="servweb"

Vérification du succés

if docker ps -a --format '{{.Names}} | grep
-gqw "Scontainer_name"; then echo "Un
conteneur avec le nom Scontainer_name
existe déja. Suppression..." docker rm -f
"Scontainer_name" fi

Vérifier si un conteneur avec ce nom existe
déja

docker run -d -p "Smachine_ip:Sport:80"
--name "Scontainer_name" httpd

Lancer le conteneur Apache Web Server

if [ $? -eq 0 ]; then echo "Serveur Web
Apache prét. Accédez-y via :
http://Smachine_ip:Sport" else echo "Erreur
: Impossible de démarrer le serveur Web."
exit 1 fi sleep 5 # Pause de 5 secondes }
start_dns_server() { echo "Lancement du
serveur DNS Bind..."
container_name="servdns"

Vérification du succés

if docker ps -a --format '{{.Names}}' | grep
-gw "Scontainer_name"; then echo "Un
conteneur avec le nom Scontainer_name.
Suppression..." docker rm -f
"Scontainer_name" fi

Vérifier si un conteneur avec ce nom existe
déja

docker run -d -p
"Smachine_ip:Sport:53/udp" --name
"Scontainer_name"
internetsystemsconsortium/bind9:9.18

Lancer le conteneur Bind DNS Server avec
une version spécifique de I'image
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if [ $? -eq 0 ]; then echo "Serveur DNS Bind Vérification du succes
prét. Accédez-y via : Smachine_ip:Sport
(port DNS)" else echo "Erreur : Impossible
de démarrer le serveur DNS." exit 1 fi sleep
5 # Pause de 5 secondes }

case "Sserver_choice" in 1) Décider quel serveur démarrer en fonction
start_web_server ;; 2) start_dns_server ;; 3) du choix de l'utilisateur

echo "Démarrage d'un conteneur Ubuntu
de base..." container_name="ubuntu-base"
docker run -it --name "Scontainer_name"
ubuntu bash sleep 5 # Pause de 5

secondes ;; 4) start_ssh_server ;; *) echo
"Option invalide. Veuillez choisir un
numéro entre 1 et 4." exit 1 ;; esac echo
"Script terminé."

Grace a ce script, nous avons créé un serveur web et un serveur reverse proxy.

3. Reverse Proxy
apt install nginx -y
nano /etc/nginx/sites-available/reverse-proxy

nano /etc/nginx/sites-enabled/reverse-proxy

GNU nano 7.2 Jetoc/nginx/=ites-available/reverse-proxy
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Test avec les deux servers identiques :

@ Serveur 1

l~.Debian Logo

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at
Jvar/waw/html/index . html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

Jetc/apachez/
|-- apache2.conf
Il “-- ports.conf
|-- mods-enabled

| [-- *.load

1 - *.conf

|-~ conf-enabled
i B
/,,
i

- *.conf
sites-enabled
-~ *.conf

o apache.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

*  ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

*  Configuration files in the mods-2nabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual
host configurations, respectively.

«  They are activated by symlinking available configuration files from their respective *-available/

counterparts. These should be managed by using our helpers a2enmod, a2dismod, a2ensite,

a2dissite, and a2enconf, a2disconf . See their respective man pages for detailed information.

The binary is called apache2. Due to the use of environment variables, in the default

configuration, apache2 needs to be started/stopped with fetc/init.d/apache2 or apache2ctl

@ senveur2

[2Debian Logo

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at
Jvar/wwma/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache/
- apache2.conf
Il “--  ports.conf
|-- mods-enabled

Il |-- *.Load

| S *.conf

|-- conf-enabled

/ S % conf

|-- sites-enabled

| < % conf

«  apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

«  ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

. Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual
host configurations, respectively.

«  They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers a2enmod, aZdismod, alensite,
a2dissite, and a2enconf, a2discenf . See their respective man pages for detailed information.

«  The binary is called apache2. Due to the use of environment variables, in the default
configuration, apache2 needs to be started/stopped with /etc/init.d/apache2 or apache2ctl.
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Test avec les serveurs différents :

e @ Welcome to web1 e Welcome to web2

wm Pronote Portail D Inovi 7 d'Epargne M Gmail ChatGPT @ gogole trad

Welcome to web1l

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to ngi
Commercial support is available at nginx.com.

Thank you for using nginx.

e e Welcome to web1 @ Welcome to web2

72.31.6.1

W9 Pronote Portail 5 ! Parcousup Ameli " Péle Emploi D i % Caisse d'Epargne 1 Gmail ChatGPT @ gogole trad

Welcome to web?2

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to ngir
Commercial support is available at nginx.com.

Thank you for using nginx.

4. DNS

Apt install bind9

Il faut mettre le domaine dans le hosts du dns et du reverse proxy :

ano 7.2 setcshosts

named.conf.local (zones du dns):

GHU nano 7.7 named.conf. local 5

Do any local con

re, if they are not in your
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db.tortilla.fr (zone principale du dns) :

GMNU nano 7.2
{

he TTL

tortilla.fr. IM NS dn tortilla. fr.
”gl:lr-tilla. ] S1.6.194

db.reverse (zone inverse du dns) :

GMU nano 7.2
i IN 208 dnsp tortilla.fr. root.tortilla.fr.

sproxy.tortilla. fr.

Pour tester, nous allons prendre une VM windowsd, aller dans le panneau de configuration
pour mettre en DNS I'adresse de notre serveur DNS, ensuite aller dans un naviguateur et
taper les adresses :

B [ Wekcome to nge x [ - o x

« ¢ A Non sécursé | tortillatr = - O

Welcome to nginx!

1f you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is avallable at nginx.com.

Thank you for using nginx.
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& G A Nonséounsé | torilar

TV ) Wetome & w2 x|+

Welcome to web2

1f you see this page, the nginx web server s successfully nstalled and
working. Further configuration Is required.

For online documentation and support please refer to
Commercial suport is available at nginx.com.

Tharik you for using nainx.

Bl - =i @5 B

2 O[3 weometwenl x [+
€« C A Nonséeurisé | tontillaf/web

Welcome to web1

If you see this page, the nginx web server is successfully installed and
working. Further configuration Is reguired.

For online documentation and support please refer to nainx.ora.
Commercial support is avallable at nainx.com.

Tharik you for using nginx.

H O Taper ici pour rechercher @.g (o]

10
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