The fraudulent practice of sending emails

purporting to be from reputable
companies in order to induce individuals to
reveal personal information, such as
passwords and credit card numbers

You probably have heard of Raymond
Abbas aka Hushpuppi who was arrested
along with 11 others by the Dubai police.
The scale of fraud he was involved with
targeted more that 1,926,400 victims.

Do not become one of the statistics, it may

cost you untold hardhip from which you

may not recover from

% MorinGa

Step 1:

You are not alone; millions of people get
unsolicited emails in their inboxes from
cyber criminals daily.

Maintaining a healthy level of suspicion is
the best advice with regards to all emails,
especially those relating to financial and
asset transactions.

The following are some steps that you can

take to validate the authenticity or
otherwise of an email

Check the email headers for the Source.
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Dear Customer

According to our records this month, your registration for our GuaranteedTrust Customer Digest manthly bulletin has been processed and this comes with a monthly charge of N21,130.00.




From the above, we note the following:

1. The source email address looks very genuine — see (1). It uses the
GeNS@gtbank.com address usually used by GT Bank
2. However, the address in the To: line is suspect. It should normally be your own

email address that you had registered with the bank. In this case, it is addressed
to Recipients, see (2) above.

Further examining the recipient address in (2) above by clicking on it, shows that the
email is NOT addressed to you but to gens@gtbank.com, which is odd and very
suspicious.
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Step 2: Check the email properties

A. Click on File

) Message Help

M [eelete ~ T[=1 Archive ] move ~ <2 Reply <3 Reply |

GeNS Transaction Alert [Debit: 21,130.00 NGMN]

GeMS@gtbank.com

To  Recipients

GeNS Transaction Alert [Debit: 21,130.0

IEI Encrypt this item
Set up restrictions for this item. For example, you may be able to restrict recipients
Encrypt from forwarding the email message to other people.

Iil/—l Move item to a different folder
Move or copy this item to a different folder.
Move to = Current Folder Inbox
Folder ~
= Message Delivery Report
Review delivery report for this email message. Delivery report includes when the
0} Ty rep g Ty rep
Open Delivery message was delivered and which rules, if any, were applied to it.
Report
= Message Resend and Recall b
Q) Resend this email message or atternpt tgg@Pall it from recipients.
Resend or

Seflnd view advanced options and properties for this item.

- ’J Size: 81KB
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C. Copy all the items in the “Internet Headers’ box and paste in a word document

Properties x

Settings Security

B Importance | Normal i

Sensitivity Normal

[ ] Do not AutoArchive this item

Tracking options

Delivery options ‘

O

[ expires after : ~ : \M -
Contacts_
Categories None

Internet headers Received: from MNOPR12MB6320.namprd 12 prod.outiook.com (=1) by
CY5PR12MB6132.namprd12.prod.outiook.com with HTTPS: Wed. 23 Nov
2022 12:48:50 )
+0000
Received: from CYSPR14CA0023.namprd14.prod.outicok.com
(2603:10b6:930:2=33)
by MNOPR12MB6320.namprd1 2.prod.outiook.com

Close

D. You will have something similar to the following:

Received: from MNOPR12MBG320.namprd12.prod.outlook.com (::1) by
CYSPR12MBE132.namprd12.prod.outlock.com with HTTPS; Wed, 23 Nov 2022 12:48:50
+0000

Received: from CY5SPR14CAQ023.namprd14.prod.outlock.com (2603:1006:930:2::33)

by MNDPR12MBESZD.@mprdlz.prod.outlook.com (2603:10b6:208:3d3::5) with
Microsoft SMTP Server (version=TL51_2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.5834.15; Wed, 23 Nov
2022 12:48:50 +0000

Received: from CY4PRO6MB2504.namprd06.prod.outlook.com

(2603:10b6:930:2:cafe::fc) by CYSPR14CAD023.outlook.office365.com

E. Do a search for all the words ‘Received’ in the new word file that you have by

clicking on Find and typing “Received” in the dialog box that comes up
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Received: from MNOPR12MEB6320.namprd12.prod.outlook.com (::1) by
Headings ~ Pages  Results

by _— CY5PR12MB6132.namprd12.prod.outlook.com with HTTPS; Wed, 23 Nov 2022 12:48:50
Received: from #0000
CrE A e e il e 1| Received: from CYSPR14CA0023.namprd14.prod.outlook.com (2603:10b6:930:2::33)
(2603:1006:930:2:32) M

by MNOPR12MB6320.namprd12.prod.outlook.com (2603:10b6:208:3d3::5) with
Received: from

CV4PROGMB2504.namprd08.prad.autiook.com T Microsoft SMTP Server (version=TLS1 2,

Received: from “ cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.5834.15; Wed, 23 Nov
ASIPRO4CAD159.curprd04.prod.outlock.com ]

(2603:10a6:20b:530::20) o 2022 12:48:50 +0000

Received: from VI1TEUROSFT043.e0p- 7l Received: from CYAPRO6MB2504.namprd06. prod.outlook.com

eur05.prod.protection.outlook.com
2] (2603:10b6:930:2:cafe::fc) by CYSPR14CA0023.outlook.office365.com
Received-SPF: Fail (protection.outlook.com: domain o
of gtbank.com does not - (2603:10b6:930:2::33) with Microsoft SMTP Server (version=TLS1_2,

Received: from srvaago-group.t (158.58.172.215) by cipher=TL5_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.5857.18 via Frontend
Transport; Wed, 23 Nov 2022 12:48:49 +0000

:SizeAsReceived:432;Count7
Received: from AS9PRO4CA0159.eurprd04.prod.outlook.com (2603:10a6:20b:530::20)

Received: from [192.168.162.175] (unknown
[197.210.85.95]) =

by CYAPRO6MB2504.namprd06.prod.outlook.com (2603:10b6:50:

10) with

R TR RS TR
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F. Click on the last “received” shown in the Navigation box and see the result in the
word document. In this case, it gives the information about the originator of the
email as Received: from [192.168.162.175] (unknown [197.210.85.95])

by

Received: from
CY5SPR14CAD023.namprd14.prod.outlook.com
(2603:1006:930:2::33)

Received: from
CY4PRO6MB2504.namprd06.prod.outlock.com

Received: from
AS9PRO4CAQ159.eurprd04.prod.outlock.com
(2603:10a6:20k:530::20)

Received: from VI1EURDSFT043.c0p-
eur0S.prod.protection.outiook.com

Received-SPF: Fall (protection.outook.com: domain
of gtbank.com does not

Received: from srv.ago-groupit (158.58.172.215) by

;SizeAsReceived:432;Count.7

Received: from [192.168.162.175] (unknown
[197.210.85.95])

e FonT T L 5] e |E—-
L [(RE SRR SRR SRR F RS FERE SHEE SERE SAREANEE SRS RS IR tON R - IR

Nawgatlon v * X-IncomingTopHeaderhMarker:

Received X v o

OriginalChecksum:65822D26A5E05F8FFD793F2F448890EEDEB59746A06943220F 1)
Result 9 0f & A UpperCasedChecksum:9435FEF9052885ACA3ADD2D5AB207E496FS0AGABA178AB
i 73E4;SizeAsReceived:432;Count:7
Headings ~ Pages  Results

ST a6 5. 4.3

IR R

[ R RS RIS L A IR SRS - I TS 1]

Received: from [192.168.162.175] (unknown [157.210.85.95])
by srv.ago-group.it (Postfix) with ESMTPSA id AS6882E00940;
Wed, 23 Nov 2022 13:48:38 +0100 (CET)
Content-Type: multipart/alternative; boundary="===============1205960501==]
MIME-Version: 1.0
Subject: GeNS Transaction Alert [Debit: 21,130.00 NGN]

To: Recipients <GeNs@gtbank.com>

From: com” om:
Date: Wed, 23 Nov 2022 13:48:28 +0100
X-AncomingHeaderCount: 7

Message-1D:

<d19a9c4b-6a68-4060-bf1d-d761ba575662 @VILEUROSFT043.e0p-
eur05.prod. protection.outiook.com>

Return-Path: GeNs@gtbank.com

X-MS-Exchange-Organization-ExpirationStartTime: 23 Nov 2022 12:48:45.2925
e e ]

Determine who the culprit is

A. Open your Internet Browser and type https://www.iplocation.net/ip-lookup in
the address field. Then type the 197.210.85.95 we got from Step 2F above and click

on the IP Lookup button

-> &) (m http: wwwlpkxa(—lonne( ‘Dw A 5 S a3
&+signup | =+ Login

o mmy :
|a|plocat|0ng

IP TRACKER = -

HIDE IP

REVIEWS WEB TC

CHANGE IP =

What is My IP Location? (Geolocation)

SECI
Your IP Address is & L
N - Ir
1
J Ir
. L Hide IP with VPN v V
9 D
Location

197.210.85.95 1P Lookup ADVE

This is the public IP address of your computer,

and the accuracy of geolocation may vary.

B. You will get a result similar to the one below. Note that your result will definitely

be different from this.

Geolocation data from

B P ADDRESS: 19721085 95

@ COUNTRY: Nigeria | |

REGION: Anambra

gy CITY: Nkpor

Geolocation data from
B, P ADDRESS: 19721085 95
@ COUNTRY: Nigeria | |

REGION: Lagos

ﬁﬁ CITY: Lagos

Geolocation data from

B PADDRESS: 197.210.85.95
@ COUNTRY: Nigeria | |
REGION: Lagos

ﬁ:@ CITY: Lagos (lkoyi)

Geolocation data from

5 https://www.iplocation.net/ip-lookup A a

This tells us the following
about the culprit:

(Product: DB6, updated on 2022-11-1)

ISP: MTN Nigeria Communication Limited

A. Is based in Nigeria

B. Is using Internet Facility
provided by MTN

C. Might be in any of the
following cities — Nkpor,
Lagos, lkoy, Port Harcourt
or Abuja.

F ORGANIZATION: Not available
& LATITUDE: 6.1516

@ vonaiTuDE: 68446

(Product: API, real-time)

ISP: MTN NIGERIA Communication limited
ﬁ ORGANIZATION: MTN Nigeria (mtnnigeria.net)

& LATITUDE: 64541

@ vonciTupE: 33947

(Product: API, real-time )

ISP: Reserved Enterprise-Internet-LAN
F ORGANIZATION: Not available
& LANTUDE: 644368

@ voniTupE: 342653

(Product: API, real-time)



https://www.iplocation.net/ip-lookup

How to Report Phishing

MorinGa Cyber and Allied Research
(MorinGa CARe) is currently developing a
state-of-the-art database for use by the
general public to report phishing and other
cybercrimes.

This repository will help Cyber Researchers
in identifying current and emerging
threats in the landscape, the prevalent
types and cyber actors. In addition,
MorinGa Care will use this to provide early
warnings to all and recommend actions to
be taken to keep everyone safe.

At MorinGa CARe, we are driven by a passion to keep people, critical
infrastructure, and the environment safe from Cyber criminals.

Why not join us today?

Each Phishing case is different. As such, the approach to report this will be obviously different.
In the case of the Example that we are using, the following can be done:
A. Call the Internet Service Provider (ISP):

Here, the ISP is MTN Nigeria Communications PLC. The company has not provided known
dedicated contact details for reporting of cyber crimes. However, one can call their

e dedicated ethics line +234 800 862 862 862;
e Customer care line +234 803 100 0180
e Email: customercare.ng@mtn.com

B. Call your Bank:

Your Account Officer is your best contact. Here, the bank is GT Bank PLC. The company has a
dedicated web page to security related issues available at —
https://www.gtbank.com/security-centre/security-information

Call the 24 hour GT Contact Centre on any of the following:

e +234 7004826 6632 Or +234 1 448 0000
e +234 802 900 2900 or +234 803 900 3900
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