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STAYING SECURE IN THE DIGITAL AGE
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THE DIGITAL WORLD

You live your life online, whether it's through social
media, gaming, work, streaming, shopping, or staying
connected with friends and family. But just like in the
physical world, it’s essential fo know how to protect
yourself from the risks and threats that can lurk in the
digital shadows.

Whether you're a tech enthusiast or someone who just
wants to keep their personal information safe online, this
guide will help you understand understand the most
important concepts and practices for digital security.

Let’s dive in and take control of your digital life!




YOUR FIRST LINE OF DEFENSE:
PASSWORDS

QUICK TIPS FOR STRONG PASSWORDS:

e Length and complexity: Use 12+ characters,
including a mix of upper and lower case, numbers,
and symbols. Long passwords make it harder for
hackers to crack them.

« Avoid common words: No names, birthdays, or
dictionary words.

» Use a Password Manager: Store complex passwords
securely and access them with a master password.
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MULTI-FACTOR AUTHENTICATION (MFA):
THE EXTRA LAYER OF PROTECTION

HOW IT NORKS:

« You enter your password.

» You get a one-time code via SMS, email, or an app
like Microsoft or Google Authenticator. These apps
often support biometrics for extra protection.

WHERE SHOULD YOU USE MFA:

« Email accounts (Gmail, Outlook, etc.)
« Social media (Instagram, Facebook, etc.)
« Banking or shopping sites (Amazon, PayPal, etc.)
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MALWARE:
THE DIGITAL VILLAIN

TYPE OF MALWARES:

» Viruses: Malicious code that attaches to files and
programs, spreading when executed and infecting
other systems and files.

« Trojans: These appear as legitimate software but
create backdoors for cybercriminals.

« Worms: Worms replicate and spread on their own,
often exploiting network vulnerabilities to infect
multiple systems.

« Spyware: Stealthy software that spies on your online
activities and sends the data back to a third party.

« Ransomware: A malicious program that locks your
files and demands a ransom to unlock them.
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MALWARE:
HOW TO PROTECT YOURSELF

Install Antivirus Software: This acts as your first line
of defense, scanning files and detecting threats.

Keep Your System Updated: Ensure your software is
patched regularly to fix vulnerabilities.

Don’t Download Suspicious Files: Only download
from trusted sources, and avoid email attachments
from unknown senders.

Be Cautious with Links: Avoid clicking on unfamiliar
or suspicious links, they could lead to malware. This
includes fake links disguised as promotions,
discounts, or offers, which are commonly used to
spread malicious software.




RANSOMWARE:
THE DIGITAL KIDNAPPER

HOW IT WORKS: @

« Infection: You click on a link or download an
infected attachment from a phishing email.

« Encryption: The malware locks your files with
encryption, making them unusable without a key.

« Ransom Demand: A message pops up demanding
payment to decrypt your files.

HOW TO DEFEND AGAINST RANSOMWARE: .

« Back Up Your Files: Regularly back up important
data to an external drive or cloud storage.

« Use Strong Antivirus Protection: Ensure your
antivirus detects ransomware and blocks suspicious
activity.

« Avoid Clicking Suspicious Links: Be cautious of
emails or websites asking for personal information
or prompting you to download files.




PHISHING:
DONT GET TRICKED

PHISHING EXAMPLES:

» Fake prize wins: “Congrats, you’ve won an iPhone!
Just click here to claim your prize.”

« Urgent requests: “Your account has been
compromised! Click this link to fix it NOW!” that's a
classic scare tactic.

RED FLAGS OF PHISHING EMAILS:

« Suspicious sender: Verify the email address. Small
changes like @yourbank.support instead of
@yourbank.com can be a red flag.

o Look for weird links: If a link doesn’t look like the
official website (e.g., “amazon.com” vs.
“amazon.com.xyz”)

o Check for spelling errors: Official emails or texts
won’t have mistakes like “Plese clik here!”

« Don’t click on random links: Always check who sent it
and if it’s something you expect.




PHISHING:
HOW TO PROTECT YOURSELF:

HOW TO PROTECT YOURSELF:

« Don’t share personal info in emails, messages, or
pop-ups.

o Use Multi-Factor Authentication (MFA) for your
important accounts.

» Report suspicious messages to a trusted person,
such as a family member, friend, or colleague, to
help verify if they’re legitimate.




HOW TO SPOT A SCAM
(AND AVOID IT!)

SCAM SIGNS:

« Too good to be true: If you’re getting a deal that
seems way too good (e.g., "You’ve won a $500 gift
card!"), it’s likely a scam.

 Unexpected requests for personal info: Legit
companies won’t ask you to send your password or
credit card details via email or text.

» Suspicious phone calls: Scammers often pretend to
be from official organizations, like banks or
government offices.




SOCIAL ENGINEERING:
THE HUMAN HACKING

COMMON SOCIAL ENGINEERING TACTICS:

Phishing: Fake emails or messages that trick you
into sharing sensitive information like passwords or
credit card details.

Pretexting: The attacker impersonates someone you
trust (like IT or a manager) to get you to disclose
private information.

Baiting: You’re offered something desirable (e.g., a
free download or prize), but when you take the bait,
malware is installed.

Tailgating: A physical security breach where an
attacker follows you into a secure building or area
by pretending to be an authorized person.




SOCIAL ENGINEERING:
HOW TO DEFEND YOURSELF

Too good to be true: If the offer seems too good
(e.g., "You’ve won a $500 gift card!"), it’s probably a
scam.

Be Skeptical: Always double-check suspicious
messages and requests.

Verify Requests: If someone asks for sensitive info,
verify their identity through a trusted method (e.g.,
phone call).

Don’t Share Personal Info: Never disclose your
passwords or private info via email or phone unless
you initiated the conversation.




FAKE NEWS AND ONLINE MISINFORMATION:
THINK BEFORE YOU SHARE

HOW TO SPOT FAKE NENWS:

o Check the source: Is the article from a trustworthy
site, or is it a random blog you’ve never heard of?

« Look for evidence: Does the article provide real facts
and data, or just opinions and unverified claims?

« Read beyond the headline: Sometimes the title is
misleading or exaggerated. Read the full article to
get the real story.




PRIVACY PROTECTION:
KEEP YOUR DIGITAL LIFE SAFE

PRIVACY TIPS:

o Check App Permissions: Ensure apps only have
access to the data and devices (such as the camera
and mic) they need.

« Enable Multi-Factor Authentication: Make sure that
accounts with sensitive information have an extra
layer of protection through MFA.

PROTECTING YOUR MOBILE DEVICES:

» Use Strong PINs or Biometrics: Secure your phone
with a password, PIN, face recognition or
fingerprint.

« Install Security Updates: Keep your phone’s and
apps up-to-date for the latest security patches.




WI-FI SECURITY:
DON'T BE A STRANGER IN PUBLIC

TIPS FOR SAFE PUBLIC WI-FI USE:

» Avoid accessing sensitive information: Don’t log into
banking sites or enter passwords or personal data
while on public Wi-Fi.

« Protect your connection: If possible, use a tool like a
VPN (Virtual Private Network), which helps protect
your data and makes it harder for hackers to access
it when using public networks.

o Turn off file sharing: You don’t want people in the
coffee shop stealing your files. Go into your Wi-Fi
settings and turn off file sharing.




DIGITAL FOOTPRINT:
WHAT ARE YOU LEAVING BEHIND?

HOW TO MANAGE YOUR DIGITAL FOOTPRINT:

o Think before you post: Would you want future
employers or college admissions officers to see it?
Remember, what you put online can last forever!

« Delete old accounts: If you don’t use a social media
account anymore, delete it.

« Search yourself: Search your name online to see
what comes up. If you find anything embarrassing
or outdated, consider deleting or updating it.

« Review your privacy settings: Check if your accounts
are set up so that you’re only sharing what you want
with others.

« Be careful what you share: Ask yourself, before
posting, if it’s something you’d want everyone,
including strangers, to see.




ESSENTIAL TIPS FOR YOUR ONLINE
PROTECTION




BUILDING A SAFER DIGITAL FUTURE
FOR EVERYONE

Cybersecurity goes beyond protecting your dataq;
it’s about building a safer digital world for everyone.
Now that you know the basics of online security,
you're ready to take better control of your digital
life. Share what you’ve learned to make a positive
difference in the lives of your family, friends, and
society, helping reduce risks and fostering a safer
online environment for all.




