
 

  

 

 

 

 

 

 
As electric and connected vehicles evolve into “software-defined” platforms—projected to underpin a $400–600 billion 
market by 2030—their reliance on continuous connectivity, vast codebases, and over-the-air updates has created a 
fertile landscape for cyberattacks. 
 

Beyond infrastructure and policy, the sheer complexity of modern vehicle software stacks—often exceeding 100 million 
lines of code—and insufficient in-vehicle network segmentation continue to expose critical vehicle functions to lateral 
attack paths.  This underscores an urgent need for unified testing methodologies, comprehensive supply-chain security 
measures, and robust lifecycle management to secure the future of connected mobility. 
 
The EV and Connected Vehicles Cybersecurity Forum,  January 27-28, 2026 in Chicago focuses on emerging 
cybersecurity threats to electric and connected vehicles and success strategies for addressing these challenges.  The goal 
is to equip industry professionals with the insight and tools they need to ensure the integrity and operations of critical 
EV and EVSE systems going forward.  
 
Topics to be Addressed Include: 
 

• The Evolving Threat Landscape for EVs 
• Charging Infrastructure Security 
• In-Vehicle Network & Software Architectures 
• Over-The-Air Update Mechanisms 
• Supply-Chain Risk Management 
• Penetration Testing EV Systems 
• Integrating cybersecurity by design in EV 

development 
• Global trends in vehicle cyberattacks 
• Charger-to-vehicle attack vectors 
• Smartphone-to-vehicle authentication 

frameworks 
• Regulatory & Standards Update 
• Keyless & Mobile-Based Threats 
• AI & Machine-Learning in EV Security 

• Incident Response & Forensics 
• Cross-industry information sharing (ISACs) 
• Research frontiers: quantum-safe 

communications, V2X security 
• Cybersecurity in autonomous vehicles 
• Safeguarding Vehicle-to-Grid communications 

and interconnection 
• Real-world injection and spoofing attack 

demos 
• Coordinated vulnerability disclosure across 

OEMs 
• Insurance, liability, and cyber-risk 

underwriting 
• And more 

 
Forum Audience 
 

- Automotive OEMs & Tier-1 suppliers   - Law enforcement and CERTs 
- Charging network operators and station integrators - Electric utility and vehicle-grid-integration specialists 
- Cybersecurity professionals    - Researchers and analysts 
- Regulatory and standards bodies representatives  - Consultants and system integrators 
- Telecommunications and connectivity providers  - Financial and strategic investment professionals 
- Insurance and risk management professionals 
 
 

Organized by  

https://evcvforum.com  

https://evcvforum.com/


 

  

Preliminary Agenda (Note: subject to change) 

 

Driving the Future Securely -- An Overview of EV & Connected Vehicle Cybersecurity 

 

• The convergence of EV and telematics systems and their shared cyber-risk profile 

• How vehicle electrification changes traditional threat models 

• Core pillars of a robust mobility cybersecurity strategy 

• The broader socio-economic impacts of vehicle cyber incidents 

 

Navigating Today’s Threat Landscape: EV & CV Attack Vectors 
 

• Top EV/CV attack vectors observed in recent penetration tests 
• How independent researchers are uncovering multi-stage exploits 
• The role of the wider mobility ecosystem (chargers, apps, cloud) in introducing risk 
• Defensive countermeasures tailored to each attack class 

 
Secure by Design: Building Resilient EV Architectures 
 

• Architectural best practices for EV and connected-vehicle platforms 
• Zonal and domain controller approaches from a security standpoint 
• Hardware root-of-trust and secure boot in EV control systems 
• Fail-safe mechanisms for detecting and isolating compromised modules 
• Balancing security controls with performance, cost, and usability constraints 

 
Over-the-Air Updates & Supply Chain Integrity 
 

• Mapping an end-to-end OTA update workflow with integrated code signing and attestation 
• Deploying mechanisms to ensure firmware integrity and authenticity in the field 
• Mitigating risks posed by third-party and open-source dependencies 
• Establishing rollback and “fail-safe” policies to prevent bricked vehicles 

 
Incident Response & Forensics for EVs 
 

• Incident response playbook specific to EV/CV scenarios 
• Instrument vehicles and backend services for effective logging and telemetry 
• Forensic extraction from in-vehicle networks and ECUs 
• Coordinating with legal, regulatory, and PR stakeholders post-incident 

 
Securing In-Vehicle Networks & Telematics 
 

• Message authentication and anomaly detection on CAN and FlexRay 
• Segmenting high-risk domains using automotive Ethernet VLANs and firewalls 
• Hardening telematics gateways against protocol-level exploits 
• Integrating network-level security with ECU-level protections 

 
AI & Machine Learning for Real-Time Threat Detection 
 

• Appropriate ML algorithms for automotive anomaly detection 
• Gathering and curating training data from diverse sensor and network sources 
• Model performance under adversarial conditions 
• Lightweight inference engines for resource-constrained ECUs 

 
 



 

  

Case Studies & Lessons Learned 
 

• Best practices from recent EV/CV security incidents 
• Common organizational pain points in security rollout 
• Cross-team collaboration to accelerate remediation 
• Translating lessons learned into actionable policy and process improvements 

 
Regulatory & Standards Roadmap 
 

• UNECE WP.29, ISO/SAE 21434, and regional regulations 
• Integrating CSMS requirements into existing quality and safety processes 
• Future regulatory trends in EV and CV security 
• Preparing audit-ready documentation to demonstrate compliance 

 
Roadmap to Resilience: Charting the Next Decade 
 

• Next-gen R&D themes: V2X, zero-trust, quantum-safe cryptography 
• Cross-industry collaboration for end-to-end ecosystem security 
• Aligning enterprise roadmaps with anticipated regulatory shifts 
• Continuous improvement through red-teaming and threat intelligence 

 
 

Speaking Opportunities 
 
Individuals who wish to deliver a stand-alone 30-minute presentation or organize a 60-75 minute panel session with 
multiple panelists are invited to submit the following: 
 
1. Name of speaker(s), title, company, and contact information 
2. Presentation title (or title of panel or roundtable) 
3. Abstract and objective of presentation or session (150 words) 
4. Speaker or panelist biographies and photos 
5. Bullet list of 3-4 Key Learning Points from the presentation or panel session 
6. Session type (from list above) 
 
Proposals should be emailed to speak@smartgridobserver.com by Friday, October 24, 2025  
 
We ask that proposals be non-commercial in nature. Submissions will be carefully reviewed by the Program Advisory 
Group to ensure depth and relevance to the program.  Presentations that emphasize case studies, best practices, 
and real-world results are encouraged.   
 
For further information or to discuss a possible presentation, feel free to contact us. 

  

mailto:speak@v2gforum.com
https://v2gforum.com/Detroit-2025/contact.htm


 

  

Previous Attendees at Recent SGO Forums on EV-Related Topics Include:  



 

  

 
Sponsorship Packages 
 

- Tabletop exhibit space                 Gold - $4,500 
- 3 complimentary Standard passes   

- Top-level logo visibility in on-site signage, on event website and in all marketing communications 

- Top-level logo recognition throughout the conference, during breaks and session introductions 

- White paper or executive interview published on event website 

- Attendee list and copy of presentation PDFs 

- Corporate description with link on "Sponsors" page 

- Post-conference communication with attendees 

------------------------------------------------------------------------------------------------------------------------------------- 

 
- Tabletop exhibit space                 Silver - $3,500 
- 2 complimentary Standard passes   

- Attendee list and copy of presentation PDFs 
- White paper or executive interview published on event website 

- Prominent logo visibility in on-site signage, on event website and in all marketing communications 
- Prominent logo visibility throughout the conference, during breaks and session introductions 
- Corporate description with link on "Sponsors" page 
 
-------------------------------------------------------------------------------------------------------------------------------------- 
                              Bronze - $2,500 
- 1 complimentary Standard pass   

- Attendee list and copy of presentation PDFs 

- Prominent logo visibility in on-site signage, on event website and in all marketing communications 

- Prominent logo recognition throughout the conference, during breaks and session introductions 

- Corporate description with link on "Sponsors" page  

 

-------------------------------------------------------------------------------------------------------------------------------------- 

 

Lanyard Sponsor   (one available)        Platinum - $5,500 

Same deliverables as Gold above, plus logo on attendee lanyards 

--------------------------------------------------------------------------------------------------------------------------------------- 

 

Reception Sponsor   (one available)         Platinum - $5,500 

Same deliverables as Gold above, plus logo acknowledgement (e.g., tent cards  

and signage) as sponsor of drink reception on July 15 

 

 

To arrange your participation, contact: 

Daniel Coran, Program Manager, dcoran@smartgridobserver.com 

 
 
 
 

mailto:dcoran@smartgridobserver.com


 

  

 
     Event Partners 
 

 
EVC&I (Electric Vehicle Charging and Infrastructure) is the authoritative global 
publication covering all the news and developments in the rapidly expanding market 
for electric vehicle charging and the required EV charging infrastructure. EVC&I is 

published by Route One Publishing Ltd (ROPL). Visit www.evcandi.com  
 

Electrive has been covering the development of electromobility with journalistic passion 
and expertise since 2011. As the industry's leading specialist media, we offer 
comprehensive reporting of the highest quality -- as a central platform for the rapid ramp-

up of this technology. With news, background information, driving reports, interviews, videos as well as advertising 
messages.  
 

Mobility Makers is the professional network of sustainable mobility leaders gathering 
more than 14.000 members. We facilitate connections and collaborations in sustainable 
mobility sector between corporates, startups, policy makers, VC and researchers. Visit 
www.mobilitymakers.co  

 
 

EV Update Media is a platform specially designed and developed to keep the industry updated 
with the right knowledge, news and information about developments happening in the electric 
vehicles & battery sector. Visit www.evupdatemedia.us  

 

 

E-Mobility Engineering is an independent source of technical information, read by engineers 
in vehicle OEMs, Tier 1 and 2 suppliers, system integrators, r&d facilities, and vehicle design, 

development and production companies. Trusted by engineers developing solutions for EVs, and written by 
engineers for engineers, our unbiased content is designed to engage, educate and inspire. Visit www.emobility-
engineering.coms  
 

EVinfo.net is an EV industry publication delivering information and news about electric vehicles 
(EVs) to encourage EV adoption. The electrification of our nation's fleet, which will reduce 
emissions caused by gas-burning vehicles, is a cornerstone of conquering climate change. Paid 
promotional articles available. Visit www.evinfo.net  

 

 

 

World Electric Vehicle Journal is the first peer-reviewed, international, scientific journal 
that comprehensively covers all studies related to battery, hybrid, and fuel cell electric 
vehicles. The journal is owned by the World Electric Vehicle Association (WEVA) and its 

members. Visit www.mdpi.com/journal/wevj  
 

 
Infrastructures (ISSN 2412-3811) is an international scientific open access journal 
covering all aspects of infrastructure engineering published quarterly online by 
MDPI. The journal is free to readers and is affiliated with International Society 

for Maintenance and Rehabilitation of Transport Infrastructures (iSMARTi). Visit 
www.mdpi.com/journal/infrastructures  
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https://www.mdpi.com/journal/wevj
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https://www.mdpi.com/journal/infrastructures
https://www.mdpi.com/journal/infrastructures
https://www.evcandi.com/
https://www.electrive.com/
https://mobilitymakers.co/
https://www.mdpi.com/journal/wevj
https://www.emobility-engineering.com/
https://www.mdpi.com/journal/infrastructures
https://evinfo.net/


 

  

 
Skipping Stone is an energy consulting and technology services firm that assists a 
wide variety of market participants to navigate market changes, capitalize on 
opportunities and manage business risks. Skipping Stone has delivered 
measurable bottom-line results for over 270 clients globally. Headquartered in 

Boston, the firm has offices in Atlanta, Houston, Los Angeles, Tokyo, Singapore, and London. Visit 
www.skippingstone.com  
 

Guidehouse Insights is a premier market intelligence and advisory firm covering the 
global energy transformation with a focus on emerging resilient infrastructure 
systems. Visit www.guidehouseinsights.com  

 

 

                    Organizations that have sponsored SGO Forums include: 
 
 
  

https://skippingstone.com/
https://skippingstone.com/
https://guidehouseinsights.com/
https://guidehouseinsights.com/
https://guidehouseinsights.com/
https://skippingstone.com/


 

  

 
Registration           https://evcvforum.com/register  
 
 
Standard -- Equipment and software providers, auto OEMs, consultants, and services providers.   $795.00 
Early bird registration rate (available until December 19, 2025 - $895.00 thereafter)   
Includes access to all conference sessions, networking breaks and lunches, drink reception,  
attendee list, and presentation PDFs 
 
Non-Profit – Government, Academic, Military and Non-Profit organizations.     $695.00 
Early bird registration rate (available until June 13 - $795.00 thereafter) 
Note: .edu, .org, .mil or .gov email address required. 
 

 
 
 
Event Venue 
 

  

 
 
 
 
 
 
 
 
 
  
 
 
 
 
 

      
      About the Organizer 

 
 
 

 

The Smart Grid Observer is an online information portal and weekly e-newsletter serving the global smart energy 
industry. SGO delivers the latest news and information on a daily basis concerning key technology developments, 
deployment updates, standards work, business issues, and market trends driving the smart grid industry worldwide.  
 
SGO organizes a number conferences each year on topics such as EV charging, V2G, industrial control systems 
cybersecurity, microgrids, EV batteries, and next-gen smart grid technologies.   
 
For a full list of upcoming and recent Forums, visit https://smartgridobserver.com/events 

 

Chicago Conference Center 
205 W. Wacker Drive, Chicago, Illinois  

 

Located in downtown Chicago's Loop, the Conference 
Center is steps away from the city's magnificent lakefront 
with world-renowned Millennium and Grant Parks, 
marvelous museums, restaurants and retail shopping. 
 
>> Directions in Google Maps 
>> Nearby Hotels 

https://evcvforum.com/register
https://smartgridobserver.com/events
https://www.google.com/maps/place/205+W+Wacker+Dr,+Chicago,+IL+60606/@41.8864436,-87.636485,17z/data=!3m1!4b1!4m5!3m4!1s0x880e2cb746dbecfb:0x39951f0cc8eb7b4b!8m2!3d41.8864436!4d-87.6342963
https://www.google.com/maps/search/Hotels/@41.8864632,-87.6430511,15z/data=!3m1!4b1!4m8!2m7!3m6!1sHotels!2s205+W+Wacker+Dr,+Chicago,+IL+60606!3s0x880e2cb746dbecfb:0x39951f0cc8eb7b4b!4m2!1d-87.6342963!2d41.8864436


 

  

 

I enjoyed this conference - it exceeded my 

expectations! I liked best the mix of utility and 

vendor participants 

- Eric Lambert, EV Charging Product Manager, Hubbell 

Great diversity of companies and good 

speech topics. Nice variety.  

- Benjamin Spiro, Business Development 

American Wire Group 

I thought the conference was overall great due to 

the structure of the event and the diversity of 

presentations.   - Jack van Schoonenberg,  

Account Manager, Keysight Technologies 

Great presentations and variety of topics covered 

- great mix of thought leaders 

- Pat MGinnis, Chief Strategy Officer,  

Tweddle Group 

The Summit was great – informative and 

productive. The participants are deeply involved 

and fit the topic 

- Palina Leibinskaya, CEO & Founder, TimeTick 

Excellent and informative 

- Jack McElligott, Emergency Fuel Management, 

Macro Logistics 

Sample Feedback on Recent  SGO Forums on EVs: 

Very good conference -- the format kept things 

moving. 

- Rex Peckens, Director of Trades Technology,  

Lansing Community College 

This has truly been an excellent experience in every 

way - well organized, well-rounded agenda, 

excellent speakers and good exhibits. There really 

wasn't anything that was not high quality at this 

conference. This was not only extremely 

informative but truly an exciting forum experience. 

- Larisa Dobriansky, Chief Business & Policy Innovation 

Officer, General Microgrids 


