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Al-Driven
Autonomous SecOps

A hyperautomated platform unifying Ingestion,
Detection and Response, powered by
Forensic Analysis & Investigation
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DEVOPS & SECOPS CHALLENGES

DevOps and SecOps Challenges

The cybersecurity talent shortage, combined
the increasing complexity of various GUIs
and the lack of effective orchestration,

is likely overwhelming your SecOps team

leading to burnout and missed critical alerts.

Multiple interfaces, complex front ends,
and disconnected technologies are adding
to your challenges, increasing complexity,
inflating costs and driving up operational

expenses.

What makes Imperum the key to
resolving these challenges?

We've built a solution that cuts through

complexity, streamlining everything

®
from fragmented GUIs to the lack of
. @ Case Overview Automation Performance Events Overview Defense in Depth
orchestration. p o S e
otal ases by Time op ntities
o 1133 4423 61 3 hours T damanex
With Al-powered virtual analysts and 8 . " B o o o T
responders, we bridge the expertise gap, @ 5 deopaan
Cases By Stage Cases By Priority 6  Winl0-MacPro
reduce burnout, and ensure no critical alert b3 . o weam o 7 Daleneso
~ ® Assessment  25% £ N Informative 14% 8 SYSTEM@NT AUTHO
is ever missed. = J F—a1l 9 D
Research 5% uyr Low 2% 10 domamox(s)
<S> Cases By Connector Cases By Assignee
Take full control with our unified dashboard, p o
L] 16,66%
powered by machine learning to identify ) e

Cisco Umbrella Legacy 16,66%

and prioritize threats while seamlessly

integrating with your existing security
tools to maximize the value of your current

investments.
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@imperum AUTONOMOUS SECOPS PLATFORM

Autonomous SecOps Platform

Hyperautomated Autonomous Investigation with
Human-in-the-Loop

Security teams are drowning in alerts, false positives, and manual investigations. Imperum
changes the game with Hyperautomated Autonomous Investigation, powered by Local Al,

ensuring seamless efficiency with human expertise when needed.

Alert Fatigue Reduction
70% reduction

in manual workload by filtering false positives &
correlating alerts autonomously

O Alert Fatigue Reduction
Fetches and processes data across your security

ecosystem, vendor-agnostic and protocol-flexible.

O Hyperautomation
Connects any technology, even legacy systems,

Analyst Efficiency Improvement via SSH, webhook, mail, Telnet, and more.

70% increase

in efficiency, allowing teams to focus onhigher-value
strategic threat hunting and remediation

O Adaptive Decision-Making
Executes response actions autonomously or

escalates mission-critical cases.

O Human-in-the-Loop Collaboration

[T R SO 2 B e ImperumMobile App enables analysts to validate

3 times increase

in coverage, ensuring no threat goes unchecked,
reducing blind spots in security operations.

findings and take action in real-time.

O Comprehensive Case Reporting
Automatically generates detailed summaries and full
investigation reports.

5 INVESTIGATIONS Investigations

FETCHED ¢  SEVERITY

| utilized the Virus Total V3 application to obtain a file report for the hash
dféd4d71a6¢73df5 0e0dbb0fe5877ce5590:. 75751ab8a5
The action was completed with ' success in a duration of 0.376947 seconds .
The report indicates that the file is classified as malicious by 34 sources, with
Crowdstrike 0 sources marking it as harmless or suspicious, and 26 sources leaving it
Fepiyary52025(10:30 This a signifi level of threat i with the file.

Can you deploy the Imperum Forensics Agent,
capture network traffic, and execute the netstat
command?

Q search alert

%* Virtus Local Al

Yes, sure.

Cisco Amp
January 31, 2025 18:16

Microsoft Defender
January 12, 2025 9:30

Symantec
December 30, 2024 16:20
EDR Triage

SentinelOne
December 25, 2024 13:30

| received ‘ a human input indicating that IP:188.89.246.184 was proposed to
be added to the block list using Fortigate. The request was approved by the
approver with ID 66ed76eae8633de21e2c00d1, and the action was success-
fully confirmed.

I successfully retrieved information from the Fortigate application regarding the
1P: 188.89.246.184 . The ion was in approxil 0.57 seconds
and returned a status of | success . The IP address is classified as an ipmask

type with a sub-type of sdn .Itisnotedas dirty andhasa sdn-addr-type of
private . The associated vdom is root ,and the http_status was 200

, indicating a successful HTTP request. The device involved is identified by the

serial number FGT40FTK20027868 , running version v7.0.17 with build 682

I successfully utilized a utility function to process the input IP: 188.89.246.184 ,
The function executed swiftly, converting the input into a list format, confirming
the presence of the IP:188.89.246.184 in the output.

| successfully executed an action using Fortigate to update the block list.

The operation included blocking the Domain: gmail.com and the

1P: 188.89.246.184 . The action was completed with a success status, confirmed
by an HTTP status code of 200 . The firewall configuration was updated with-
out any changes to the revision, indicating that the block list was already in the
desired state. The operation was performed on the root virtual domain of the
firewall with serial number FGT40FTK20027868 , running version v7.017

Imperum Forensics Agent has been successfully
deployed on the endpoint and is operational.

The PCAP data is captured successfully. xyz.pcap

A suspicious connection has been detected to the
IP address 188.89.246.184

Suspicious processes have been detected. The
process xhteyyx.exe is attempting to establish a
connection to the IP address 188.89.246.184

The relevant analysts are not currently on shift.

‘ Yes, please proceed.

3¢ Virtus Local Al

The host has been successfully isolated.

imperum.io



AUTONOMOUS SECOPS PLATFORM @lmperum

Why are we different?

O We alleviate the burden on SecOps teams by providing comprehensive, end-to-end support
throughout the entire security operations life-cycle, enabling them to seamlessly ingest, analyze,
hunt, and respond to threats within a fully integrated environment, ensuring optimal operational

efficiency.

O We streamline complex GUIs, optimize orchestration, and leverage Al-powered Agents to close

the expertise gap, ensuring no alerts are missed.

O We utilize machine learning to prioritize threats, provide real-time detection, automated analysis,
and expanded visibility, all through a centralized security overview via a unified dashboard,
seamlessly integrating with existing tools to maximize your current investment and enhance

SecOps team efficiency.

The value for you

N\
More Affordable: Compared to traditional market solutions
Faster Implementation: Quick & seamless deployment
Less Vendors: Streamlined through supplier consolidation
Less Licenses: One license, all-inclusive
Less Subscriptions: Simple & transparent plan
J

600+ Collectors for Unmatched
Forensics & Response

Only Connector Agnostic
Platform in the market

Combine the comprehensive
visibility of EDR with the robust
response capabilities of DFIR.

Seamlessly integrate new
technologies without writing a
single line of code.

Full Flexibility with Connect Directly with Processes,

On-Premise or Cloud

Native Deployment for Seamless
Integration.

MTTD

Reduce your Mean Time to Detect
(MTTD) from weeks to hours,
enabling faster and more efficient
threat detection.

Not Just REST APIs

Whisper directly to the constraints
of REST-API connections.

MTTR

Slash your Mean Time to
Response (MTTR) from hours to
minutes, ensuring rapid threat
containment and remediation.

imperum.io



®imperum HYPERAUTOMATION

) hyperautomation

Experience the Power of No-Code SOAR with
the Flexibility of Low-Code

A game-changer in event processing and decision-making

With an intuitive drag-and-drop interface, you have the power to create an unlimited number
of playbook runs quickly and easily, all without the need for any coding skills. This user-friendly
system simplifies the process, allowing you to design and deploy complex workflows effortlessly,

giving you complete control over your operations without the technical hassle.

The editor’'s versatility extends to its advanced data processing utility tool and the ability to
run other playbooks within the current playbook. These features streamline your workflow and

increase your productivity.

i . Action & ° Utility e Playbook # ° Code e Desicion Y Filter i@ (= Format . Human Input

e Start

¢ o o

Domain Check ~/ IP Check ~/ File Check ~/

Z Virus Total z Virus Total Criminal IP

get domain report get ip report p get file hash

Format Format
= format_1 = format_3

o Slack Ntfy Webhook
s

send message send message

) Human Input wliali, Cisco
approval €Is€0  plock enpoind

[—With its built-in debugging capabilities, the editor ensures smooth and efficient playbook runs. It also allows

low-code action insertions, giving you superior control over your playbook. _J
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HYPERAUTOMATION

The only

®imperum

Hyperautomation:
Integrate without manual coding

Our Hyperautomation is the only connector-agnostic SOAR in the market, allowing you to create

custom REST-API connectors without any coding. We've solved the connector challenge with

an Al-powered parser and coding platform, eliminating the need for lengthy integrations.

It lets you integrate any technology in just a few clicks. Plus, our Chrome extension lets you

generate connectors in minutes, cutting down the time it would typically take by weeks.

Imperum

We invested significant time and engineering expertise to resolve this challenge. By creating an

Al-powered parser and coding platform, we completely eliminated the connector issue.

This empowers customers to build their own REST-API connectors for their solutions

independently, without needing our support or manually writing any code.

AUTHENTICATION

APIINFO

ACTIVE-RESPONSE

AGENTS

CISCAT

CLUSTER

OpenAPI Spec URL

Version 4.9 (current)

Wazuh API REST (4.9.0)

Download OpenAPI specification: D

License:

The Wazuh API is an open-source RESTful API

Application Name

https://raw.githubusercontent.com/wazuh/ Wazuh App

Cancel

@ 88

® © © o 8 @ m B

Description

The Wazuh API is an open-source RESTful
API that allows for interaction with the
Wazuh manager from a web browser,

Application Light Logo

@D

Drag drop s

or click here to s

Application Dark Logo

&

Next Step

®imperum g @

Auto Generation with OpenAPI

Actions

STEP3/3
App Category
DevOps v

Available Actions

api_controllers_default_controller_default_info

api_controllers_active_response_controller_ru
api_controllers_agent_controller_delete_agent
api_controllers_agent_controller_get_agent

api_controllers_agent_controller_add_agent

v

Selected Actions

Back Add Application

n B @ m B

imperum.io



@ Install Utility

ME 4 CATEGORY

split

im dolor sit amet,

Text Manipulation

st_value_in_string

Text Mani

®imperum

Utilities:

HYPERAUTOMATION

Seamless Integration Beyond REST APls

In today’s complex tech landscape, not all technologies support REST APIs, creating challenges

for organizations looking for smooth integrations.

Our Al-powered Utilities feature bridges this gap effortlessly. It integrates with a wide range of

protocols-including Telnet, SSH, RDP, Webhooks and CLI-without the need for any coding.

Filter | All Utilties

string_to_lowercase string_to_uppercase regex_match

Lorem ipsum dolor

Lorem ipsum dolor sit amet, con:
adipiscing elit, sed do eiusmod tempt

adipiscing elit, sec

v2o Text Manipulation vio ext Manipulation

base64_decode generate_password send_mail

Lorem ipsum ¢
dipiscing elit

Encryption vio

This unique solution, unmatched by any other

SecOps platform in the market, enables you to
connect with legacy systems and technologies
that don’t support modern API standards, ensuring
operational efficiency and compatibility across

your entire tech ecosystem.

Utility Wizard

D.ﬁ)-i)

General

@ Utility Name
0

Custom Max
0o
oo

Category

Mathematical Operations v

=)

Description

Returns the maximum value in a list

G s

Input Parameters

> 0

Asset Name
<> custom_list
» Data Type

list v

Description

@® Utility Wizard
General
e ity Neme
Custom Max
-
e
ih Category
Mathematical Operations v
Description
g R T S
S
o iput arameters
N}
Raaat N
<> custom_list
» Data Type
o 7
@ Description
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INGEST ®imperum

™ ingest

Seamless Ingestion or
Complete Security Visibility

Imperum’s Ingest module seamlessly collects events, alerts, I0As, and IOCs from a wide
range of security technologies NGFW, DLP, SIEM, DDoS, ITSM, CTI, and more using multiple
protocols like Syslog, REST, GraphQL, Webhooks, RPC/gRPC, Websockets, and SOAP.

It normalizes raw data into structured event data, applying correlation, enrichment, and noise

reduction to eliminate false positives and enhance security insights. With Imperum, you get clean,

enriched, and actionable data for faster detection and response all in real time.

TECHNOLOGY @ PROTOCOL @ DATA

Syslog @
RPC & gRPC @
RawData Telemetry
Webhook @
Rest @
Events iti
Soap @ Entities
Artifacts
Graph QL @
WebSocket @

DETECT @ PROCESS @ EVENT DATA @ RAW EVENT

Time: Dec 31, 2024 10:42 AM 1d:1737018469908489000
Time: Dec 31, 2024 10:42 AM

a0 timestamp: 1737018469
O-O-c (‘I )) Data Source : NDR timestamp_nanoseconds: 908459000
Data Source : NDR dob Tech Family: NDR date:"2025-01-16T09:07:49+00:00"

Tech Family: NDR

Type: IDS Alert event_type:"Signature Set Update
[Ppe:iDS Alert cTI SIEM NOISE Severity: High Success"
Severity: High event_type_id:553648220
[Entities] connector_guid: "d3alaf-
[Entities] Des.Address: 38.242.240.28 ba-d511-4434-827f-72939396e9dc"
Des.Address: 38.242.240.28 EL Des.Domain: www.abc.com group_guids:0:
Des.Address: 137.220.197.23 S22 Sro.Address: 10.1.2.147 19078 f6a5-ebdd-468a-b3f1-27e-
Des.Domain: www.abc.com [3) z bcd3e261b"
Des.Domain: www.xyz.xom [Artifacts] computer:
Sre.Address: 10.1.2.147 Signature:Trojan.)S.X-Agent.CGK connector_guid:"d3alaf-
b4-d511-4434-827f-72939396e9dc"
[Artifacts] Mitre Att&ck: hostname: -
Signature:Trojan.JS.X-Agent.CGK TA0002 external_ip:"159.146.88.122
T1204 active:true

[SHA256]
89bb5684705dc1b0d7vadfbbf50f0
b2ac539ffode2fed5f36e4665dc68b513640

network_addresses:

; NORMALIZE g

[Host/User]
Pc324 / JoeWilliams

Mitre Att&ck:
TA0002
T1204
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®imperum

DETECT

{‘; detect

Stop Threats Before They Escalate

Our Advanced Threat Detection capability seamlessly integrates endpoint detection with digital

forensics, leveraging SIGMA rules to identify and neutralize threats in real-time.

Our Al-driven automation enables instant forensic analysis through dynamic playbooks,

eliminating manual complexity and accelerating incident response.

r_This isn’tjust detection - It's proactive, intelligent defense designed to stop threats before they escalate._J

Q Searcho

Continuous ATD

One-Time

999 AFFECTED ENDPOINTS

STATUS TIME NAME
Last IP Address

192.168.32.9:51138

Q_ search agent

Windows 11 ONLINE

10 tasks

WinSrv22impDFIR
10 tasks

Win10impDFIR ONLINE

10 tasks

Windows 10 - MacPro  OFFLINE

10 tasks

Windows 11 - MacPro OFFLINE

* 10 tasks

TIME

2024-07-14 16:32:05

2024-07-14 16:32:05

2024-07-14 16:33:15

2024-07-14 16:28:12

10

WinSrv22impDFIR

644bb9f96741a7762492767b

ONLINE 23:47 2348 2349 2350

/" to invoke command

O Labels | +

23:51 2352 2353 2354 23555

TITLE

Logon Failure (Unknown Reason)
Failed Logon From Public IP
Possible Metasploit Svc Installed

WMI Provider Started

® 8 May 2023 12:00

£63 ATD Settings

Go to Agent

Hostname
Windows

WED, 16 OCT THU,17 OCT

2358 23:59 00:00  00:01  00:02

CHANNEL

Security
Security
System

Microsoft-Windows-WMI-Activity/Operational

00:03  00:04  00:05

LEVEL

INFORMATIVE

imperum.io
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W 12cAsEseSINCIDENTS  +

CREATEDS MODIFIED  PRIORITY
MacOST1-MacPro @B
1 aler [oR
Wini1-MacPro e
saers B

| New Default Case

wakets  © &

Winf1-MacPro £l

[oF

| WinServ22-MacPro
Win10-MacPro
0alerts @

ddmax
Oakrts @

| DESKTOP-R3LRNTH

aler

JovanovAlek-19

| New Defaut Case 2
| New Defzul( Case3

W 12CASES &S INCIDENTS

CREATED 4 MODIFIED.

MacOST1-MacPro ®
et O 8

Win1-MacPro -
Jsens ¥

| New Default Case
aets  © &

WinServ22-Macero

Win10-MacPro
10 alerts

ddmax
Oalerts ©

| DESKTOP-R3LRNTH

1 aler

JovanovAlek-19

127001

| New Default Case 2
| New Defzuu Case3

4

PRIORITY

CASEBOOK

®imperum

Al-Driven Casebook - Unleash the Power of Our

Comprehensive Incident Management Platform:
Your Essential Ally for Operational Stability

Analysts rely on SOAR, threat hunters demand XDR, and responders depend on DFIR. At Imperum,

we bring all these essential capabilities together within our Casebook IR platform, offering a

unified interface for seamless and efficient cybersecurity operations.

Our platform includes a powerful, feature-rich Casebook, allowing you to generate unlimited

cases-both manually and automatically, acting as a comprehensive library of past incidents. The

Casebook enables retrospective analysis, helping you identify patterns and trends to enhance

future incident management.

Win11-MacPro
[B © 20020221

=
£ s

2 suge {+ O Togs [+

Events(2)  Entities

NAME o

Playbooks  Notes Al Assistant

OCCURANCE TIME

ThreatFuse Triage - Simul... 20 Jan 2022 12:00

Block Domain 20 Jan 2022 12:00

Win11-MacPro

B © 20 Jan 202212:00 MEDIUM

F RV CriTicaL

€ Triage o i
Events(2)  Entiies  Playbooks  Notes Al Assistant
© Connect Playbook
NaME RUNSTATUS ¥
Block Domain  v20
Virus Total V3 vis  Partaly |
CiscoCTR  v20 3
test2  vio
Show rows per page 10 v

n

© Elapsed Time / Total Duration 3h 22m /10d 8m

Timeline

ENTITY

DESTINATION_URL

DESTINATION_URL

@ Mark

© Elapsed Time / Total Duration 3h 22m /10d 8m

Timeline

RUNTIME &

Yesterday - 3:20 PM

October 25, 2022 - 6

October 25, 2022 - 6:5¢

October 25, 2022 - 6:5¢

O MarkAsincident (7 Close Case

& Assignee | +

ARTIFACT

FILE_SUMMARY.DO...

DESTINATION_PRO...

Event Detail X

o
645€372418848512ab26790a
Data Source

© Gatewatcher

Tech Family

Network Access Control

Type Severity

[ poversrei |

Case

Phishing Email Box

Occurrence Time

27th December 2023 12:38

Entties
SOURCE_ADDRESS:
192168124  2001:DBEABCD12

00-80-D0-63-C2-26

DESTINATION_DOMAIN:
@ wwwexample.com

Artifacts
FILE HASH:
6b2b09d36ba231760.. @

Raw Event

® Run Playbook

¥ 12CASES &S5 INCIDENTS

CREATED 4 MODIFIED.

MacOS11-MacPro
alert [} 3

Wint1-MacPro
3alerts

| New Default Case
10 alerts 2

Wint1-MacPro
sdets O ¥

| WinServ22-MacPro
Win10-MacPro
ddmax
g
| DESKTOP-R3LRNTH

JovanovAlek-19

127001
10 ale

New Default Case 3

| New Default Case 2

¥ 12CASES &S5 INCIDENTS

CREATED 4 MODIFIED.

MacOS11-MacPro
alert [} 3

Wint1-MacPro
alerts  ®

New Default Case
10 alerts 2

WinServ22-MacPro

Win10-MacPro
©

ddmax
oaers ©
| DESKTOP-R3LRNTH

JovanovAlek-19

1

| New Default Case 2
10

New Default Case 3

+ Win11-MacPro 2 '
© Markasincident () Close Case
[B 020w2a220en  [EEND
PRIORITY
2 sia © Elapsed Time [ Total Duration 3 22m /104 8m
S Triage 2 g 2 @
®5B Events (2) Playbooks  Notes  AlAssistant  Timeline
2 John Wilson
In this case, the following MITRE technique IDs are included. Can you provide the corresponding names of these
techniques? “T1105", “T1204", “T1204.003", "T1569"
0 impAl
Here are the corresponding names for the MITRE technique IDs you provided:
= 1. T1105: Ingress Tool Transfer
(Transferring tools from an external system into a compromised environment)
2. T1204: User Execution
% (Executing malicious content by tricking the user)
3. T1204.003: Malicious File
@ Your conversation wil be shared with ai assistant
Are there APT groups that use these techniques? [

+ Win11-MacPro 2
© Markasincident () Close Case
B © 2000 202212:00 [ Veouw |
PRIORITY
FECTN CriTicAL © Elapsed Time / Total Duration 3h22m/10d 8m
= Triage ¢ N + E
®5B Events (2) Playbooks ~ Notes  AlAssistant  Timeline
MONTH 1-28FEB MONTH3  1-31MAR 1-30APR  MONTHS  1-31MAY  MONTHS
. 15 50 2 150 s 20 0 25 2 1 s s

Al-updated assignees

@ MESSAGE oaTE
% assignees updated by Al 1 hour ago
assignees updated by senad@imperum.io 3 days ago

[—With this tool, you can effectively prioritize cases and ensure that no critical incident is ever overlooked._J

imperum.io



®imperum CASEBOOK

Al-Powered Auto Case Assignment:
Smarter, More Efficient Security Operations

Our localized trained Al model boosts the efficiency of your security teams with the Al-Powered

Auto Case Assignment feature, a cutting-edge, air-gapped solution.

This intelligent system continuously learns from your SecOps team’s behaviors and incident
handling patterns, evolving to understand how each case is best managed. By automatically
assigning cases to the most suitable analysts based on their unique strengths and past

performance, it ensures that every incident is handled by the right expert.

@ Win11-MacPro
ﬁ: Y 12 CASES & 5 INCIDENTS 4 Cl @ Mark As Incident @) Close Case
EB  ® 20 2020051900 v
I4d CREATED ¢ MODIFIED  PRIORITY .
Assign User X
. & stA m
\ Search casebook
s £ B & i

MacOS11-MacPro P = stade °

88 1 alert [0l 3 AI-SUGGESTED USERS ¢¢Q Assigned by AI
! P

Win11-MacPro R s [ . Richard Jones

|ﬂ] 3 Events (2) En Timeline
alerts 2 o
USERS o +

] | New Default Case W

Oa © & © oo Bl Somdhonsoes

Win11-MacPro L
Z 5 alerts o & NAME O Angela Sharpe ENTITY ARTIFACT
@ WinServ22-MacPro w

0 alert 3 ThreatFuse T N DESTINATION_URL FILE_.SUMMARY.DO...

Darryl Norris

5 Win10-MacPro ™ ”

0aets O X Block Domair DESTINATION_URL DESTINATION_PRO...

\-ﬁ Bruce Tyler

&) ddmax o 4"

10alerts @
<> DESKTOP-R3LRNTH w

1alert
» JovanovAlek-19 ™

1alerts

Cancel Save

127.0.01 ™
@ 10 alerts

New Default Case 2 "

10 alerts

| New Default Case 3 ™

> 10 alerts

This optimized case allocation not only leads to faster incident resolution but also maximizes

resource management, allowing your team to focus on what matters most:

Keeping Your Organization Secure

12 imperum.io



CASEBOOK ®imperum

Al-Powered Virtual Analyst & Responder Agent:

Augmenting your SecOps Team for Faster, Smarter Incident Response

Introducing a game-changing feature designed to supercharge your SecOps team'’s capabilities:
the Al-Powered Virtual Analyst and Responder Agent.

Win11-MacPro
W 12CASES&5INCIDENTS  + et ® Mark As Incident & Close case Visualize
® 20 Jul 2024 2:20 PM [ meDIUM |

CREATED v MODIFIED PRIORITY

PRV CRITICAL © Elapsed Time / Total Duration  3h 22m /10d 8m

& ,
MacOSTi-Machro = Tage  C o
1 alert ol

Win11-MacPro Events (2) Entities Playbooks Notes Al Assistant Timeline
3 alerts b E———
| New Default Case
10 alerts &
- o w - John Wilson &)
Win11-MacPro
5 alerts oz In this case, the following MITRE technique IDs are included. Can you provide the corresponding names of these MITRE

WinServ22-MacPro techniques? “T1105", “T1204", “T1204.003", “T1569"

0 alert X

Win10-MacPro
10 alerts (033
impAl
I ddmax
10alerts @ Here are the corresponding names for the MITRE technique IDs you provided:

DESKTOP-R3LRNTH
1 alert 1. T1105: Ingress Tool Transfer

(Transferring tools from an external system into a compromised environment)
JovanovAlek-19

1alerts

2. T1204: User Execution

I 127.0.01 (Executing malicious content by tricking the user)
10 alerts

3. T1204.003: Malicious File
New Default Case 2

10 alerts
@ Your conversation will be shared with ai assistant.

New Default Case 3
10 alerts Are there APT groups that use these techniques?

[—Your team can leverage the Al agent to Additionally, it empowers your SecOps team
quickly define alerts by requesting relevant to take immediate action by automating
information about incidents. critical tasks, such as isolating compromised

This intelligent virtual assistant enhances nesis e 0108 Uiy (el eLs SeLes 6.

incident management and significantly Bl e WA Al Eine e peees

reduces response times by seamlessly Agent, your team is always ready to respond

integrating with your security operations. _J faster and more effectively, ensuring optimal

security outcomes.

13 imperum.io



®imperum

CASEBOOK

Operational

Al-Driven SecOps Roster Agent: 24/7 Efficiency

Maximize the efficiency of your security operations with our Al-Driven SecOps Roster Agent, a

unique feature that allows you to seamlessly manage human and virtual shifts. With this intelligent

scheduling tool, you can effortlessly assign shifts for your human analysts while designating

specific periods for virtual analysts and responder agents to take control.

Me

Organization
22 Users

£ Roles

/2 Roster

Case

& Tags

8 Stages

@ Auto Naming
© Exclude Event

& Auto Assignment

Events 2
€ Grouping
- Mapping

= Custom Lists

Confiauration

o

Popleads
663a61613ad

PLAN Business
EXPIRE  Apr 17, 2025

> Logout

ROSTER SCHEDULE

1st Shift - 8 AM to 4 PM

2nd Shift - 4 PM to 11 PM

3rd Shift - 10 PM to 6 AM

Show rows per page

ASSIGNED RESPONDER

This flexible, hybrid setup ensures that your security operations are fully staffed around the

clock, maintaining peak effectiveness at all times. Whether it's covering off-hours or managing

high demand periods, the Al-Driven SecOps Roster Agent guarantees that your team operates

at its best, 24/7.

14
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CASEBOOK ®imperum

Al-Powered Auto Triage Agent:

Rapid, Accurate Incident Management for Faster Responses

Our Al-Powered Auto Triage Agent is a revolutionary feature designed to streamline incident
response by quickly and accurately evaluating the severity and nature of security events as they

occur. This intelligent agent prioritizes cases based on the level of threat and potential impact,

ensuring that the most critical incidents are addressed first.

Y 12CASES&S5INCIDENTS -+

¢ Assigned by Al
S Triage

I 0

Win10-MacPro

10 alert O g

| ddmax

10 alerts (@

| DESKTOP-R3LRN1H
1alert

JovanovAlek-19
1 alerts

127.0.01

10 alerts

10 alerts

New Default Case 3
10 alerts

| New Default Case 2

Win11-MacPro
BB © 20Jan 2022 12:00

2 sta
Stage

S Triage

ASSIGNED BY IMPAI

ents (2) En
O Triage

STAGES
NAME 4 Assessment

ThreatFuse T Investigation

Block Domair

Improvements

Research

Cancel

Timeline

ENTITY

DESTINATION_URL

DESTINATION_URL

@ Mark As Incident & Cclose Case

° +

ARTIFACT

FILE_.SUMMARY.DO...

DESTINATION_PRO...

By automating and enhancing the triage process, this feature accelerates decision-making,

significantly reducing response times and minimizing risk to your organization. With the

Al-Powered Auto Triage Agent, your SecOps team can focus on resolving the most pressing

threats, maintaining operational security, and reducing the overall threat landscape.

15

imperum.io



@ imperum FORENSICS

0 forensics

Harness the Power of 600+ Predefined Artifact
Collectors for Unmatched Digital Forensics and
Incident Response

The Forensics module is a revolutionary tool that combines the comprehensive visibility of EDR
with the robust response capabilities of DFIR. With Forensics, the complexities of data breaches

become manageable, allowing faster and more efficient investigations.

What truly sets Forensics apart is its extensive library of over 600 predefined, community-
powered artifact collectors-the only DFIR solution on the market with such breadth and power.
These collectors provide unparalleled insight into security incidents, enabling your team to tackle

even the most intricate breaches precisely and easily.

Also some facts in numbers:

O 600+ Community Supported Artifacts O Built-in Host-Isolate Function
O Compatibility with: 5@ @ A O Microscopic Forensics Capability
O Agentless Collection O Full Remote Bash & PowerShell Access

Linux Ubuntu 22 -

Isolate Host
I  1r182af92082de7d.  ® 8 May 2023 12:00
Y 12 AGENTS
Last IP Address @ e ik FQDN Hostname Arch
LASTSEENY  0S 192.168.32.9:51138 ubuntu22impdfir.internal.cloud... Linux Ubuntu22 amd64

e V| HET -
B Windows 11 ISOLATED

10 take Detectraptor.Linux.Detection.Yaraprocesslinux l Exchange.Linux.Applications.Docker.Ps il Exchange.Linux.Applications.Wgethsts

85 Windows 11 - MacPro  ISOLATED
10 tasks

RESULTS
% MacOS Sonama ONLINE
10 tasks

A Linux Ubuntu 22 ONLINE
4 tasks

% MacOS Ventura ONLINE
10 tasks

22 Windows 10 IDLE
10 tasks 3

3mago
& MacOs Ventura IDLE @ Command executed successfully in 26 ms
10 tasks 5m ago

A Linux Ubuntu 22
10 tasks 3h ago CPU Usage RAM Usage

& Senads-Mac-Pro.Loc. OFFLINE
10 tasks i ago

100% 100%

A Ubuntu22Desk-Mac OFFLINE 80% 80%

10tasks aag0 oo —.*\_/ oo%
40% 40%

20% 20%
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nuous  ATD
v
CLIENTS

s

NE RUNNING
NE RUNNING
NE RUNNING
NA STOPPED
P6 STOPPED
NA STOPPED
NA STOPPED
NA STOPPED

FORENSICS

®imperum

On-Demand Threat Hunting

Forensic Analysis for Hidden Threats

The On-Demand Threat Hunting is a powerful, on-demand threat-hunting feature

available exclusively in Forensics. This function allows your security team to actively

search for hidden threats in real time, bypassing conventional detection methods that

often miss more sophisticated attacks.

f_UtiIizing advanced behavior analysis, the

On-Demand Threat Hunting identifies

malicious activity that goes undetected

by standard alarms.

H.OTFHRC27K4GP6

® 9 Mar202412:00  © 13 March 2024 12:00 & Started 7 times

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod ter
veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea comm
velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat cup
est laborum.

Linux.Network.Netstat Linux.Applications.Cl

StateRegex StateRegex
(7P<Type>socket|pipe) :\[ (7P <inode> (2P<Type>socket pipe) :
10-914)\\] [0-914)\\]

HOSTNAME CoMMANDS

Cent0S82impDFIR [ Linux Network Netstat Jf Linux Applications Chrome]

Debian12impDFIR

[ LinuxNetworketstat | windows Activedirectory.g|
Opensearch Linux Applications Chromel
Ubuntu22impDFIR

Linux.Network Netstat Jl Windows.Activedirectory.]

Show rows perpage | 10 v

Task X
C.3808E302B9A6241E
| runnin |

® 3,600 seconds

Commands

Linux.Network.Netstat ~

StateRegex
Listening|Established

Date
15 October 2024 10:00:05

82982795
STATE
Listening
up

0
PROCESSINFO
>
LOCALADDR
[
REMOTEADDR
»{.}

83268816
STATE
Listening
up

o

PROCESSINFO

f_lt provides your team with the ability to

conduct comprehensive, one-time threat

hunts across all major operating systems,

including Windows, Linux, and macOS,

ensuring no threat slips through the_J

cracks.

.

One-Time Continuous ATD
8HUNTS v o
STATUSY  TME  CLENTS
H.OTSBSEO79VVNE RUNNING
10 Cllnts

H.OTSBSEO79VVNE RUNNING
10 Cllnts

H.OTSBSEO79VVNE RUNNING
10 Cilnts

H.OT3G2EOS8XZNA STOPPED
16 Ciints

H.OTFHRC27K4GP6 STOPPED
8 Clients

H.OT3G2EOS8XZNA STOPPED
16 Ciients

H.OT3G2EOS8XZNA STOPPED
16 Clients

H.OT3G2EOS8XZNA STOPPED

16 Clients

One-Time Continuous ATD
BHUNTS v o
STATUSY TIME  CLENTS

Search hunts

H.OTSBSEO79VVNE RUNNING
10 Ciients

H.OTSBSEO79VVNE RUNNING
10 Clients

H.OTSBSEO79VVNE RUNNING
10 Ciients

H.OT3G2EOS8XZNA STOPPED
16 Clients

H.OTFHRC27K4GP6 STOPPED
8 Clients

H.OT3G2EOS8XZNA STOPPED
16 Clients

H.OT3G2EOS8XZNA STOPPED
16 Clients

H.OT3G2EOS8XZNA STOPPED

16 Clients.

T Dele

r incididunt ut labore et dolore mag
» consequat. Duis aute irure dolor in
tat non proident, sunt in culpa qui o

Add New Hunt X
Configure Hunt
H.OTF
sTEP1/2
Descriptior
© omar  Description
Lorem ip
veniam, ¢
velit ess¢
estlabor
Expiry
) oct 10,2023 2:30 PM
Linux.N ‘me.Extensi...
Inclu
StateRege
(2p<Typo | RunEverywhere | MatchbyLabel  Operation System (7P <inode>
(0-914)\
Exclude Condition
HOSTNAN | Run Everywhere | Operation System
CentOSE Start Hunt Immediately I +2
Debiant ho...
=
P -G +3
Estimated ; & .
Ubuntuz  affected clients ARKoown Chont: “
16
Show rows perpage | 10 v

to invoke commant

Windows./

StateRegex

(7P<Type>so
10-014)\\)

STARTED TIME

27th Dec 20231

27th Dec 20231

27th Dec 20231

27th Dec 20231

i incididunt ut labore et dolore
» consequat. Duis aute irure colc
tat non proident, sunt in culpa q

Add New Hunt X
H.OTF
Select Artifacts
O oMl grepyn
Lorem ip
veniam, ¢
velit esse
stiebor Linux.Network.Netstat
Linux.Applications.Chrome.Extensions
Linux.Ni me.Extensi...
Linux.Debian.Packages
StateRege
e Linux.KapeFiles.ColectFromDirectory et
Windows. ActiveDirectory.BloodHound
HOSTNAN Windows.Applications.Chrome.Cookies
CentOSE Windows.Applications.Chrome.Extensions bnsion B
Windows. Attack.Prefetch
Debianz jro.. |
OpenSez psion 3
Back aunc
L " fino... IR
Show rows perpage | 10 v

With this Forensics equips your organization to proactively uncover and
neutralize potential risks before they escalate, offering unparalleled control over your

cybersecurity defenses.
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@ imperum FORENSICS

£> Continuous APT Hunter:

Uncover Hidden Advanced Persistent Threats with APT Hunter

The Continuous APT Hunter is a standard feature within Forensics, designed to actively
detect and mitigate Advanced Persistent Threats (APTs) that often evade traditional
detection methods. By focusing on behavioral analysis, this powerful tool identifies threats
that do not trigger conventional alarms, uncovering the subtle patterns and behaviors

associated with APTs.

With the Continuous APT Hunter, you can set up periodic threat hunts targeting specific

servers or endpoints, scanning for key APT behaviors such as:

O Startup items

identifying persistence mechanisms O Artifacts

O Logged-in users &= 323 D s7 ® 48

detecting backdoor access
O Netstat

monitoring for new listening ports

O And 600+ additional behavioral patterns

wous  ATD Add New Continuous Hunt X —_— §
Configure Hunt
v % Server T Delete O Edit
STEP1/2
NAME
Description
® 9 Mar very 1 month @
Servers —_ conti o
ne-Time  Continuous
%
T HUNT & Bxpiry STARTED TIME Jas Add New Continuous Hunt X Configure Artifacts
B 0ct10, 2023 2:30 PM JHUNTS |
Servers 15th October 2024 Linux.Network.Netstat ~
sTopPED statusy  TiMe e Select Artifacts
Repeat o
StateRege)
T Servers  gvery minute, every hour, every day 15th October 2024 [ runnine | seeerz 4es
00
* * * * * oo
Servers 15th October 2024 sYQPPED
Minwte  Hour Dayofmonth  Month  Dayof week A Mission Critical
10 Hunts .
Windows.Attack Prefetch v
Servers R e 15th October 2024 & Lnox Linux.Network.Netstat :
5 i i A~
16 Hunts Linux.Applications.Chrome.Extensions WindoweshctiveDirectory: Bicodiond ;
Showroy Include Condition Tedofa < S o
i i Y Servers
& 36 Hunts Linux.Debian.Packages felncvekerioad
Select to remove payload after 5
Cancel Next Cont MacOS . . . i
2 e Linux.KapeFiles.ColectFromDirectory execution.
Windows.ActiveDirectory.BloodHound £
Estimated ALK - @
nown Clients v
affected Gligis Windows. Applications.Chrome.Cookies "
16 =}
Windows.Applications.Chrome.Extensions
Windows.Attack.Prefetch
<>

et

f_This feature ensures your organization is equipped to continuously detect and respond to

APTs, giving you proactive, round-the-clock protection against sophisticated, hidden threats._J
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AUTOMATED INVESTIGATION AND RESPONSE (AIR) @imperum

Automated Investigation & Response
Communicate Directly with Processes, Not Just REST-APIs

Our groundbreaking solution allows you to interact directly with processes, bypassing the
limitations of REST-API connections, using the powerful combination of our Hyperautomation

and Forensics modules.

This award-winning capability is integrated within the playbooks, empowering your security

teams like never before.

With Forensics and Hyperautomation, you can fully automate Digital Forensics and Incident
Response (DFIR) tasks through customizable, automated playbooks. This unique functionality
provides responders with the ability to craft specialized workflows tailored to their specific

forensic needs, simplifying complex investigations and incident response activities.

Qforensics = § hyperautomation

@ Action ° Utility e Playbook o Code e Desicion Y Filter = Format . Human Input

Decision

decision_1 Configuration

Configure Info

[ maiicious |
1

== v 1

=+ Add Condition

~ Debug
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Mobile App
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®imperum
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(Coming Soon )

Not Convinced Yet?
Security at Your Fingertips
Anytime, Anywhere

We know how crucial it is to stay in control of your security and respond
to threats in real-time. That's why we developed our mobile app putting
all your alerts and open cases directly on your phone, so you can take

immediate action wherever you are.

Seamlessly integrated with your security environment, it empowers you
to respond quickly and effectively, ensuring your organization remains
protected 24/7.



We're Here To Help

We at IMPERUM are dedicated to providing
exceptional customer service and ensuring that
you are satisfied with our product. If you have
any questions, comments, or concerns, please
do not hesitate to contact us.

Request a Demo

Are you keen to explore how IMPERUM could enhance
your cybersecurity framework?

Simply click the button below and complete the form.
Our team of cybersecurity professionals will promptly get
in touch to initiate your transformation journey!

Request a Demo

Customer Support

For immediate assistance with our product or any
technical issues, please email our customer support
team:

support@imperum.io

Our customer service team is available 24/7 and typically responds
within 24 hours.

Sales Inquiries

Interested in purchasing IMPERUM or have questions
about pricing? Please reach out to our sales team:

sales@imperum.io

Office

Europe, HQ
Teleport Towers, Kingsfordweg
151, 1043 GR, Amsterdam, NL

USA, Office
8 The Green #12517, Dover, DE
19901

XN @)

For More
Information

@ www.imperum.io



http://www.imperum.io
https://twitter.com/imperum_io
https://www.imperum.io
mailto:sales%40imperum.io?subject=Sales%20Inquiries
https://www.linkedin.com/company/imperumio/
mailto:support%40imperum.io?subject=Customer%20Support

