
CYBER SECURITY
TRENDS INSIGHT
REPORT

20
22
Institutum de Excellentia



Starting Notes from 
Cyber Security Leaders02
Introduction01

Report Highlights04
Survey Insights05
2021 CyberSecurity Spending Trends06
Cybersecurity Operations (In/Out)
Sourcing Ratio07
Top 5 Cyber Threats Targeting
Organizations in 202108
Top 5 CyberSecurity Challenges
for The Year 202109
Top 5 Cyber Threats Prediction
Technologies Used by Organizations10
Top 5 Cyber Threats Preven�on 
Technologies Required by Organiza�ons11
Top 5 Cyber Threats Detection
Technologies Required by Organizations12
Top 5 Cyber Threats Response
Technologies Required by Organizations13
Number of Threat Intelligence
Sources Utilized by Organizations14
Top 5 Effective Security Controls
for the Year 202115
Security Awareness Trainings
Ratio for The Year 202116
Conclusion17

TA
BL

E 
O

F 
CO

N
TE

N
TS



INTRODUCTION
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Each year Trillium Informa�on Security 
Systems (TISS) publishes industry 
insight reports which focus on 
uncovering, discovering and 
understanding trends, insights and 
challenges faced by organiza�ons and 
cybersecurity leaders in Pakistan. Since 
Pakistan specific data is unavailable in 
security surveys conducted across the 
globe, our aim for the Trend Insights 
Report is to fill this gap. We hope that 
through this effort, the Pakistani 
cybersecurity industry, community, 
and cybersecurity leaders will benefit 
from meaningful local data and 
insights. TISS remains commi�ed to 
serving the cybersecurity community 
thus, through this effort which is now 
in its 4th year, we bring Pakistan 
specific data to the cybersecurity 
community to help provide 
cybersecurity teams and leaders with 
situa�onal awareness to plan and 
strategize be�er.

In this report, we have surveyed more 
than 100 Senior Cybersecurity Leaders 
in Pakistan, at 100 different small-large 
scale organiza�ons, that have between 
200 to 10,000 employees. Our focus 
was to gain insights into what 
challenges and threats they faced in 
year 2021 and using the Predict, 
Prevent, Detect, Respond Framework 
what technologies these organiza�ons 
require in order to build their 
cybersecurity programs and strategies. 
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STARTING NOTES FROM
CYBER SECURITY LEADERS
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Pakistan has the highest tele density 75% in the region and the cheapest rates for 
radio internet to have ever been offered, and due to this factor Pakistan has a large 
internet users’ base, an increasing digi�zed security apparatus as well as banking 
system, which depend on internet connec�vity. Pakistan has also incorporated laws 
to tackle threat emana�ng from cyber- a�acks, which do not seem to cover the 
threats in depth and wholeness. As threats evolve and come from varied foes and 
adversaries, we must con�nuously assess them and make necessary modifica�on 
and rec�fica�ons in our strategy.
Obviously, security surveys are important especially in Pakistan where such kind of 
centralized intelligence or industrial prac�ces data is not available; it will help 
organiza�ons and security leaders for analysis of current cyber a�ack pa�erns in 
emerging technologies, top cyber threats and controls which are using in cyber 
industry. These kinds of surveys enable us to keep up to date with industrial best 
prac�ces. 

TISS take excellent ini�a�ve in 2021 to launch Trend Insight Report reviewing cyber 
challenges faced by Cyber Security industry in Pakistan.

JAWAD KHALID MIRZA
CHIEF INFORMATION SECURITY OFFICER
ASKARI BANK LTD.
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PTCL Group is working with TISS since a decade now on various fronts i.e. Endpoint 
Protec�on Pla�orms, SIEM services and Penetra�on tes�ng. Working with TISS on 
different projects has given us good insight and knowledge to their capabili�es and 
skills. Trends Insight Report is an excellent opportunity provided by TISS to share 
the experience and challenges relevant to cybersecurity within Pakistan. No 
organiza�on, big or small, is immune from a devasta�ng effects of cyber a�ack as 
they have become more sophis�cated, illusive, and targeted than ever before. 
Today’s hyper-connected world creates more opportuni�es for cybercriminals, and 
every IT environment is a poten�al target: on-premise networks, cloud, mobile, and 
IoT devices. But forewarned is forearmed hence organiza�ons need to adopt 
proac�ve measures to stay ahead of cyber ac�vi�es, not merely detect and 
remediate them. Relying on remedia�on can have devasta�ng consequences to any 
organiza�on, as once the malware was able to penetrate an IT surrounding – in 
many occasions this means infec�on that will spread in seconds and will be merely 
impossible to get rid of. Organiza�ons today should assume that they will 
eventually be compromised at some point. Even if an organiza�on is equipped with 
the most comprehensive, state-of-the-art security products, the risk of being 
breached cannot be eliminated. Detec�ng and automa�cally blocking the a�ack at 
an early stage can prevent damage. To win the cyber security ba�le, companies 
need strong threat intelligence, threat preven�on technology, and a consolidated 
security architecture that protects all a�ack vectors.

SHUMAILA HAMEED
GM SECURITY OPERATIONS CENTER
PTCL

STARTING NOTES FROM
CYBER SECURITY LEADERS



This year’s survey results reveal 5 key points 

that we believe may be par�cularly important 

for organiza�ons to know:

1.  It’s worth no�ng that for most of the 

organiza�ons cyber security budget increased 

on average between 5% to 10%.

2.  The survey iden�fied that 39% of 

organiza�ons have in-house cyber-security 

opera�ons services. The percentage for 

out-sourced cybersecurity services was 

limited to 5% only.

3.  In 2021, phishing was responsible for 

more than 50% of reported security incidents. 

4.  49% of the survey par�cipants are dealing 

with social engineering and phishing a�ack 

tac�cs due to lack of security awareness 

trainings. 

5.     The most in-demand technologies in 2021 

were:

 • Cyber Threat Intelligence 

 • Security Informa�on and Event      

  Management (SIEM) 

 • Vulnerability Management Tools 

 • Database Ac�vity Monitoring (DAM) 

 • Endpoint Detec�on and Response     

  (EDR) 

REPORT
HIGHLIGHTS
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SURVEY
INSIGHTS

Disclaimer:
 
For ques�ons that use mul�ple select op�ons, the total number of answer choices selected for a 
ques�on is greater than the number of respondents that answered the ques�on. This has caused 
the total response percentages to exceed 100%.



KEY
TAKEAWAYS
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3%

DECREASED FROM  

5% to 10%
INCREASED FROM  

5% to 10%
INCREASED MORE THAN 

10%

36%41%

While there are several determining 

factors for this, we found the most 

common responses for the rise in 

security budget that includes:

CAN YOU DESCRIBE YEAR-TO-YEAR
SPENDING IN TERMS OF YOUR
INFORMATION SECURITY BUDGET?

• Stronger alignment between security leaders and the business

• Rising threats including an up�ck in ransomware

• Protec�ng innova�on and growth ini�a�ves

• Increased awareness of cybersecurity across an organiza�on

• Compliance and regulatory mandates
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Based on some of top security trends across the globe, 

these are some of the top services you should consider to 

out-source:

HOW ARE YOUR SECURITY
RESOURCES SOURCED?

KEY
TAKEAWAYS

1.  Security opera�ons

2.  Vulnerability Management

3.  Employee educa�on & training

39% of organiza�ons have
in-house security resources

5% of respondents have some 
por�on of cybersecurity
opera�ons out-sourced

3% of respondents have 
completely out-sourced
their security opera�ons 
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• Phishing is a huge threat and growing more widespread every year.

• The most well-known computer security threat, a computer virus grabs second  

 place in breaches.

• Ransomware a�acks remains constant threat for all sectors in year 2021.

WHAT WERE THE TOP 5
CYBER THREATS TARGETING YOUR
ORGANIZATION IN 2021? 

KEYTAKEAWAYS
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Lack
of Security
Awareness

49%

Lack of 
Security Budget

33%
Cyber Security 

Skill Gap

31%

Lack of 
Management Support

28%
Lack of 

Collabora�on 
b/w Depts.

20%

• Lack of security awareness poses a major threat to businesses, organiza�ons are  

 pu�ng their reputa�on and compe��ve advantage at risk by not addressing the  

 'human factor' in cyber security.

• Cybersecurity budgets have largely remained insufficient, even as instances of   

 cyber-a�acks con�nue to increase globally.

• Too many organiza�ons are stuck in a constant cycle of trying to fill cybersecurity  

 job vacancies. A be�er strategy is to start building and inves�ng in talent pipelines.

WHICH OF THE FOLLOWING
BARRIERS INHIBIT YOUR ORGANIZATION
FROM ADEQUATELY DEFENDING AGAINST
CYBER THREATS?

KEYTAKEAWAYS



05

Copyright © 2022 Trillium Informa�on Security Systems (Pvt) Ltd. All rights reserved.
10

• When it comes to detec�ng and mi�ga�ng threats, speed is crucial. Security 

programs must be able to detect threats quickly and efficiently so a�ackers don’t 

have enough �me to root around in sensi�ve data.

• Security assessment services are fundamental way to fight security threats. These 

assessments help to significantly reduce outside a�acks, as well as create awareness 

within the company so poten�al (if any) threats from inside the company are brought 

down to a minimum level of probability.

• A vulnerability assessment must be conducted regularly to check for any weakness 

within an applica�on, a system or a network that could be compromised or allow it 

to be accessible to an unauthorized third party. These assessments are never ending 

tasks, as every so�ware or system upgrade changes or adds certain code or features 

which weren’t a part of the equa�on during the scan performed previously.

WHAT DATA PREDICTION TECHNOLOGIES
ALREADY IN USE IN YOUR ORGANIZATION?  

KEY
TAKEAWAYS

Threat Intelligence

80%0 100%

100%

100%

100%

100%

Security Assessment

50%0

Vulnerability Assesment

42%0

ASM Technologies

14%0

Struggling for Single Predic�on Technology

14%0
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Next Genera�on 
Firewall

35%

Endpoint Security
Solu�on 

38%

DLP 

43%
SIEM 

79%

Patch Management 

36%

• With a Security Informa�on and Event Management (SIEM) solu�on, organiza�ons  

 get to integrate risk assessment services. SIEM tools make it possible for you to   

 analyze network behavior in different circumstances and factors based on security  

 sources for any condi�on.

• DLP facility helps you to iden�fy, monitor and protect data in storage as well as in  

 mo�on over the network. Enforcement of DLP technology enables monitoring of  

 the loca�on and usage of data as well.

• The Endpoint Security Solu�on you depend on should align with the priori�es that             

    ma�er most to you. The solu�on must ensure system up�me for users, find more  

 opportuni�es for automa�on, and simplify complex workflows.

WHAT ARE THE TOP 5 CYBER
THREAT PREVENTION TECHNOLOGIES
THAT YOU CURRENTLY NEED TO ADAPT
IN YOUR ORGANIZATION?

KEYTAKEAWAYS
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Cyber Threat 
Intelligence 

43%
SIEM

41%

Vulnerability 
Management

41%
Database Ac�vity 

Managemtemt

38%

Intrusion Detec�on 
System

31%

• Organiza�ons can use CTI technology to improve their cybersecurity and weaken  

 the probability and damage of future cybera�acks. The top three benefits of Cyber  

 Threat Intelligence are:

   o Cost effec�ve

   o Improves the efficiency of security team

   o In-Depth Cyber Threat Analysis

• A VAPT is a proac�ve approach to strengthening an organiza�on’s cyber defenses.  

 Organiza�ons  conduct VAPT periodically to ac�vely strengthen their security    

 posture.

• Organiza�ons consider Database Ac�vity Monitoring technology an important set  

 of their enterprise compliance and security management requirements.

WHAT ARE THE TOP 5 CYBER THREAT
DETECTION TECHNOLOGIES THAT YOU
CURRENTLY NEED TO ADAPT IN YOUR
ORGANIZATION?

KEYTAKEAWAYS
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Security Orchestra�on
Automa�on & Response 

45%

Malware Analysis 
Sandbox

38%

Intrusion Preven�on 
System

34%

Next Genera�on 
Firewall

47%

Endpoint Detec�on 
and Response 

53%

• To supplement endpoint security with increased detec�on, inves�ga�on, and    

 response capabili�es, organiza�ons require EDR solu�ons as their first line of    

 defense enabling comprehensive endpoint security management strategies.

• With new, sophis�cated threats being launched, tradi�onal firewalls are becoming  

 less and less capable of adequately protec�ng corporate networks.        

 Next-genera�on firewalls (NGFWs) are deep-packet inspec�on firewalls that move  

 beyond port/protocol inspec�on and blocking to add applica�on-level inspec�on,  

 intrusion preven�on, and bringing intelligence from outside the firewall.

• SOAR addresses several vital aspects that cybersecurity teams o�en cope with. The  

 skill shortage, poor response �me, and inability to properly assess every alert as it  

 arrives in real-�me underlines the necessity of SOAR. But while the overall ROI of  

 SOAR s�ll is debatable for some, the future is bound to revolve around SOAR.

WHAT ARE THE TOP 5 CYBER THREAT
RESPONSE TECHNOLOGIES THAT YOU
CURRENTLY NEED TO ADAPT IN YOUR
ORGANIZATION?

KEYTAKEAWAYS
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No one

27%0 100%

1 Threat Intelligence Source

0%0 100%

2-5 Threat Intelligence Sources 

37%0 100%

5 or More Threat  Intelligence Source

0%0 100%

Threat Intelligence has already become a key 

component of security opera�ons established by 

companies of varying sizes across all industries and 

geographies. Provided in human-readable and 

machine-readable formats, threat intelligence can 

support security teams with meaningful informa�on 

throughout the incident management cycle and inform 

strategic decision-making.

HOW MANY THREAT INTELLIGENCE
SOURCES DO YOU UTILIZE AS PART
OF YOUR THREAT DETECTION AND
RESPONSE PROGRAMS?

KEY
TAKEAWAYS
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Inventory & Control
of Hardware Assets

39%

Email & Web Browser 

47%

Vulnerabilty Management 

35%

Malware Defence 

36%

Maintainence Monitoring 
& Analysis of Audit logs

38%

• Web browsers and email clients are very 

common points of entry for a�ackers because 

of their direct interac�on with users inside an 

enterprise. Key points to remember while 

applying controls for email and web browser 

are:

 o Ensure Use of Only Fully Supported    

  Browsers and Email Clients

 o Use DNS Filtering Services

 o Maintain and Enforce Network-Based URL  

  Filters

 o Restrict Unnecessary or Unauthorized   

  Browser and Email Client Extensions

 o Implement DMARC

 o Block Unnecessary File Types

 o Deploy and Maintain Email Server     

  An�-Malware Protec�ons

WHICH TOP 5 SECURITY CONTROLS
ARE/WERE THE MOST EFFECTIVE FOR
YOUR ORGANIZATION IN YEAR 2021?

KEYTAKEAWAYS • Addi�onal systems that connect to 

the enterprise’s network (e.g., 

demonstra�on systems, temporary test 

systems, guest networks) should also 

be managed carefully and/or isolated in 

order to prevent adversarial access 

from affec�ng the security of 

enterprise opera�ons.

• Because IT environments generate so 

many events, you need log 

management to ensure you capture 

valuable informa�on and can analyze it 

quickly. All so�ware and hardware 

assets, including firewalls, proxies, 

VPNs and remote access systems, 

should be configured to retain valuable 

data.
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Yes, According
to Job Role
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Occasionally
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• Most of the enterprise level 

organiza�ons consider regular 

security awareness trainings and 

cybercrime protec�on programs in 

order to learn how to protect 

themselves from emerging 

cybercrime threats. For them, regular 

security awareness trainings helps to 

keep security always in the mind of 

the users.

DOES YOUR ORGANIZATION
PROVIDE EMPLOYEE TRAINING
TO RAISE IS AWARENESS?

KEYTAKEAWAYS
• 26% of respondents consider 

occasional sessions are enough for 

them however, training for new hires  is 

essen�al.

• A small number of respondents 

believe that trainings are needed when 

employees are not performing up to a 

certain standard or at an expected level 

of performance.



Report Compiled & Prepared By 
Anam Zahra _Marke�ng Intelligence & Training Lead

CONCLUSION
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Trillium Informa�on Security 
Systems would like to thank 
all the organiza�ons and 
individuals who par�cipated 
in the survey for the year 
2021. Thank you, readers, for 
spending �me here with us 
yet again. We hope that the 
informa�on contained in 
these pages has been of 
assistance to you and that 
you found it both informa�ve 
and easy to understand. As 
we men�oned at different 
points in this year’s report, it 
is not always easy to see 
what is coming at us around 
the next bend.  We 
encourage you, our readers, 
to reach out to us with your 
ques�ons, comments and 
thoughts. Stay safe, and be 
security smart!


