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In today's digital age, cybersecurity is paramount for organizations across all 
sectors. With evolving technologies and sophisticated cyber threats, 
mitigation of vulnerabilities is crucial. Penetration Testing provides valuable 
insights into security tools and configurations, ensuring compliance with 
industry standards.

In 2023, Trillium Information Security Systems (TISS) conducted penetration 
testing across various sectors, including banking, pharmaceuticals, 
telecom, and more. It covered a wide range of assets, including web 
applications, mobile apps, networks, databases, servers, and AWS cloud 
instances. TISS identified more than 2,000 vulnerabilities, categorized by 
severity levels, highlighting critical, high, medium, and low risks.

This report offers a comprehensive analysis of vulnerabilities across all 
sectors, shedding light on the cybersecurity landscapes. By detailing the 
count of assets tested and vulnerabilities identified, it provides insights into 
the most pressing cybersecurity challenges. These findings aim to help 
organizations understand their risks and develop targeted strategies to 
enhance their security posture.

By addressing vulnerabilities and implementing appropriate measures, 
organizations can safeguard their data, systems, and customers from cyber 
threats. This report serves as a valuable resource for organizations looking 
to strengthen their cybersecurity defenses.

Introduction
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The dataset used in the analysis included several engagements focused on testing multiple
organizations’ information systems and networks. These engagements spanned across various 
industries, such as banking, real estate, education, and telecommunications to name a few. The 
government sector stood out with the highest number of assessments, representing roughly 
34.6% of the total engagements, followed closely by the banking sector accounting for 30.6% of 
the total engagements. However, the importance of security assessment isn't lost on other 
sectors, though. For instance, sectors such as software, government, and telecommunications, 
are also actively adopting testing approaches to enhance their cybersecurity measures, 
demonstrating a growing commitment to their organization's cybersecurity. This trend is 
evident by their notable presence in the data of the total demographic.

In total, TISS employees carried out and evaluated engagements involving 155 web 
applications, 40 mobile apps, 35 APIs, 161 networks, 42 databases, 411 servers, 3 AWS Cloud 
instances, and 114 VMs. These engagements identified 277 external vulnerabilities and 677 
internal vulnerabilities across various sectors.

Engagement Demographic
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0.3%

Web Apps
16.1%

Mobile Apps
4.2%

API
3.6%

Networks

16.8%

Databases
4.3%

Servers

42.8%

AWS Cloud
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Engagement Scope

Total Engagements

In each penetration testing engagement, a crucial step is defining the scope, which involves 
identifying accessible networks, applications, databases, physical security controls, and 
other assets for the penetration tester to target. The predetermined scope outlines what will 
be assessed in each engagement. Servers, web applications, networks, and VMs were the 
most frequently tested items, accounting for about 87% of all engagements. API and AWS 
Cloud testing had the least engagement, each comprising only 5% and 0.4% of the total 
engagements conducted, respectively.



4

Our penetration testing included thorough assessments of both external and internal 
vulnerabilities in corporate information systems. External testers functioned as threat 
actors with internet access but lacked pre-existing privileges on the target system, 
allowing for a comprehensive evaluation from an external viewpoint. Their objective was to 
breach the network perimeter and gain access to resources on the local network. Internal 
penetration testers focused on a segment of the local network, aiming to gain control over 
the system infrastructure or critical resources as predetermined by the client.

By simulating realistic conditions, such testing provides an accurate assessment of the 
overall security posture. Most engagements, whether internal or external assessments, 
revealed at least one vulnerability exposed to potential attackers. Approximately 70.93% of 
vulnerabilities were identified in the internal scope, with the remainder in the external 
scope.

In external engagements, our testers often achieved internal access relatively easily, 
accomplishing this almost every time. While not every engagement aims for domain or 
enterprise administrative access, all internal assessments typically seek to prove access to 
sensitive data, a goal we often achieved. These statistics highlight the need for organizations to 
prioritize cybersecurity as a fundamental aspect of their management strategy. Without such 
prioritization, businesses risk operational, financial, and reputational damage due to potential 
breaches of confidentiality, integrity, and availability of information, products, and services. It is 
essential for organizations to position security at the heart of their culture to mitigate the threat 
of operational, financial, and reputational damage.

Vulnerabilities Identified

Internal
Vulnerabilities

70.93%

External
Vulnerabilities

29.07%
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Vulnerabilities in the Banking Sector

The banking sector plays a pivotal role in the economy, managing financial transactions and 
storing sensitive customer information. This sector is a prime target for cyber-attacks due to 
the potential for financial gain and access to valuable data. As such, it is imperative for banks to 
have robust cybersecurity measures in place to protect against threats. 

Our testers found 4.66% critical vulnerabilities, along with 17.1% high, 33.68% medium, and 
44.56% low vulnerabilities. These vulnerabilities ranged from issues with access control to 
vulnerabilities allowing for the uploading of files that could lead to remote code execution.

Specifically, in the web applications of these banks, vulnerabilities such as SQL injection, 
Insecure Direct Object References (IDOR), stored cross-site scripting (XSS), and disclosure of 
technology information were discovered. The mobile applications exhibited vulnerabilities, 
including broken authentication that could lead to account takeover, insecure handling of 
tokens, and methods to bypass jailbreak detection. Additionally, APIs were found to have 
vulnerabilities such as business logic vulnerabilities, disclosure of error messages, and 
insecure enforcement of authorization. The most frequent vulnerability found in the banking 
sector was ‘Technology Information Disclosure.’

Critical

4.66%

High

17.10% Low

44.56%

Medium

33.68%

Our analysis identifies sector-specific vulnerabilities, ensuring cybersecurity measures align 
effectively with each industry's distinct characteristics. This approach allows for targeted 
cybersecurity plans, enhancing overall security posture.

Sector-wise Vulnerabilities
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Most Prevalent Vulnerabilities -
banking sector

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60 65 70

Broken Access Control 50%

Broken Authentication Led
To Account Takeover 20%

OTP Bypass Through
Brute-Force Attack 10%

File Upload to RCE 10%
Account Takeover Through

Removing Current Password
Field from POST Request 

10%

Root Detection Bypass 21%

Clear Text Submission
of Sensitive Info 27%

SSL Pinning Bypass 21%

SQL Injection 6%

File Upload 3%

Vulnerable And
Outdated Component 14%

No Brute Force Protection 9%

Weak Cryptographic
Algorithms 8%

Technology Information
Disclosure 19%

Cookies Without Secure
Flags Set 12%

Vulnerable To Clickjacking 8%

Critical

high

medium

low

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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The pharmaceutical sector plays a critical role in researching, developing, and producing 
medications to treat and prevent diseases, contributing significantly to improving and saving 
lives globally. However, the pharmaceutical industry is increasingly vulnerable to cyber threats 
due to the sensitive nature of its research data, intellectual property, and patient information. 
Cybercriminals often target pharmaceutical companies to steal valuable research data, disrupt 
operations, or even tamper with drug development processes.

Our assessment revealed vulnerabilities across different parts of the digital infrastructure of the 
pharmaceutical sector. While no critical vulnerabilities were detected, we identified 18.88% 
high-risk vulnerabilities, 63.64% medium-risk vulnerabilities, and 18.88% low-risk vulnerabilities. 
These vulnerabilities include issues such as SQL injection, authentication brute force, 
WordPress XML-RPC interface server-side request forgery, and missing security headers.

The absence of critical vulnerabilities was a positive finding, indicating a baseline level of 
security. However, the presence of high and medium vulnerabilities highlights the need for 
improved security measures. These included risks like SQL injection and weak authentication 
methods, as well as missing security headers and outdated TLS protocols. Low-risk 
vulnerabilities like clickjacking and WordPress username disclosure were also discovered.

Vulnerabilities in the
Pharmaceutical Sector

High

Medium

63.64%
Low

18.88%

18.88%
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Most Prevalent Vulnerabilities - 
pharmaceutical sector

65 70

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60

SQL Injection 25%

No Root Detection 25%

No SSL Pinning
was Implemented

25%

Server-Side
Request Forgery (SSRF) 7%

Vulnerable and
Outdated Components 21%

Insecure Data Storage 7%

Missing HTTP Security Headers 33%

TLS 1.1 Weak Protocol Detected 33%

Technology
Information Disclosure 17%

High

Medium

low
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*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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Telecom service providers construct, oversee, and maintain intricate network infrastructures 
for voice and data transmission. They manage vast amounts of sensitive information, rendering 
them prime targets for cyber-attacks. After conducting comprehensive tests on major national 
Telecom industries, we identified common patterns and the most prevalent vulnerabilities 
observed over the year.

While no critical vulnerabilities were found in the telecom sector, high vulnerabilities were 
identified in 20% areas, medium vulnerabilities in another 20% areas, and low vulnerabilities in 
the remaining 60% areas. These vulnerabilities encompass a range of issues, such as 
technology information disclosure, autocomplete enabled, forgot password CAPTCHA bypass, 
missing HTTP security headers, and detected deprecated TLS versions. After our teams 
conducted comprehensive tests, we identified common patterns and the most prevalent 
vulnerabilities observed over the year, which include Missing HTTP Security Headers, Root 
Detection Bypass, and Weak Cryptography Algorithms.

Vulnerabilities in the
Telecom Sector

Low

60%

High

Medium

20%

20%
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Most Prevalent Vulnerabilities -
telecom sector

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60 65 70

Root Detection Bypass 50%

SSL Pinning Bypass 38%

OTP Bypass Via
Response Manipulation 12%

Weak Cryptographic Algorithm 27%

Technology Information Disclosure 20%

No Code Obfuscation 13%

Missing HTTP Security Headers 21%

TLS Version Deprecated 25%

Information Disclosure 8%

high

medium

low

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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The education sector plays a vital role in society, overseeing a wide range of sensitive 
information about students, faculty, and administrative operations. This sector faces increasing 
cybersecurity challenges, given the digital transformation in education. Educational institutions 
are often targeted by cybercriminals seeking to access valuable data or disrupt operations.

Through our analysis of the education sector, we have identified no critical vulnerabilities, 14% 
high vulnerabilities, 43% medium vulnerabilities, and 43% low vulnerabilities. These 
vulnerabilities included source code and sensitive information disclosure through an exposed 
git directory, stored cross-site scripting, reflected cross-site scripting, vulnerable and outdated 
components, HTML injection, secure and HTTP Only flags not set, missing security headers, 
weak encoding scheme, cross-site request forgery (CSRF), file upload, and personal 
identifiable information (PII) disclosure.

The education sector assessment identified critical vulnerabilities that need immediate 
attention, including default usernames and passwords, weak encryption for sensitive data, and 
inadequate password policies. These issues could lead to unauthorized access and 
compromise system integrity. Additionally, outdated software versions and weak key exchange 
algorithms in SSH servers were found, posing security risks.

Vulnerabilities in the
Education Sector

High

14%

Low

43%
Medium

43%
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Most Prevalent Vulnerabilities - 
education sector

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60 65 70

Stored Cross Site Scripting 67%

Default Username
And Passwords 33%

Reflected Cross Site Scripting 33%

Vulnerable And
Outdated Components 33%

Personal Identifiable
Information (PII) Disclosure 33%

Missing HTTP Security Headers 33%

Weak Encryption Sensitive Data 17%

SSH Server CBC Mode
Ciphers Enabled 17%

high

medium

low

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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In software companies, vulnerabilities were identified across web applications, mobile apps, 
and APIs. Critical vulnerabilities were not found, but high vulnerabilities were identified in 15.4% 
areas, medium vulnerabilities in 35.4% areas, and low vulnerabilities in 49.2% areas. These 
vulnerabilities include privilege escalation to admin user, access control issue on session 
cookie, vulnerable and outdated versions, and smart contract vulnerabilities.

Beyond the critical, high, medium, and low vulnerabilities already mentioned, additional issues 
were discovered. These included vulnerabilities related to weak encoding schemes, which 
could expose sensitive data to unauthorized access. Furthermore, certain applications were 
found to lack proper security headers, leaving them more susceptible to attacks like cross-site 
scripting (XSS) and clickjacking. In some cases, the absence of secure and HTTP-only flags on 
cookies was noted, increasing the risk of session hijacking and other related attacks.

Furthermore, the assessment identified vulnerabilities in file upload mechanisms, which could 
enable malicious actors to upload and execute arbitrary files on the system. Additionally, 
instances of personal identifiable information (PII) disclosure were discovered, indicating 
weaknesses in data protection practices.

Vulnerabilities in the
Software Companies

High

15.4%

Medium

35.4%

Low

49.2%
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Most Prevalent Vulnerabilities - 
software companies

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75

No Root Detection Bypass 30%

GET Request Transmitting
Sensitive Information 20%

SSL Pinning Bypass
CWE-295 20%

Access Control Issue
On Session Cookie 10%

Privilege Escalation
to Admin User 10%

Vulnerable And
Outdated Component 12%

Hardcoded Secret 9%

No Code Obfuscation 9%

Information Disclosure 13%

Cookie Without Secure Flag 6%

CORS Misconfiguration
CWE-942 6%

high

medium

low

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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As central authority, government entities collect and store vast amounts of sensitive 
information, making them attractive targets for cybercriminals and anti-state-sponsored actors. 
Government systems are often interconnected, creating a broad attack surface that can be 
exploited. Moreover, the political nature of government operations can make them targets for 
cyberattacks seeking to disrupt operations or steal sensitive information for political gain. The 
importance of securing government systems against cyber threats cannot be overstated, as a 
breach can have far-reaching consequences on national security, economic stability, and 
public trust.

In the government sector, critical vulnerabilities, such as default credentials and SQL injection, 
were identified, which could potentially allow malicious actors to gain unauthorized access to 
sensitive government systems. High and medium vulnerabilities, including response 
manipulation and file upload restrictions bypass, were also discovered, highlighting the need 
for improved security measures within government agencies.

In the world of cybersecurity, the numbers paint a vivid picture: a comprehensive audit of the 
government sector revealed 6.4% critical, 16.1% high, 33.5% medium, and 44% low 
vulnerabilities across a range of applications and systems, including web and mobile apps, 
APIs, networks, databases, and servers. 

Vulnerabilities in the
Government Sector

Low

44%

Medium

33.5%

High

16.1%

Critical

6.4%
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Most Prevalent Vulnerabilities -
governemnt sector

Percentage (%)
5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80

SMS Servers API Exposed 8%

Mongo DB Login
Without Authentication 8%

Microsoft RDP RCE
(CVE-2019-0708) (Blue Keep) 8%

Remote Code Execution:
CVE-2017-1000486 8%

Unrestricted Upload of File
with a Dangerous Type 8%

No Root Detection 22%

SSL Pinning Bypass 13%

Jailbreak Detection
Not Implemented 13%

SQL Injection 6%

Stored Cross Site
Scripting (XSS) 6%

Cookie Without Essential Flags 12%

Cross Site Scripting Reflected 6%

Secure Flag Not Set 3%

Technology
Information Disclosure 15%

Missing HTTP
Security Headers 5%

No Code Obfuscation 5%

Critical

high

medium

low

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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The real estate sector facilitates the buying, selling, and renting of property. It is increasingly 
susceptible to cyber threats due to its reliance on digital technologies. Real estate transactions 
involve the exchange of sensitive financial and personal information, making them attractive 
targets for cybercriminals. Not only that, but the sector's use of Internet of Things (IoT) devices 
in smart buildings and property management systems increases the potential attack surface.

The vulnerability assessment identified 60% high-risk vulnerabilities and 40% medium-risk 
vulnerabilities across the real estate sector. These vulnerabilities range from root detection 
bypasses and SSL pinning bypasses to insecure storage, insecure pasteboard, information 
disclosure, and exposure of sensitive data during app backgrounding.

Vulnerabilities in the
Real Estate Sector

High

60%

Medium

40%



Among the vulnerabilities discovered, the most prevalent ones were root detection and 
SSL pinning bypasses that could lead to unauthorized access and data breaches. 
Additionally, insecure storage and pasteboard usage highlighted the sector's need for 
improved data protection. Other significant vulnerabilities included information disclosure 
and sensitive data exposure during app backgrounding.
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Most Prevalent Vulnerabilities - 
real estate sector

Percentage (%)

5 10 15 20 25 30 35

Root Detection Bypass 33%

SSL Pinning Bypass 33%

IDOR Lead To
Account Takeover

34%

Weak
Cryptography Algorithms 30%

Sensitive Data During
App Backgrounding 25%

Information Disclosure
or No Code Obfuscation 25%

high

medium

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.



The industrial sector is key to economic growth and infrastructure development, providing 
essential goods and services that drive economies worldwide. Cyberattacks targeting the 
industrial sector can result in significant disruptions to operations, leading to production delays, 
financial losses, and potentially compromising safety and environmental integrity. The reliance 
on legacy systems and the lack of cybersecurity awareness in some industrial organizations 
further exacerbate these risks.

In the industrial sector, vulnerabilities were identified in both private and industrial companies, 
revealing a total of 16.9% high, 48.2% medium, and 34.9% low vulnerabilities. These 
vulnerabilities encompassed a range of issues, including file path manipulation, insecure direct 
object reference (IDOR), vulnerable web applications susceptible to clickjacking, session 
cookies without secure flags set, and browsable web directories. Additionally, vulnerabilities 
were found in workstations, such as SMB signing not being required, support for SSL 
medium-strength cipher suites (SWEET32), and deprecated TLS versions 1.0 and 1.1 protocols.

Vulnerabilities in the
Industrial Sector

Medium

48.2%

High

16.9%

Low

34.9%
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Most Prevalent Vulnerabilities -
industrial sector

Percentage (%)

Microsoft Smbv1
Multiple Vulnerabilities 14%

VMware ESX/ESXI
Unsupported Version Detection 14%

Cross Site Scripting
Reflected (XSS) (Authenticated)

7%

SSL Version 2 and 3
Protocol Detection 

7%

Open SSL Heart Bleed
Information Disclosure

7%

Weak Cryptography Algorithms 7%

No Code Obfuscation 5%

Information Disclosure 5%

SSL Medium Strength Cipher
Suites Supported (SWEET32) 7%

Technology
Information Disclosure 7%

SSL Certificate Signed
Using Weak Hashing Algorithm 3%

high

medium

low

10 20 30 40 50 60 70 80 90

*Disclaimer: The graph displays the top 5 critical & high vulnerabilities, and top 3 medium & low vulnerabilities, or fewer if less were identified.
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Through this report, we have provided a comprehensive overview of the cybersecurity 
landscape in Pakistan, as revealed through the 2023 penetration testing activities conducted 
by our organization. Our findings highlight opportunities for improvement across various 
sectors, including banking, pharmaceuticals, education, and government. Each sector has the 
potential to enhance its security posture and mitigate cyber threats.

We identified significant vulnerabilities, such as outdated components and insecure storage 
practices, across multiple sectors. Addressing these challenges requires a multifaceted 
approach that includes regular security updates, secure coding practices, and comprehensive 
employee training. By prioritizing cybersecurity and integrating it into their business strategies, 
organizations can better protect their data, systems, and customers.

Implementing robust security measures and conducting regular assessments can significantly 
enhance the protection of sensitive information and customer data. For example, addressing 
vulnerabilities like weak hashing algorithms, improper authentication, and insufficient 
brute-force protection enables organizations to navigate the diverse range of cybersecurity 
threats they face regularly.

This report sheds light on common vulnerability patterns and the critical role of penetration 
testing in identifying and mitigating them. It emphasizes the importance of maintaining secure 
configurations and accurate asset inventories. Regular security assessments are vital in 
reducing the risk of cyber-attacks and by embracing a proactive cybersecurity approach, 
organizations can improve their security posture and minimize the risk of successful 
cyber-attacks.

Trillium Information Security Systems (TISS) is dedicated to sharing this data and information to 
support app developers, security teams, and organizations. By equipping them with the 
insights from our findings, we aim to empower them to build more secure applications and 
systems, fostering a safer digital environment for everyone.

Conclusion

Technology Information
Disclosure

Occurrences: 39
Sectors Affected: Banking,
Pharmaceutical, Telecommunication,
Government, Industrial, Financial

Vulnerable and Outdated
Components

Occurrences: 22
Sectors Affected: Banking,
Pharmaceutical, Defense,
Telecommunication, Education,
Industrial, Financial

SSL Pinning Bypassed

Occurrences: 12
Sectors Affected: Banking,
Real Estate, Government

Cookies without Essential
Flags

Occurrences: 18
Sectors Affected:
Banking, Government


