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 (
At the end of the course, the students have firm understanding on basic terminology and
 
concepts related to network and system level security, basics of computers and networking
 
including Internet Protocol, routing, Domain Name Service, and network devices. They are
 
also exposed to basic cryptography, security management, and network security techniques.
 
They also look at policies as a tool to effectively change an organization's culture towards a
 
better secure environment. In the end, the students put it all together in the form of a case
 
study
 
for
 
designing
 
and auditing
 
a
 
security
 
system
 
at conceptual level.
)Course Description
Course Objectives
 (
This introductory course is aimed at giving basic understanding about system security. This
 
entry-level course covers a broad spectrum of security topics and is based on real-life
 
examples to create system security interest in the students. A balanced mix of technical and
 
managerial issues makes this course appealing to attendees who need to understand the
 
salient
 
facets of information security
 
basics and the
 
basics of
 
risk management.
)
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)TEXT BOOKS:
SYLLABUS:

	Week
	Topics

	1
	Introduction to Information Assurance Information Security Principles

	2
	Standards of Information Assurance

	3
	Terms, Concepts and Tradeoffs Related to Information Security

	4
	Introduction to Cyber Security Cyber Security Threats and Measures

	5
	Cyber Security SOPs and Policies

	6
	Introduction to Cryptography

	7
	Symmetric Cryptography

	8
	Midterm Exam

	9
	Asymmetric Cryptography

	10
	Secure Identity, Authentication and Signature Techniques

	11
	Understanding Basic Network Concepts

	12
	Typical Network Attacks and Threats from the Internet

	13
	Passive Measures to Ward off Network Attacks

	14
	Active Measures to Safeguard an Enterprise Network

	15
	Case Study for Designing and Auditing a Security System


COURSE LEARNING OUTCOMES (CLOs):

	CLO
	Description
	Domain
	BT
Level*

	1
	Describe basic principle of information security
	C
	3

	2
	Explain the cryptography and its techniques
	C
	3

	3
	Analyze Different types of threats that could occur and
provide safeguard measure
	C
	3

	4
	Design a basic security system
	C
	3

	*BT=Bloom’s Taxonomy, C=Cognitive domain, P=Psychomotor domain, A=Affective domain



