"Cambia tu direccion,
asegura tu conexion”
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Conexion Directa = Exposicion

»






Direcciones

IP

Una direccion IP
(Protocolo de
Internet) es un

identificador

NUMEérico Unico

asignado a cada

dispositivo conectado

a una red informatica.

MAL

Una direccion MAC
(Media Access
Control) es un

identificad

asignado a

or Unico
a interfaz

de red de un
dispositivo.
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cComo las
cambio?

VPN MACChanger




VPN

Una red virtual privada es una tecnologia que actua como intermediario vy
permite establecer una conexion segura y cifrada entre dos puntos a través de
una red publica, como Internet. La principal finalidad de una VPN es
proporcionar privacidad y seguridad a los usuarios al cifrar los datos
transmitidos entre su dispositivo y el servidor al que se conectan.
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Servidor VPN
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Servidor VPN

hola.com



cPara que
sirve?




Privacidad y Anommato

2.2.2.7 103.109.244.8

103.109.244.8/hola.com




Encripta tu
conexion
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Mejor seguridad al
estar conectado a
redes publicas

Evita que te
geolocalicen

Mejora la velocidad
de descarga de
Torrents



Geo-Desbloqueo




Geo-Desbloqueo
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Geo-Precios

100 EURO




Extra

Tambien
bloquea a
nuestro ISP

El uso de una VPN puede dificultar que el ISP
detecte y aplique estas restricciones, ya que todo
tu trafico se cifra y parece similar.

Tu ISP no puede ver qué sitios web estas
visitando ni acceder a detalles especificos de tus
actividades en linea.

Solo veran que te estas conectando al servidor
VPN y no podran ver tu direccion IP real.



MACChanger

Es una herramienta que permite cambiar la direccion MAC de una interfaz de
red en sistemas operativos. Existen varias opciones dependiendo del sistema
operativo.

GNU
Technitium MACChanger BusyBox WifiSpoof




Technitium Windows
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File Action Options

Metwark Connections hanged | MAC Address Lirk Status Speed
D Conexion de area local® 11 ' EZ-C2-64-50-E6-B4 Criown, Mon Operational
1 Ethemet [depurador de kermel) '- 00-00-00-00-00-00 Crown, Mon Operational

Ethernet 2 " D8-43-AE-0F-70-9C Up, Operational
I-Fi E0-C2-64-50-ER-B4 Driown, Mon Operational

| nfarmation | P .-'l'-.|:||:|rE:5::E:. F're:s:et:z:.
Connection Detailz
Connection Ethemet 2 Orniginal MAC Address
Device [ntel[R] Ethermet Contraller [3] 12254 Da-43-2E-0F-70-30C
Hardware ID PCIWVEN_G0BE4DEY_15F3RSLIBSYS_ 709114 o nown vendar
Config ID {51C94106-1643-4F34-BAD4-B3390F3FEBF1}  Active MAC Address

C8-4.3-AE -0F-F0-9C [Original)
TCP/IPv4: Enabled TCP/IPv¥6: Enabled Uk riown Yendor

Change MALC Addreszs
Handom MAC &ddress

v Autamatically restart netwoark. connection to apply changes

v Make new MAC address persistent IF“ = ;|
1ECEIYEI
| Usze '02" az firzt octet of MAC address Y -Speed

| | Sent

-Speed




Un| Technitium MAC Address Cha nger vb - by Shreyas Zare
File Action Options Help

[ ebwiark, Connections Changed | MALC Address Link. Status
I 1 Conexidn de &rea local® 11 Mo EZ-C2-64-50-ER-B4 Crown, Mon Operational
I 1 Ethernet [depurador de kemel) Mo 00-00-00-00-00-00 Lo, Mon Operational
Ethernet 2 Mo DE8-45-AE -0F-F0-9C Up, Operational
1 wi-Fi Mo EO-CZ-64-50-E6-B4 Crowrn, Mon Operational

Infarmatian l Is a'-“-.l:ldreaﬂl F're&etﬁl
Connection Details

Connection Ethernet 2 Onginal MAC Address
Device IntelF] Ethemet Controller [3) | 225 DE-43-4E-0F-70-3C

Hardware ID PCINVEN_B0BGDEY_15F3SLBSYS 7091145, 1o vendor

Config ID {31C94106-1643-4F94-BAD4-E3390F3FEREF1}  Active MALC Address
[3-43-4E -0F-70-9C [Original]
TCP/IPv¥4: Enabled TCP/IP¥6: Enabled Unknown Yendar
Change MaLC &ddress

S Random MAC Address |

| -

[C4-48-10] D-Link, Intermational [&ddrezz; 1 [Intermal Buziness F'ar_
[18-62-2C] Sagemcom Broadband 545 [&ddrezs: 280 route de [T I A
[FC-03-008] Sagemcom Broadband 545 [Address; 280 route de [ Received 9613 ME (100796555 bytes)

E8-F1-B0] Sagemcom Broadband 545 [&ddress; 250 route de [
00-F3-711 DGS Denmark A45 [Address: Kongebakken 9. Smd n ~opeed J.78 KB/s (10013 bytes)

: Sent 138,24 MB [1445355003 bytez)
[O8-R4-34] Texas Instruments [Address; 12500 T1 Boulevard, kM5
[7C-2E-E 4] Texas Instruments [Address: 12500 T1 Boulevard, M5 ~opeed 177,02 KB/s (151263 butes)

=1l e Ett 52 | 1 m=la S [ |] | H e ard kS




Lin,

File Action Options Help

Mebwork, Connections Charnged | MAC Address Link, Status
|1 Conexion de area local® 11 Mo EZ-C2-64-50-ER-B4 Crowyr, Mon Operational
I 1 Ethernet [depurador de kernel] Mo 00-00-00-00-00-00 Lrown, Mon D perational
Ethernet 2 0o-F3-7A1-01-B2-Ck MALC Addrezs Changed
1 wii-Fi Mo EO-CZ2-64-50-E6-B4 Crowyr, Mon Operational

Infarmatian l IP .&ddrezal Presets |
Caonnechion Details MALC Address Changed Successfully

Connection Ethermet 2
Device [ntellR] Ethel
Hardware ID FCINWEM B -

Config ID {31C941CE-1 5
anged|

TCP/IPv¥4: Enabled Aceptar ddrezz: F.ongebaklken 3, 5m

':0:' MAC Address was changed successfully,

Change MAL Addrezs |
- - - Handom MaAL Address 1

w

W Automatically restart network, connection ta apply changes ML

v Mak MAC add istent =
KE NE ACHIESE: pErEEten Received 1,23 ME [128699E bytes]

| Usze '02" as first octet of MAC address Wy ~Speed 9155 KB/:z (93745 butes)
Sent 1.4 MB [1470794 bytesz]
~Speed 163,37 EB/s [167300 bytesz)

Reztore Onginal
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File Action Options Help

Mebwork, Connections Changed | MAC Address Link, Status
I ] Conexion de area local 11 Mo EZ-C2-64-R0-ER-E4 Crown, Mon Qperational
I 1 Ethermet [depurador de kemel] Mo 0o-00-00-00-00-00 Cron, Maon Operational
Ethernet 2 0o0-F3-7A1-01-B2-Ch Up, Mon Operational
1 wiFi Mo EO0-C2-64-50-ER-E4 Cron, Maon Operational

Infarmatian l P .ﬁ.ddregzl F're&etﬁl
Connection Details

Connechtion Ethemmet 2 Onginal MAC Address
Device IntellR) Ethemet Contraller [3] 12255 DE-43-4E-0F-70-3C

Hardware ID PCIWEN_S0865DEY_15F3tSUBSYS_7Dg1145, - oown vendor

Config ID {81C941C6-1643-4F94-BAD4-B2200F3FEEF1}  Active MAC Address
00-F&-71-01-B2-CE [Changed)

TCP/IPv4: Enabled TCP/IPvb: Enabled DG5S Denmark A5 [Address: K.ongebakken 9, Sm

Change MALC Address
- - - Handom MaAC Address

W Automatically restart network, connection ta apply changes

v hak MAC add istent TR T Ty o
AKe New MAL address persisien Received 2,84 MB [2974349 bytes)

| Uze '02' az first octet of MAC addrezs  Why? Gpeed 275 KBS (2813 bytes)
Sent 3.9 MB [355453553 bytesz]
~Speed 182,03 KB/s (186393 bytes)

Restore dnginal




Lin

File Action Options Help

Metwaork, Connections

Changed

AL Address

Link Status

I 1 Conexién de &rea local® 11

M

I ] Ethernet [depurador de kemel] Mo

Ethernet 2
1wi-Fi

Mo
Mo

E2-CZ2-B4-50-EB-E4
UC-00-00-00-00-o0

Da-43-AE-0F-70-3C
EO0-C2-B64-50-EE-E4

Wi,
Crowwr, Mon Operational
MAL Address Restored
Crown, Mon Operational

Informatian l IF .-'-“u:ldregzl F're&et&]
Connection Detal: —— MAC Address Restored Successfully

Connection Etherni

Device |ntellR]
Hardware 1D PCINE
Config ID {31C34

TCP/IPv¥4: Enable

'0' MAC Address was restored to original successfully.

Aceptar

Change MaAL &ddress

Handorm MaALC &ddress 1 |

w

W Autornatically restart netwark, connection ta apply changes
W Make new MAC address persistent

| Uze'02" as first octet of MAC address  why?

Recernved 0O byte [0 bytes]
~Speed [0 B/z [0 byptes]
Sent 0 bte [ byptes]
~Speed 0Bz [0 bptes]




GNU MACChanger

¢ Funciona a traves de la terminal de Linux

e |Installed size: 637 KB

e sudo apt install macchanger




:~ft macchanger -h

GNU MAC Changer

Usage: macchanger |[options] device

_h,

--help
--version
--show
--ending
--another

--permanent

--random
--list[=keyword]

--b1a

- —mac=> 2 200z 200 20 XX 2 XX
——mac 0000 00 00 0 XX

MAUC Address

00-OF-66: DO-69-13

Vendor CodefOUl : Serial Number

2 bytes 2 bytes

(24 bits) : (24 bits)

Print this help
Print version and exit

Print the MAC address and exit

Don't change the vendor bytes

Set random vendor MAC of the same kind
set random vendor MAC of any kind

Reset to original, permanent hardware MAC
set fully random MAC

Print known wvendors

Pretend to be a burned-in-address

Set the MAC 000030000 : 0 : XX

Report bugs to https://github.com/alobbs/macchanger/issues



Ver la MAC actual:
macchanger -s eth0

Cambiar la MAC:
sudo macchanger -m 00:11:22:33:44:55 eth0

Cambiar aleatoriamente la MAC:

sudo macchanger -r eth0

Restaurar MAC original:

sudo macchanger -p eth0




iTen cuidado!



cQue he de tener en cuenta?

1.Secuencia adecuada:

o Cambia la direccion MAC antes de conectarte a la VPN. Algunas VPNs
pueden asociar la direccion MAC de tu dispositivo cuando te conectas
por primera vez.

2.Desactiva la interfaz antes de cambiar la direccion MAC:
o Esto evitara problemas con la conexion mientras se realiza el cambio.
3.Selecciona la interfaz correcta:

o Especifica la interfaz de red correcta al usar macchanger. Asegurate de
cambiar la direccion MAC de la interfaz que estas utilizando para la
conexiona Internet.
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“Es mas sabio construir muros antes que

ir ruinas”

reconstru




