Léo DI BATTISTA 2024/2025

PROS5 : MISE EN PLACE D’UNE
DMZ AVEC PFSENSE

(O debian

lJisense

SIO 2"de année option SISR




Léo DI BATTISTA 2024/2025

Table des matieres

Cahierdes charges ..............cooii i 3
Configuration de PfSense..............c.c.oooiii i, 3
Configuration du Serveur Web & FTP ..........cccoooiiiiiiie, 4
Configuration du Serveur MariaDB ................................ 9
Configuration des régles de filtrage..............................l. 11
Test des regles de filtrage ................cooiiiiii i, 13

SIO 2"de année option SISR




Léo DI BATTISTA 2024/2025

Cahier des charges

Phase 1
- Autoriser les accés au serveur Web depuis Internet et depuis le LAN.
- Autoriser les accés FTP sur le serveur de la DMZ depuis le LAN.
- Autoriser les accés Internet depuis le LAN et la DMZ en passant par le Firewall.
- Interdire tout accés au LAN depuis I'Internet ou la DMZ.
Phase 2

- On considére que le site web migré la DMZ est associé a une de BDD dans le LAN.
- Installer un serveur de base de données MariaDB dans le LAN et, autoriser les
requétes SQL du serveur WEB vers le serveur MariaDB.

¢c —E /

Serveur Web

INTERNET
PfSense 92 168.10.251/24
DMZ

Poste Admin Serveur MariaDB ,
192.168.9.200/24 192.168.9. 21424

\-/

Configuration Réseau

Configuration du Projet :
1 VM PfSense, 1 VM Serveur Web/FTP, 1 VM Serveur MariaDB, 1 machine client

Logiciels/services/applications/OS : Debian11, Apache2, MariaDB, ProFTPD, Bind9,PfSense

Configuration de PfSense
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Pfsense qu’est que c’est ?

pfSense est un systéme d'exploitation open source ayant pour but la mise en place de routeur/pare-
feu basé sur le systeme d'exploitation FreeBSD.

Nous passons la création de la machine virtuelle pour arriver directement sur la
configuration de PfSense.

Enter an option:

FreeBSDsamdb4d (pfSense
UMnare Virtuwal Machine

=xx lelcome to pfSense

.home.arpa) (ttyul)
- Netgate Device ID: d473f3eB8ef961a7cBb3e

2.6.8-RELEASE (amdB4) on pf3Senze ===

HAN (wlan)
LAN (lan)
LANDHZ (optl)

-» emd
-» eml
-» emM?2

> wd:
> wd:

a)
1)
2)
3
4)
5)
6)
1)

1
18)
11)
12)
13
14)
15)
16)

Logout (35H only)

Assign Interfaces

set interfacel(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

-» wd-/NHCP4 :
192.168.9. 25324
192 .168.18.253-24

192.168.61. 19824

pfTop

Filter Logs

Restart webConfigurator

PHP =shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPHM

Ping host

8) Shell

Enter an option: |

C’est une configuration avec 3 cartes réseaux :

- Une en DHCP (afin d’accéder a internet)
- Une en LAN ( ServeurMariaDB & Poste Admin)
- Une DMZ (Serveur Web)

Nous reviendrons sur PfSense pour la configuration des régles de filtrage.

Configuration du Serveur Web & FTP
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Pour la bonne configuration d’'un Serveur Web il faut Apache2 et Bind9.
serveur@debian:~% sudo apt install apachezl

serveur@debian:~$ sudo api install bind9

Une fois l'installation faite, il faut créer des fichiers index ( le contenu de la page web)

-rw-r--r-- 1 root root 130 30 sept. 11:54 index.html
root@debian: /var/www/html/digitalschool# cat index.html
<! DOCTYPE html=
<html=
<body=
=hl=Bienvenue sur le site de Digitalschool</hl=
=p=Cecl est la page d'accueil</p=
=/body=
</ html=

fichiers index de chaque site

root@debian: /var/www/html/mbway# cat index.html
= !DOCTYPE html=
<html=
<body=
<hl=Bienvenye sur le site de Mbway</hl=
<p>Ceci est la page d'accueil.</p>
</body>
=/ html=

Puis un fichier de configuration pour chaque site web (ici mbway & digitalschool)
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root@debian:/etc/apache2/sites-available# cat digitalschool.conf root@debian: /etc/apache2/sites-available# cat mbway.conf

VirtualHost *:80> VirtualHost *:80>
# The serverName directive sets the request scheme, hostname and port that # The ServerName directive sets the request scheme, hostname and pert that
# the server uses to identify itself. This is used when creating # the server uses to identify itself. This is used when creating
# redirection URLs. In the context of wvirtual hosts, the ServerName # redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to # specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this # match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless. # value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly. # However, you must set it for any further virtual host explicitly.
ServerName www.digitalschool.lan ServerName www.mbway.lan
ServerAdmin webmaster@localhost ServerAdmin webmaster@localhost
DocumentRoot /var/www/html/digitalschool DocumentRoot /var/www/html/mbway
# Available loglevels: trace8, ..., tracel, debug, info, notice, warn, # Available loglevels: trace8, ..., tracel, debug, infe, notice, warn,
# error, crit, alert, emerg. # error, crit, alert, emerg.
# It is also possible to configure the loglevel for particular # It is also possible to configure the loglevel for particular
# modules, e.g. # modules, e.g.
#LogLevel info ssl:warn #LogLevel infe ssl:warn
ErrorLog ${APACHE LOG DIR}/error.log ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined CustomLog ${APACHE LOG DIR}/access.log combined
# For most configuration files from conf-availables, which are # For most configuration files from conf-available/, which are
# enabled or disabled at a global level, it is possible to # enabled or disabled at a global level, it is possible to
# include a line for only one particular virtual host. For example the # include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only # following line enables the CGI configuration for this host only
# after it has been globally disabled with "a2disconf". # after it has been globally disabled with "a2disconf".
#Include conf-available/serve-cgi-bin.conf #Include conf-available/serve-cgi-bin.conf

/VirtualHost> /VirtualHost>

j# vim: syntax=apache ts=4 sw=4 sts=4 sr noet j¢ vim: syntax=apache ts=4 sw=4 sts=4 sr noet

Il faut maintenant démarrer les sites a I'aide d’'une commande

lroot@debian:~# a2ensite mbway. cnnfl]

root@debian:~# aZensite digitalschool.conf

Les sites sont démarrés, on peut maintenant y accéder en tapant I'adresse IP du
serveur suivit du nom du fichier

(3] | 192.168.10.251/digitalschool/*x | 192.168.10.251/mbway/ x 4

« C O 8 192.168.10.251/digitalscho

Bienvenue sur le site de Digitalschool

Ceci est la page d'accueil

& 192.168.10.251/digitalschool/*  192.168.10.251/mbway/ x|+

© © O & 192.168.10.251/mbw

Bienvenye sur le site de Mbway

Ceci est la page d'accueil.

page d’accueil de nos 2 sites

SIO 2"de année option SISR




Léo DI BATTISTA 2024/2025

La premiére partie est terminée, il faut maintenant mettre en place un DNS et le
certificat HTTPS.

Pour le certificat HTTPS, nous utiliserons le certificat déja fournit par apache2.
Il suffit de reprendre la configuration des sites mais d’avoir en Virtual Host le port
443.

Foot@debian: fetc/apache2/sites-available# cat mbway-ssl.conf
<ITModule mod_ssl.c>
<VirtualHost default :443>

ServerAdmin webmaster@localhost

DocumentRoot /var/www/html/mbway
ServerName www.mbway.lan

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LoglLevel info ssl:warn

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined

configuration des sites

root@debian: /etc/apache2/sites-available# cat digitalschool-ssl.conf
<IfModule mod _ssl.c=
<VirtualHost _default_:443>
SserverAdmin webmaster@localhost

DocumentRoot /var/www/html/digitalschool

ServerName www.digitalschool.lan

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined

Nos 2 sites ont leurs virutals hosts de configurer, on peut maintenant les réactiver avec la méme
commande précedemment utilisée.

[Foot@debian:~# a2ensite mbway-ssl.conf [

knnt@debian:~# azensite diqitalschnnl—ssl.cnnf|

Il faut maintenant créer nos zones et les déclarer.
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root@deblan: /etc/bind# cat db.digitalschool. lan
; BIND data file for local loopback interface . .
: Fichier de zones des deux
$TTL 604800 t
| €] IN SOA debian.digitalschool.lan. root.debian.digitalschool.lan. ( sites
2 ; Serial
6504800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
E IN NS debian.digitalschool.lan.
debian IN A 192.168.10.251
IN A 192.168.10.251
root@debian:/etc/bind# cat db.mbway.lan
; BIND data file for local loopback interface
ISTTL 604800
Iz IN SOA debian.mbway.lan. root.debian.mbway.lan. (
2 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
IN NS debian.mbway.lan.
ebian IN A 192.168.10.251 . - . ,
N A 192.168.16.251 Une fois créer il faut les déclarer

root@debian:/etc/bind# cat named.conf.local
/1

// Do any local configuration here

s

// Consider adding the 1918 zones here, if they are not used in your
// organization
S/include "/etc/bind/zones.rfcl918";
zone "mbway.lan" {
type master;
file "/etc/bind/db.mbway.lan";

};

zone "digitalschool.lan" {
type master;
file "/etc/bind/db.digitalschool.lan";

s

Fichier de déclaration de zone : « named.conf.local

Une fois chose faite, il ne faut pas oublier de rajouter en tant que DNS, I'adresse ip
du serveur dans le fichier /etc/resolv.conf

[nameserver 192.168.10.251 |
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Une fois toutes ces étapes terminées, on peut accéder a nos sites en utilisant
respectivement www.mbway.lan et www.digitalschool.lan.

& | digitalschool.lan/ *  mbway.lan/ X | +

< C O & hitps://www.mbway.lan

Bienvenye sur le site de Mbway

Ceci est la page d'accueil.

& | digitalschool.lanf *  mbway.lan/ x  + Le serveur Web ainSi que
« C Q & https://www digitalschool.lan les sites sont
correctements

Bienvenue sur le site de Digitalschool configurés.

Ceci est la page d'accueil

Installation de ProFTP :

erveur@debian:~$ sudo apt install prnftpdl

Configuration du Serveur MariaDB

MariaDB qu’est que c’est ?

MariaDB est un systéme de gestion de base de données relationnelle (SGBDR) open source qui
constitue une solution de remplacement compatible avec la technologie trés répandue des bases de

données MySQL.

Il faut déja commencer par installer MariaDB
"serveur@debian:—$ sudo apt install mariadb-server -y

Nous suivons les étapes d’installation.
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root@debian:~# sudo apt install mariadb-server mariadb-client -y

Switch to unix socket authentication [Y/n] n
skipping.

You already have your root account protected, so you can safely answer 'n'.

Change the root password? [Y/n] n
skipping.

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] y
success!

Normally, root should only be allowed to connect from 'localhest'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] n
skipping.

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n]
- Dropping test database...
Success!
- Removing privileges on test database...
success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
success!

Cleaning up...

ALl done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Et on fait la secure_installation.

On suit les étapes et nous pouvons maintenant utiliser mariaDB et s’y connecter

IThanks for using MariaDB!
.
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hanks for using MariaDB!

ocot@debian:~# sudo mysql -u root -p

nter password:

elcome to the MariaDB monitor. Commands end with ; or \g.
our MariaDB connection id is 35

erver version: 10.5.26-MariaDB-0+debllu2 Debian 11

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

Il faut maintenant faire en sorte de permettre les connexions distantes.

GNU nano 5.4 fetc/mysc
lc-messages = en_US
skip-external-locking

roken reverse DNS slows down connections considerably and name resolve is

LW

B 0
safe to skip if there are no "host by domain name" access grants
skip-name-resolve

# 3 9

Instead of skip-networking the default is now to listen only on

H#

# localhost which is more compatible and is not less secure.

bind-address = 0.0.0.0

Il faut mettre bind-address = 0.0.0.0 pour autoriser toute les ip de s’y
connecter.

Il faut maintenant rajouter un utilisateur permettant la connexion distante.

MariaDB [(none)]> SELECT user, host FROM mysql.user;
e e +
| User | Host |
R e +
| root | % |
| webuser | % |
| mariadb.sys | localhost |
| mysql | localhost |
| root | localhost |
e e +
5 rows in set (0,001 sec)

Nous pouvons maintenant nous connecter.

Configuration des regles de filtrage
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Régle NAT :
Firewall / NAT / Port Forward (2]
Port Forward 11 Outbound NPt
a Interface  Protocol Source Address  Source Ports  Dest. Address  Dest. Poris NAT IP NAT Ports Description Actions
O & & WAN TCP * * WAN address 443 (HTTPS)  192.168.10.251 443 (HTTPS)  redirection WEB & (LT
Régles WAN :
Firewall / Rules/ WAN = Ee
Floating WAN LAN DMZ
Rules (Drag to Change Order)
@] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
O v 0/08 IPv4TCP % * DMZ address 443 (HTTPS)  * none $3S00M0
0O % 0/08B IPv4TCP ¥ * LAN net * * none 3001
0O & 0/15KB IPv4TCP  * * 192.168.10.251 443 (HTTRS)  * none NAT redirection WEB $S000
Régles LAN :
Firewall / Rules/ LAN =wEe
Floating WAN LAN DMZ
Rules (Drag to Change Order)
O States Protocol Source  Port Destinati Port G Queue Schedule Description Actions
v 1/1.63MiB * * * LAN Address 443 * * Anti-Lockout Rule o ]
80
0O « 22/360MB  IPv4* LAN net * * * * none Default allow LAN to any rule 3 200m
O « 0/0B IPv6 * LANnet * * * * none Default allow LAN IPv6 to any rule 30010
Régles DMZ :
Firewall / Rules / DMZ = Ee
Floating WAN LAN DMZ
—
Rules (Drag to Change Order)
a States Protocol Source Port  Destination Port Gateway Queue  Schedule Description Actions
O  2/2KB IPv4 TCP DMZnet  * 192.168.9.214 3306 * none L L0000
0O « 0/769KiB IPv4 UDP * * * 53(DNS)  * none & S00m
O X 0/08B IPva* DMZnet  * LAN net * * none $,00m
O v 0/3KB IPv4 ICMP * * * * * none L2000
any
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Test des regles de filtrage

Objectif :

Autoriser les accés au serveur Web depuis Internet et depuis le LAN.

2024/2025

@ | 192.168.54.190/mbway/ X | 192.168.54.190/digitalschoc X | +

& e} Q £ hitps://192.168.54.180/digitalschool

Bienvenue sur le site de Digitalschool

Ceci est la page d'accueil

L]

192.168.54.190/mbway/ x

& &

192.168.54.190/digitalscho

X+

O G hitps://192.168.54.190/mbway/

Ceci est la page d'accueil.

Bienvenye sur le site de Mbway

Les connexions sont opérationnelles.

Autoriser les accés FTP sur le serveur de la DMZ depuis le LAN.

2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast stat
e UP group default qlen 1000
link/ether 00:0c:29:75:7¢:32 brd ff:ff:ff:ff:ff:Ff
altname enp2sl
inet 192.168.9.214/24 brd 192.168.9.255 scope global ens33
valid 1ft forever preferred lft forever
inet6 2a04:cec0:1227:38cf:20c:29ff:fe75:7c¢32/64 scope global dynamic m
ngtmpaddr
valid 1ft 7148sec preferred 1ft 7148sec
inet6 feB80::20c:29ff:fe75:7¢32/64 scope link
valid_1ft forever preferred_Llft forever

3: ens36: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast stat
e UP group default qlen 1000

link/ether 00:0c:29:75:7c:3c brd ff:ff:ff:ff:ff:ff

altname enp2s4 P

valid 1ft 7149sec preferred lft 7149sec

>

inet6 2a04:cec0:1227:38cT:3c98:5d28:3648:715/64 scope global temporary §l Nom defichier A
dynamic t n
.cache
.config
.gnupg
Jocal

.mozilla

_putty

Taille de fic Type de fichier ~ Derniére mod

Dossier
Dossier
Dossier
Dossier
Dossier
Dossier

24/11/2024 19
24/11/2024 15
17/12/2024 10;
23/09/2024 14
23/09/2024 14
25/11/2024 09

Nom de fichier

-profile
.bashrc
.bash_logout
.bash_history
Vidéos

Téléchargements

H 192.168.10.251 serveur LT -
5tatut:Connexion établie, attente du message d'accueil...
Statut:Serveur non sécurisé, celui-ci ne supporte pas FTP sur TLS.
Statut:Connecté
Statut:Reécupération du contenu du dossier...
statut:Contenu du dossier "/home/serveur" affiche avec succes
S /home/serveur/ fhome/serveur

/ ¥ [2 home

.cache »

Taille de fi Type de fict Derniere modi Droits

80
352
22
76

7
6
0
7

Fichier
Fichier
Fichier
Fichier
Dossier
Dossier

23/09/2024...
23/09/2024...
23/09/2024...
16/12/2024 ...
23/09/2024...
23/09/2024...

adfrw (i
adfrw
adfrw (i
adfrw ((
fledmps
fledmpd

Autoriser les acceés Internet depuis le LAN et la DMZ en passant par le Firewall.

SIO 2"de année option SISR




Léo DI BATTISTA 2024/2025

serveur@debian:~% ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp seg=1 ttl=108 time=33.4 ms
64 bytes from 8.8.8.8: icmp seq=2 ttl=108 time=39.4 ms
~C
--- B.8.8.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 33.430/36.403/39.376/2.973 ms
serveur@debian:~% ping google.com
PING google.com(fra®7s63-in-x200e.1el0®@.net (2a00:1450:4001:80e::200e)) 56 data bytes
64 bytes from fra@7s63-in-x200e.1el@0.net (2a00:1450:4001:80e::200e): icmp_seg=1 ttl=107 time=46.8 ms
64 bytes from fral6s48-in-x@e.lel®0.net (2a00:1450:4001:80e::200e): icmp seq=2 ttl=107 time=40.9 ms
~C
--- google.com ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1004ms
rtt min/avg/max/mdev = 40.947/43.885/46.824/2.938 ms
serveur@debian:~% ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP= mtu 1500 qdisc pfifo fast state UP group default qlen 1000
link/ether 00:0c:29:f2:62:aa brd ff:ff:ff:ff:ff:Ff
altname enp2sl
inet 192.168.10.251/24 brd 192.168.10.255 scope global ens33

Serveur WEB/FTP

serveur@debian:~$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 tt1=108 time=30.7 ms
64 bytes from 8.8.8.8: icmp seq=2 ttl=108 time=59.8 ms
" C
--- 8.8.8.8 ping statistics ---
> packets transmitted, 2 received, 0% packet loss, time 10882ms
rtt min/avg/max/mdev = 30.700,/45.255/59.818,/14.555 ms
serveur@debian:~$ ping google.com
PING google.com(fra@7s63-in-x200e.1el@@.net (2a00:1450:4001:80e::200e)) 56 data bytes
64 bytes from fral6s48-in-x@e.lel®0.net (2a00:1450:4001:80e::200e): icmp_seq=1 tt1=106 time=46.8 ms
64 bytes from fra®7s63-in-x200e.1el00.net (2a00:1450:4001:80e::200e): icmp seg=2 tt1=106 time=41.6 ms
" C
--- google.com ping statistics ---
> packets transmitted, 2 received, 0% packet loss, time 10882ms
rtt min/avg/max/mdev = 41.609,/44.222/46.835/2.613 ms
serveur@debian:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
link/ether 00:0c:29:75:7¢:32 brd ff:ff:ff:ff:ff:Fff
altname enp2sl
inet 192.168.9.214/24 brd 192.168.9.255 scope global ens33

Serveur MariaDB

Interdire tout accés au LAN depuis I'Internet ou la DMZ.
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serveur@debian:~% ping 192.168.9.214

PING 192.168.9.214 (192.168.9.214) 56(84) bytes of data.

e

--- 192.168.9.214 ping statistics ---

3 packets transmitted, ® received, 100% packet loss, time 2045ms

serveur@debian:~$ ip a
1: lo: <LOOPBACK,UP,LOWER UP= mtu 65536 gdisc noqueue state UNKNOWN gro
t glen loe0
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1Tt forever
ineté ::1/128 scope host
valid 1ft forever preferred Lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP= mtu 1500 gdisc pfifo fast s
roup default glen 1000
link/ether 00:0c:29:f2:62:aa brd ff:ff:ff:ff:ff:Ff
altname enp2sl
inet 192.168.10.251/24 brd 192.168.10.255 scope global ens33

Serveur WEB/FTP

root@debian:~# ping 192.168.9.214

PING 192.168.9.214 (192.168.9.214) 56(84) bytes of data.

~C

--- 192.168.9.214 ping statistics ---

7 packets transmitted, © received, 100% packet loss, time 6070ms

root@debian:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP= mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfife fast state UP group default qlen
lo00
link/ether 08:8c:29:b8:a5:75 brd ff:ff:ff:ff:ff:ff
altname enp2sl
inet 192.168.10.161/24 brd 192.168.10.255 scope global dynamic ens33
valid 1ft 546sec preferred 1ft 546sec
inet6 2a@4:cec0:120b:1d7d:20c:29ff:feb8:a575/64 scope global dynamic mngtmpaddr
valid 1ft 6761lsec preferred 1ft 6761sec
ineté 2a04:cec®:1227:38cT:20c:29ff:feb8:a575/64 scope global dynamic mngtmpaddr
valid 1ft 3593sec preferred 1ft 3593sec

Client WAN
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Connexion distante a MySQL

nter password:

elcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 32

Server version: 18.5.26-MariaDB-0+debllu2 Debian 11

Eoot@debian:~# mysql -h 192.168.9.214 -u root -p

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]= I

Nous pouvons bien nous connecter méme avec les régles de filtrage.

La configuration de cette infrastructure est désormais compléte et
opérationnelle. Elle peut méme évoluer en fonction des demandes de
sécurité ou en cas d’une infrastructure plus importante.

SIO 2"de année option SISR
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