Formatador do Registro 119 do SMF – TCP/IP

Objetivo:
· Mostrar de forma sumarizada, por PORT e endereços IP, as conexões TCP/IP ao mainframe.
Benefícios:
· Análise das conexões de um determinado Port, possibilitando a verificação dos IP cliente e seus tempos de conexões;

· Verificar a quantidade de bytes entrando e saindo do mainframe de ou para um IP client, identificando suas reais atividades;

· Idendificar a quantidade de acessos ao mainframe por períodos/Hora, permitindo visualizar os horários de atividade para um determinado PORT.
Pré requisitos:
· z/OS V1R9 ou acima;
· Profile TCPIP com os parâmetros : “SMFCONFIG TYPE119 TCPTERM”;
	· Salvar os registro 119 pelo utilitário IFASMFDP;
· Verificar na z/OS PARMLIB SMFPRMnn está permitindo gravação do registro 119.

	


 
JCL para execução do formatador:

//JOBNAME  JOB                                           
//A   EXEC PGM=SMF119,                                   
//   PARM='/PORT=00023,DATA=12/06/2024,ONLY'             
//STEPLIB  DD DSN=BIBLIOTECA.LOADLIB,DISP=SHR            
//SYSPRINT DD SYSOUT=*                                   
//SYS010   DD DSN=ARQ.ENTRADA.IFASMFDP,DISP=SHR          
//SYS020   DD DSN=ARQ.SAIDA.FORMATADO,                   
//   DISP=(,CATLG,DELETE),                               
//   LRECL=300,BLKSIZE=0,RECFM=FB,VOL=SER=XXXXXX,        
//   SPACE=(CYL,(4,2,0),RLSE),UNIT=DASD               

Descrição do PARM:
PORT=nnnnn – Qualquer PORT TCP/IP, neste exemplo 00021 (FTP);
DATA=dd/mm/aaaa – Data a ser formata contida no DD SYS010;
ONLY – Formata apenas a data informada, se omitido, formata a data informada, o dia anterior e o dia posterior à data informada; isso devido ao momento de salvar os registro SMF.


Exemplo de relatório formatado para o PORT 00023 do dia 12/06/2024:

  IP ADDRESS       BYTES        BYTES      TOTAL   DATE  PORT  LPAR  Avg/Conn/Sec   Max/Conn/sec Total/Max 06/12/2024 
    REMOTE        INBOUND      OUTBOUND   CONNECTS                                                100000/s   RC11     RC12 …	                       
192.168.012.216 000067548468 000484835867 00002172 24164 00023 S0W1        454.12      172643.01         4 00000000 00000000      
192.168.012.214 000067041726 000481013536 00002169 24164 00023 S0W1        453.20      172540.65         4 00000000 00000000                         
192.168.012.213 000072645555 000518593178 00002259 24164 00023 S0W1        520.86      172579.50         5 00000000 00000000                         
192.168.012.215 000071155556 000509657024 00002326 24164 00023 S0W1        280.81      172599.88         2 00000000 00000000                         
192.167.032.134 000000855421 000045184374 00000704 24164 00023 S0W1          0.39           6.99         0 00000000 00000000                         
192.168.017.049 000000750555 000013448593 00000308 24164 00023 S0W1         16.13          31.64         0 00000000 00000000                         
192.168.002.195 000000168402 000002690245 00000020 24164 00023 S0W1         19.45          37.57         0 00000000 00000000                         
192.168.017.052 000000737545 000017134613 00000348 24164 00023 S0W1         16.60          42.89         0 00000000 00000000                         
192.168.002.198 000000078409 000000512828 00000013 24164 00023 S0W1         19.75          23.60         0 00000000 00000000                         
192.168.017.055 000000697221 000013984370 00000314 24164 00023 S0W1         16.95          38.45         0 00000000 00000000                         
192.168.017.056 000000738546 000015520188 00000325 24164 00023 S0W1         16.88          37.71         0 00000000 00000000                         
192.168.017.053 000000706078 000010180767 00000243 24164 00023 S0W1         16.61          41.42         0 00000000 00000000                         
192.168.017.054 000000667122 000015322771 00000318 24164 00023 S0W1         16.89          37.78         0 00000000 00000000                         
192.168.002.197 000000074482 000000600045 00000011 24164 00023 S0W1         17.84          22.62         0 00000000 00000000                         
192.168.002.196 000000072586 000000505780 00000010 24164 00023 S0W1         17.53          22.72         0 00000000 00000000                         

Total de endereços IPs = 000015                                                                                                     
De 00 a 05 Horas = 0000000 0000000 0000025 0000323 0000166 0000161                                                                  
De 06 a 11 Horas = 0000117 0000069 0000207 0000343 0000500 0000555                                                                  
De 12 a 17 Horas = 0000637 0000970 0000907 0000827 0000796 0000817                                                                  
De 18 a 23 Horas = 0000800 0000809 0000766 0000574 0000486 0000685                                                         

Reason for Connection Termination - Legend:
11: Error occurred during a send using FRCA(AFPA), possibly because the stack is terminating.
12: A persistent socket used by FRCA (AFPA) was closed by a FIN.
21: The  CONNECTS  was terminated because the stack was terminating.
22: Last stack that can own the dynamic VIPA bound to the socket is terminating
31: Intrusion detection found the connection to be malicious and closed the connection.
32:  CONNECTS  was denied because of a NetAccess rule.
33: ACK received in lastack state.
41: The  CONNECTS  was terminated because of an administrator action (for example, using Netstat DRop/-D command or the NMI API).
33: ACK received in lastack state.
42: The  CONNECTS  was terminated because the local IP address bound by the application has been deleted from the stack.
51: The  CONNECTS  from a client was terminated because the aplication closed the socket before performing an accept.
52: The application using the socket, closed the  CONNECTS  using a close().
53: A pascal routine issued an orderly close request.
54: A pascal routine issued a disconnect.
55: An error occurred during a pascal accept.
61: The  CONNECTS  was terminated because the client sent a reset.
71: The  CONNECTS  was closed because the same packet was being re-transmitted multiple times.
72: The  CONNECTS  was closed because the TCP window was reduced to 0 and multiple window probes were not acknowledged.
73: The  CONNECTS  was closed because multiple keepalive probes were not acknowledged.
74: The  CONNECTS  was terminated because the stack timed out waiting for a fin in the finwait-2 state.
75: The  CONNECTS  was terminated because a global TCP stall attack was detected.
76: The  CONNECTS  was terminated because a TCP queue size attack was detected.

Instalação:

Localize o arquivo de download em sua pasta (pasta de downloads);
Fazer upload para o z/OS (1.13 ou maior);
Entrar no modo de comando em seu PC e usar o ftp cliente:
PS C:\downloads> ftp nnn.nnn.nnn.nnn
Conectado a nnn.nnn.nnn.nnn.
220-FTPD1 IBM FTP CS V2R2 at SeuHostName, 16:22:17 on 2024-05-24.
220 Connection will close if idle for more than 5 minutes.
501 command OPTS aborted -- no options supported for UTF8
Usuário (nnn.nnn.nnn.nnn:(none)): seuuserid
331 Send password please.
Senha: suasenha

230 seuuserid is logged on.  Working directory is "seuuserid.".
ftp> bin
200 Representation type is Image
ftp> quote site lrecl=80 recfm=f cyl pri=2
200-BLOCKSIZE must equal LRECL for RECFM F
200-BLOCKSIZE being set to 80
200 SITE command was accepted
ftp> put nome.arquivo 'sys2.z220.sobetemp'
200 Port request OK.
125 Storing data set SYS2.Z220.SOBETEMP
250 Transfer completed successfully.
ftp: nnnnn bytes enviados em 0.03Segundos 368.57Kbytes/s.
ftp> quit
221 Quit command received. Goodbye.
PS C:\downloads> exit

No ambiente TSO, na tela “ISPF Command Shell” (=6):
receive indataset('SYS2.Z220.SOBETEMP')
Serão emitidas as mensagens abaixo:
 INMR901I Dataset SYS2.Z220.CSLIB from IBMUSER on SYSn    
 INMR902I Members: SMF119                               
 INMR906A Enter restore parameters or 'DELETE' or 'END' +
Entrar com o comando: dataset(‘seu.nome.de.loadlib’)
Ou enter para assumir o nome de origem.



