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Zielbox Remote desktops and Apps with Azure Virtual 

Desktop 

 

8 Modules 

Azure Virtual Desktop on Microsoft Azure is a desktop and app virtualization service that 

runs on the cloud. Azure Virtual Desktop works across devices – including Windows, 

Mac, iOS, and Android – with full-featured apps that you can use to access remote 

desktops and apps. 

Prerequisites 

 

Introduction to Azure Virtual Desktop 

• What is Azure Virtual Desktop? 

• How does Azure Virtual Desktop work? 

• When to use Azure Virtual Desktop 

• Knowledge check 

Prepare for Azure Virtual Desktop 

• Provision an Azure Active Directory tenant 

• Integrate Azure AD with Active Directory Domain Services 

• Set up Azure resources, assign roles, and licenses 

• Register Azure Virtual Desktop provider with the subscription 

• Knowledge check 

Deploy Azure Virtual Desktop 

• Azure Virtual Desktop deployment overview 

• Create and share a desktop with users 

• Configure apps for users 

• Configure FSLogix user profiles 

https://www.zielbox.com/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/2-what-is-windows-virtual-desktop/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/3-how-windows-virtual-desktop-works/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/4-when-to-use-windows-virtual-desktop/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-intro/5-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/2-provision-azure/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/3-integrate-active-directory/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/4-provision-roles/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/5-register-provider/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-prepare-for-wvd/6-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/2-deployment-overview/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/3-provision-host-pool/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/4-configure-remote-apps/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/4a-configure-fslogix-user-profiles/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
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• Customize the Azure Virtual Desktop workspace 

• Knowledge check 

 

Optimize Azure Virtual Desktop 

 

• Create and assign the RBAC role 

• Create a Scaling Plan 

• Knowledge check 

 

Secure an Azure Virtual Desktop deployment 

 

• Enable security services for an Azure Virtual Desktop deployment 

• Enable data security 

• Secure the user identity that accesses the Azure Virtual Desktop environment 

• Secure session hosts and applications 

• Secure network access 

• Exercise - Enable AppLocker in a Windows Server 2016 VM running in Azure 

• Knowledge check 

 

Deploy applications by using MSIX app attach for Azure Virtual Desktop 

 

• What is MSIX? 

• What is MSIX app attach? 

• Manage MSIX app attach 

• Exercise - Deploy MSIX app attach 

• Knowledge check 

•  

Protect your Azure Virtual Desktop deployment by using Azure Firewall 

 

• Use Azure Firewall to protect Azure Virtual Desktop deployments 

• Exercise - Set up the host pool and register virtual machine host 

• Plan Azure Firewall deployment 

• Exercise - Deploy Azure Firewall 

• Allow outbound network access for Azure Virtual Desktop 

• Exercise - Route network traffic through Azure Firewall 

• Knowledge check 

Business continuity and disaster recovery for Azure Virtual Desktop 

https://www.zielbox.com/
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/5-customize-workspace/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-deploy-wvd/6-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-optimize-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-optimize-wvd/
https://learn.microsoft.com/en-us/training/modules/m365-optimize-wvd/4-configure-automation/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-optimize-wvd/5-create-scale/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-optimize-wvd/6-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/2-enable-security/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/3-enable-data-security/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/4-secure-users/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/5-secure-session-hosts/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/6-secure-network-access/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/7-exercise-secure-desktop/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-security/8-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/2-what-is-msix/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/3-what-is-msix-app-attach/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/4-manage-msix-app-attach/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/5-exercise-deploy-msix-app-attach/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/m365-wvd-application-management/6-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/2-use-azure-firewall/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/3-exercise-set-up-host-pool/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/4-plan-azure-firewall-deployment/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/5-exercise-deploy-azure-firewall/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/6-allow-outbound-network-access/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/7-exercise-route-network-traffic/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/protect-virtual-desktop-deployment-azure-firewall/8-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/
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• Identify the components to protect 

• Develop a BCDR plan for Azure Virtual Desktop 

• Identify the correct disaster-recovery scenario 

• Knowledge check 

https://www.zielbox.com/
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/2-identify-components-to-protect/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/3-develop-bcdr-plan-azure-virtual-desktop/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/4-identify-correct-dr-scenario/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop
https://learn.microsoft.com/en-us/training/modules/business-continuity-disaster-recovery-azure-virtual-desktop/5-knowledge-check/?ns-enrollment-type=learningpath&ns-enrollment-id=learn-m365.windows-virtual-desktop

