Vendor Risk Management, TPRM, SCM, BCM, and the Application Factory with adjustable quality Gates

Vendor Risk Management (VRM) system

A complete perspective of implementing VRM and protecting your environment through an Application
Factory with adjustable quality control gates is provided within this document.

This document provides a plan for implementing Vendor Risk Management (VRM), Third-Party Risk
Management (TPRM), Supply Chain Management (SCM), and Business Continuity Management (BCM)
through an Application Factory (AP) with adjustable quality control gates (QCGs) to achieve Authorization
to Operate (ATO) within the Production Operations Environment. It then describes implementing
Continuous Threat Exposure Management (CTEM) to quickly identify problems and support rapid
mitigations prior to being attacked by Hackers. The document then illustrates how an executive
Dashboard can monitor and report on exceptions to appropriate personnel as rapidly as possible, so that
corrective action can be taken to protect business products and services and adhere to Board Compliance
requirements. Domestic and International Laws and Regulations are provided and an overview of the
Application Factory with adjustable quality control gates is provided.

Controlling Vendors Adhering to “Whole of Nation” and “Secure by
and the Supply Chain Design” guidelines issued by DHS/CISA

Executive Dashboard

Application Factory
@ Vendor Risk Adjustable

Management

TPRM
@ Supply Chain
Management

@ Business ?

Continuity
Management
BCM) Business Products and Services, At Current »..
Release Levels and Vulnerability-Free robiems
Embedded in the to Enter Product{on IATOTORREF wg gs,tj::;fﬂ,;,,,d. >
Application Factory Application Factory with adjustable quality Production Environment
Architecture Stage control gates

Figure 1: Vendor Risk Management through Application Factory to achieve ATO and using CTEM to achieve cATO.
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Board Brief

Why Integrated Asset Management, Vendor Risk Management, Supply Chain Management, Resilience,
Security, Compliance, and Business Continuity Management Programs Are Now Mandatory because of
enhanced Board Due Diligence requirements.

Executive Summary

Why Every Organization Must Implement Integrated Risk, Resilience, Security, and Compliance Programs

In today’s operating environment, organizational success and survival are inseparable from third-party
risk, supply chain integrity, cybersecurity resilience, and regulatory compliance. Companies no longer fail
solely due to internal weaknesses; they fail because external dependencies introduce unmanaged risk
that leadership cannot see, measure, or control.

Vendor Risk Management (VRM), Third-Party Risk Management (TPRM), Supply Chain Management
(SCM), Business Continuity Management (BCM), cybersecurity (pre- and post-quantum), plus domestic
and international compliance must be treated as one integrated executive discipline, not siloed initiatives.

An overview of the problem.

Vendors include Suppliers, Vendors, and Transportation organizations — all classified as Manufacturing.

Raw materials are mined all over the world, then transported to Factories for smelting, manufacturing,
assembly, transportation to warehouses, and client location for sale to the public as business products or
services. Overhead related to manufacturing is offset by profits made through client sales for business
products or services.

Supply Chains must provide products and services when needed to support operations efficiency.
Coordination between vendors and clients must be maintained should a disaster event cause the
relocation of a facility or department. This occurs when a fire, natural event, or human caused event,
causes a disaster interruption to be experienced. Recovery actions must be taken, and the suppliers must
be notified so that they can deliver their supplies to the new location during a disaster event.

Business operations is dependent on customers being supported and business products or services,
provided through a Vendor Risk Management system that includes Vendors, Suppliers, and Transportation
of components to support client demands.

One additional ingredient in Vendor Risk Management is the quality of the components, their adherence
to contract and service level agreements, their compliance to standards, their release management as it
applies to the environment (to avoid vulnerabilities being injected through out-of-date vendor
components), their security adherence (“Secure by Design” adherence), and finally their ability to provide
excellent service in support of client requirements and time demands.

The use of SBOMs (Software Bill of Materials), RBOMs (Runtime Bill of Materials), and other BOMs like
AIBOMs (Artificial Intelligence Bill of Materials) can identify weaknesses that require patches or new
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releases. Their use can support Vulnerability Management and keep your systems running at peak
performance.

Vendor Risk Management in a world full of turmoil

This illustration shows the issues associated with getting supplies to your company in support of
continued uninterrupted operations. World events can be out of your control, so alternative routes and
problem circumventions should be included in the Vendor Risk Management process.
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Figure 2: Overview of the Vendor Risk Management (VRM) Problem

Why This Matters to the Board

1. Third-Party Risk Is Enterprise Risk

e Vendors and suppliers operate inside core business processes and data flows.

e Asingle vendor failure can trigger operational outages, data breaches, and regulatory action.

e  Without VRM and TPRM, leadership lacks visibility into who supports critical services and where
risk is being accepted unknowingly.

e |dentification of component owners delays the resolution process.

Board implication:
Risk decisions are being made without sufficient information.

1/8/2026 © 2025 Data Center Assistance Group, LLC Page: 5



Vendor Risk Management, TPRM, SCM, BCM, and the Application Factory with adjustable quality Gates

2. Supply Chain Disruptions Are Value-Destroying Events

e Supply chains now represent cyber-attack vectors, geopolitical exposure, and single points of
failure.

e Boards are increasingly expected to understand dependency concentration and recovery
capability.
e Rules governing countries where supplies are obtained are being tightened.

Board implication:
Unmanaged supply chains can stop revenue generation overnight.

3. Business Continuity Is a Governance Obligation

e BCM ensures the organization can continue delivering products and services under stress.
e Disruptions without prepared recovery plans escalate into reputational and financial crises.

Board implication:
BCM protects revenue, customer trust, and executive credibility.
4. Cybersecurity Must Address Both Today and Tomorrow

e Today: Vendors and supply chains are primary attack targets.

o Tomorrow: Data stolen today may be decrypted in the future using quantum computing.
e Long-lived data (financial, personal, intellectual property) is already at risk.

e Al and Quantum computing will introduce new exposures not fully recognized yet.

Board implication:
Cybersecurity strategy must protect both current operations and future data value.

5. Compliance Is Now Strategic, Not Administrative

e Regulations increasingly require demonstrable governance over third-party risk, cyber resilience,
and data protection.

e Failure results in fines, litigation, loss of market access, and investor distrust.
Board implication:
Weak compliance directly exposes directors and executives to liability.

6. Why Cybersecurity Must Address Both Pre- and Post-Quantum Risk
Today’s Reality (Pre-Quantum)
e Cyber-attacks target vendors and supply chains first.
e Ransomware, data exfiltration, and service disruption are daily events.

e Regulators now treat cyber risk as a governance issue.

e Harvest Now, Decrypt Later (HNDL) is a real problem today and must be addressed.

Tomorrow’s Reality (Post-Quantum)
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e Data stolen today can be decrypted in the future (HNDL).
e Cryptographic systems in use today will become obsolete.
e Long-lived data (financial, healthcare, IP, Pll) is already at risk.

Organizations must:

e Know where cryptography is used.
e Protect sensitive data against future decryption.
e Plan orderly transitions to quantum-resistant algorithms.

Bottom line:
Security strategy must protect both current operations and future data value.

The Executive Requirement: Integration

Organizations that succeed:

e Integrate VRM, TPRM, supply chain management, BCM, security, and compliance.
e Use executive dashboards and metrics to monitor risk.

e Make informed risk-acceptance decisions.

e Demonstrate governance, not reaction.

Organizations that do not:

e QOperate blindly.

e React to incidents instead of preventing them.

e Accumulate silent risk until failure occurs.

e Do not use “Left of Boom” guidelines for proactive safety.

Board-Level Conclusion

o Integrated risk, resilience, security, and compliance programs are no longer best practices.
They are requirements for responsible oversight and long-term enterprise value protection.

One-Sentence Board Takeaway

e If third-party, supply chain, cyber, resilience, and compliance risks are not managed as a single
executive system, the organization is accepting preventable enterprise-level failure.

Resolving the problem

Develop a Pilot System as Proof of Concept.

Achieving a Pilot environment that delivers Vendor Risk Management (VRM), Third-Part Risk Management
(TPRM), Supply Chain Management (SCM), Business Continuity Management (BCM), Security,
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Compliance, Monitoring and Reporting support, and a maintenance system. Utilize monitoring and

feedback loops to continuously optimize operations and reduce technical problems and cybercrimes.

Achieving Vendor Risk Management, TPRM, and Supply Chain Goals with
Security and Compliance

Vendor Risk Management Single Entity Deployment Whole of Government

Our Approach

sy o

-‘ Supplier Risks . D Risk Assessments . a Reduced Risk
E Data Breaches . e Policy Integration . 0 Improved Compliance
B Compliance Issues 2 Executive Oversight . @ Operational Resilience

Define the Challenge, develop an Approach that overcomes weaknesses and optimizes operations, then
provide the Outcomes to safeguard the organization and provides executive management with the information
they need, when they need it, and in the form they require.

© 2025 Copyright — Data Center Assistance Group, LLC

Figure 3: Creating a Pilot System for Proof of Concept

The pilot systems should be based on improvements to current operations, so the following should be

completed.

1. Management Direction Statement: defining goals and objectives with funding and support -”
Where do we want to be at the end of the project”.

2. Perform a review of the existing environment — “Where we are today”.
Conduct a Needs Analysis and produce a Statement of Work defining how to best go from where
you are to where you want to be.

4. Gain approval, form a team, and conduct the project work, providing status reports and obstacles
to overcome with action items to resolve issues.

5. Conduct awareness and training sessions as deemed necessary.

6. Maintain schedule and costs, requesting project changes, as necessary.

7. Complete, test, accept, deploy, support, and maintain product using an Executive Dashboard to
monitor and report on product operations, weaknesses, and areas of improvement.

8. Mitigate failures (technical and cyber) and continuously improve operations.

9. Roll system out to other areas in priority order. Gains in efficiency should be realized as the team

matures.
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Key TPRM Lifecycle: From Onboarding to Exit
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Figure 4: TPRM Lifecycle and stages.

Roll the Pilot System out to other locations.

Once the proof of concept has been accomplished through a well-documented pilot system, you can roll
the system out to other locations as deemed necessary and in priority order. A wave approach to roll-out
is recommended. Implementing these systems should be accomplished more quickly and with fewer
delays because your team will be better aware of anticipated problems and well trained in system
implementation. As the team’s experience increases, the amount of time to deploy is decreased and

efficiency is improved.
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Federal Third-Party Risk Management System

For a “Whole of Company/Government” solution using “Secure by Design” methodologies

Initiation: Comprehensive TPRM &
Supply Chain Monitoring Framework

* Security & Supply Chain Standards
* C-SCRM Dashboard Prototype
* Initial Deployment to Pilot Agencies

1. DHS & Pilot Agencies
2. Civilian, Defense, Intelligence

3. State, Local, Tribal Governments

Initiate and complete the Pilot Project with the oversight and approval of an Advisory Board. Then roll-out the
program to other sites, making improvements as deemed necessary. Finally integrate Board Level monitoring
and reporting .

© 2025 Copyright — Data Center Assistance Group, LLC

Figure 5: Rolling the Pilot System Out to other locations.

The final product

After rolling the system out to all desired locations, your organizations will have achieved Vendor Risk and
Supply Chain Management, with Supply Chain cybersecurity and adherence to all required Governance
Risk and Compliance (GRC) requirements embedded in the process. Contracts with Service Level
Agreements will be implemented and a metrics system of Key Performance Indicators (KPIs) that support
monitoring and reporting to judge performance and operational issues will be utilized to construct an
executive dashboard.

Now the problem arises of where and how to integrate this accomplishment into the everyday functions
performed by personnel through systems development, deployment, and change cycles.
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Figure 6: Fully implemented Vendor Risk Management System

Remove Risks & Challenges concerning Vendor Risk Management by utilizing an Adaptive Governance
control system through an Application Factory to achieve Strategic Benefits.

This illustration demonstrates how the project goals would be achieved in one location and then rolled
out to all other locations in waves, with improvements and upgrades added as needed. In the end, a
dashboard system will display vendor and supply chain activity and rate performance through metrics.
Each location would generate a summary report on vendor and supply chain activity and forward the
information to headquarters for analysis. Headquarters would then generate a “Whole of Company”
report identifying and rating vendor and supply chain actions in a “Worse Case” report that identifies the
most impactful problems in descending order from most impactful down. Supply chain problems can be
rectified through alternate paths while poorly performing vendors can be replaced with vendors better
suited to meet the needs of the company.

The Application Factory

Integration of the Vendor Risk Management system should be embedded into the systems development,
deployment and change cycles within an Application Factory with adjustable quality control gates.

Before an application can be built, it needs resources to store data, process information, and deliver
results to clients through network services. If implemented correctly, the adjustable quality control gates
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of the application factory will ensure you deliver products whose components are at current release
levels and free of any vulnerabilities. Once implemented in production and an Authorization to Operate
(ATO) received, Continuous Threat Exposure Management (CTEM) should be utilized to rapidly identify
and mitigate problems before hackers can take advantage of vulnerabilities to attack your system. When
achieved, your environment will achieve continuous Authorization to Operate (cATO), which is every

production data center’s goal.

Application Factory with Adjustable Quality Control Gates to reduce vulnerabilities
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Evaluate Existing & Develop new Testing new systems Perform System Accept productsinto
Vendor products products Quality Assurance production environment
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Figure 7: Application Factory with Quality Control Gates.

Fully developed Application Factory

A fully implemented Application Factory controls the progression of ideas through brainstorming,
collaboration, innovations, Requirements Transparency Matrix (RTM), architecture with vendor risk
management, engineering, development, testing, quality assurance, acceptance, ATO, CTEM, and cATO.

This complete cycle for conceiving, building, deploying, and protecting business products and services
orchestrates the production environment and can implement an executive dashboard that monitors and
reports on status indicators needed to identify weaknesses and allow for rapid mitigation prior to
impacting production business products and services provided to clients.

Completing VRN, TPRM, SCM, BCM, Security, and Compliance can be best controlled when utilizing
“Whole of Nation” and “Secure by Design” guidelines produces by DHS/CISA and adhering to all domestic
and international laws and regulations governing your business environment.
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Figure 8: Fully implemented Application Factory with adjustable quality control gates.

Laws and Regulations governing Vendor Risk Management

Domestic Laws & Regulations Governing Vendor Risk Management

. Governing Scope & .
Law / Regulation Body Applicability VRM / TPRM Implications
NIST SP 800-161 NIST Federal agencies Primary federal standard for Cyber Supply
Rev. 1 & contractors Chain Risk Management (C-SCRM);
requires supplier risk identification,
monitoring, and mitigation
NIST SP 800-53 NIST Federal systems & | Controls for third-party access, system
Rev. 5 regulated interconnections, vendor monitoring, and
enterprises continuous assessment
FISMA OMB / DHS / Federal agencies Requires risk management across systems
NIST & contractors and vendors supporting federal
information
Executive Order White House Federal Mandates supply chain security, SBOMs,
14028 government & vendor accountability, and secure-by-
software suppliers | design practices
FAR / DFARS DoD / GSA Federal Requires vendor cybersecurity controls,
procurement reporting, and contractual risk obligations
CMMC DoD Defense Industrial | Vendor and subcontractor cybersecurity
Base maturity and ongoing compliance
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Law / Regulation

Governing
Body

Scope &
Applicability

VRM / TPRM Implications

FedRAMP GSA / OMB Cloud service Continuous monitoring and risk
providers management of cloud vendors used by
government
SEC Cybersecurity | SEC Public companies | Requires disclosure of material third-party
Disclosure Rules cyber risks and governance oversight
(2023)
GLBA FTC / Federal Financial Requires oversight of service providers
Banking institutions overseeing customer data
Regulators
HIPAA / HITECH HHS Healthcare & Requires vendor safeguards for protected
business health information (PHI)
associates
SOX SEC Public companies | Internal controls extend to outsourced
and third-party services
NYDFS 23 NYCRR NYDFS Financial Explicit third-party cybersecurity risk
500 institutions (NY) management requirements
State Privacy Laws | State Companies Vendor due diligence, contractual
(CCPA/CPRA, etc.) | Attorneys overseeing controls, and ongoing monitoring
General personal data

International Laws & Regulations Governing Vendor Risk Management

Law / Regulation

Authorities

Scope & Applicability

VRM / TPRM Implications

GDPR European Any organization Requires vendor due diligence,
Union processing EU data processing agreements, and
personal data continuous oversight
NIS2 Directive European Essential & important | Mandates supply chain and third-
Union entities party cybersecurity risk
management
DORA European Financial institutions Requires ICT third-party risk
Union management, testing, and
reporting
ISO/IEC 27001 & International | Global standard Supplier security controls and
27036 formal third-party risk governance
UK GDPR & UK NIS United Data controllers & Vendor accountability and
Regulations Kingdom critical services resilience requirements
APRA CPS 231/ CPS Australia Financial services Outsourcing and third-party cyber
234 risk governance
MAS TRM Guidelines | Singapore Financial institutions Vendor risk assessment,
monitoring, and board
accountability

1/8/2026
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Law / Regulation

Authorities

Scope & Applicability

VRM / TPRM Implications

Due Diligence
Guidance

enterprises

PIPEDA Canada Organizations Requires vendor safeguards and
overseeing personal accountability
data

PDPA Singapore Data processors & Vendor oversight and contractual
controllers obligations

Cybersecurity Law of China Operators of Vendor security controls and

the PRC networked systems supply chain accountability

Brazil LGPD Brazil Organizations Vendor due diligence and risk
processing personal management
data

Japan APPI Japan Personal data handlers | Third-party data processing risk

controls

South Africa POPIA South Africa Data controllers & Vendor accountability and security
processors safeguards

OECD Supply Chain Multinational | Multinational Ethical, operational, and risk

governance expectations

Executive Interpretation (Board-Level Takeaway)

Authorities and regulators are converging on four non-negotiable expectations:

el S

You are accountable for your vendors’ actions.

Risk must be continuously monitored—not assessed once.
Contracts must enforce security, resilience, and compliance.
Boards and executives are responsible for oversight.

Failure to implement structured VRM / TPRM programs is now viewed as a governance failure, not an

operational oversight. Board members will be deemed to lack their performance of due diligence and can
be fined and sued (both the business and them personally).

Vendor Risk Management system and Application Factory relationship

The Vendor Risk Management system is part of the overall DevSecOps process being employed by many

IT Organizations today. To illustrate where Vendor Risk Management resides within the business

product/service creation process, | have included an overview of the Application Factory with quality

control gates concept | developed to enhance the DevSecOps process. This system provided continuous

monitoring, reporting, and a feedback loop to implement continuous improvements or mitigate

encountered technical problems and cybercrimes.
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From Idea to Full Concept

Rapid maturity from idea to defined
concept ready to be developed and
deployed with Oversight

Agile: SELC

SDLC

Epic

Pre-Production
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Improve /

Correct

Post-Production
cATO

Features
Stories
Tasks

Engineering Application
Tools Development Tools

Assets, VRM, TPRM, Supply Chain, BCM

Authorization to Operate
(ATO), Hardening,
Production Operations

Continuous Problem/Incident
Monitoring and Reporting via
CTEM to achieve cATO

The full lifecycle of how business
products, or services, are conceived,
designed, developed, deployed,
supported, and maintained is illustrated
here. Adjustable Quality Control Gates are
used to ensure that the process produces
business services whose components are
at current release levels and free of
vulnerabilities. CTEM is then used to
quickly identify problems/incidents so that
rapid mitigations are be achieved before
hackers can attack. This allows the
production environment to gain the most
desired quality goal of continuous ATO.

Mitigate

Adjustable Quality Control Gates

Quality
Control
Gate

Quality
Control
Gate

Feedback and Improvements

m Dashboard

| Audit }—b{ Security |<—| Production |

| Enhancements FJ

Adjustable
Controls

Governance |
“ Administrator and
Guldellnes

”avbam
& Guides

OptlmllE

The Enterprise Application Factory was designed with DevSecOps in mind, but includes a user-friendly
interface that best helps build designs from a range of inputs (New Product, New Service, Enhancement,

Mitigation, etc.):

1. Supervised advancements and improvements through controlled process including:

a.
b.
C.
d.

Brainstorming,
Collaboration, and

Ideas that have been approved through supervisory board for investigation,

Innovation under supervisory control, to produce a secure and compliant framework.
Requirements Transparency Matrix (RTM) used to define Agile Epics, Features, Stories, and Tasks

(like Asset Management, Third-Party Risk Management, Supply Chain Management, Business
Continuity Management, Security, and Compliance) ready to be satisfied through the,

Engineering phase including:
a.
b.

Assurance, and

Architecture design (i.e., TOGAF, etc.), and
Engineering phase (Systems Engineering Life Cycle - SELC),
Development phase (Systems Development Life Cycle — SDLC), including Testing, Quality

Production Acceptance of business products or services whose components are all at current

release level and free of vulnerabilities. This supports the Authorization to Operate (ATO)
approval function with device Hardening to optimize protections,

1/8/2026

© 2025 Data Center Assistance Group, LLC

Page: 16



Vendor Risk Management, TPRM, SCM, BCM, and the Application Factory with adjustable quality Gates

6. Support and Maintenance through Continuous Threat Exposure Management (CTEM),
Identification and Mitigation of detected problems before hackers can attack, then the
achievement of continuous ATO (cATO) which is the goal of every organization’s production
environment.

7. Executive Dashboard feed through system metrics displaying actions and status of products
create, operations, and support, so that continuous improvements through mitigations and
enhancement can optimize the creation, operation, and support provided to the company clients
in a continuous manner that is constantly being optimized in response to environmental sensing
and technology change evolutions.

Call to Action

Should you find this approach interesting and want to explore how you can achieve it, please contact us
to discuss how we can assist you achieve this goal.

Thomas Bronack, President
Data Center Assistance Group, LLC
bronackt@dcag.com | bronackt@gmail.com } www.dcag.com | (917) 673-6992
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Appendices:

Migrating Applications to the Cloud

+ Data Sensitivity

+ Identity Management Cloud

*+ Access Controls

| Cloud Test

User

Acceptance

Development (1-3)
On-Premises * laas % AutoRes - V&YV * Recovery
i il = PaaS Patterns = Regression + UAT-User
in Silo . sass | chaos - A - PAT-Prod
* * Metrics Tests + Chaos « ATO/CATO
- Digital Twins
4
- 0 Application .
Documentation Change .seom
*
Management o
Goal is: .
« Migrate to Cloud 1+ Release+1 AlBom

* Repeat Process from
Dev to Prod Cut Over

+ Return Equipment

+ Regain Footprint

* Reduce Costs

* IACand OAC

* Improve Performance

Documentation

*SBOM — Software Bill of Materials
*RBOM - Release Bill of Materials
*CBOM — Cryptographic Bill of Materials
*AIBOM — Artificial Intelligence BOM

* Game DayTesting

* Chaos Certification

* Recovery Certification

* Security, Recover, Metrics
* Cloud Watch, Formation

Job Documentation
CMDB

Program Files

Data Files

SELC /SDLC/ Agile

+ Epic, Features, Stories
= Agile / JIRA, Confluence

SharePoint

Revi NN Production Command
eview application journeyfrom

On-Premises to the Cloud and Maintenance Center
identify where Observability and

Production

Permission to
Operate (PTO)

+ SLA Monitoring

* Observability

+ OpenTelemetry

* RPA/ML/AI

+ Automation

* Alarms, Alerts, Actions

»

Production
Acceptance

Compon
Repository

* RunBools

+ Play Books
+  User Guides
+ Schedules

+ Training

Production

Support

+ Operations-0CC

* Network - NOC

* Help Desk— Support
= Security - SOC

Open Telemetry can help * Repairs
support and mitigate problems. « Enhancements
Add RPA/ML/AI as needed to « New Releases
support automation. « Patches

* Dashboards
« ErrorAnalysis
+  Mitigations

* Recoveries

Cut Over

+ Hardening
* Security
= Training

Third-Party Risk Management

01

Vendor Onboarding

02

ApplicationDependencies

03

Compliance Requirements

04

Approved Vendors

05

Risk Mitigation Reports

06

Compliance Certification
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Sample Vendor Riks Management Executive Dashboard

P
'V&DoubleCheck

Number of Active Third Parties

23

Percent of Active Third Parties in
Review

Third Party Status for [N

Parties

as of Fri Sep 11 10:31:40 EDT

Number of Active Critical Third |Number of Active Third Parties With| Number of Third Parties Reviews in
Sensitive Information

Percent of Active Critical Third | _Percent of Third Parties with
Parties in Review Sensitive Information in Review
57% 63%

Process

15

Number of Action Items Pending

Risk Profile
a Third Party Information Exposure VS Criticality
Not Acceptable 0 Client Info Shared Q
Acceptable with Imp 1 1 Proprietary Info Shared Q Q Q
Acceptable 0 2 | 0 No Info Shared 1 0 0
Vendor Criticality Minor Material Critical Vendor Criticality Minor Material Critical
Details

lighest Risk Third Parties Pending Reviews Action Items
By Arcas by area impacted

1 Prix Contruction _ R Criticality Performance :—-
20 (E Acceptable w/ _ Financial —_— i =
3 Acceptable w/ _ Legal N Legal N E—
[ T - -
5 BlueJean Company ‘:__"" _ Compliance IEEEG—_—_——_—— e . ) .
6 IS Enterprises ey Mataal 0 2 4 6
7 amaa oo Acceptatie w P WMo Wovew W ircones
Third-Part Risk Management Project Overview
E | v

Company Products

Company Services

1
Vendor Program

Applications

Procurement

Management

Compliance & Due

I
Asset

Diligence
1

Technicaland
Cyber Issues

Third Party Risk Management

Service Stack
i
Inventory of Parse Records dinhihinlutul, |I|I||III
Products Vendorsand | . (ESCUtI\bDaSth
i TPRM Contracts Vendorsan Master :
Inventory of f\;’:::;t Records ) iy
Vendors (J ;: o o:
v H
Onboarding & Extract
Offboarding Records perfo
T omp
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Information Security

IT Policies &
Metrics

Access
Management
Lifecycle

Support to
Security IT Audits

Entitlements
Regulatory Attestation

Compliance Audits

Third Party Risk

Assessments IDM Platform

Disaster Recovery
Plan

IDM

Training and Maintenance &

Awareness

Implementation

Support Services

Governance, Identity and .
Risk and Access OS:?:tri'g\s
Compliance  Management P

Data Loss
Prevention

Antivirus

Data Encryption
& Erasure

IDSNPS/Firewall
Monitoring

Fraud Prevention
& Anti money
Laundry

Security

Intelligence

Information Security Processes

Systems
Security

Threat Modeling

Security
Architecture

Social
Engineering

Vulnerability
Assessment &
Management

Penetration Tests

Cyber Threat
Monitoring

End Point
Security

Cloud
Security

Antivirus and Anti-
Malware Software

Business

Assessments Firewalls

Intrusion Detection and
Prevention Systems

. (IDPS)
Architecture

Design Patch and Configuration

Management

Endpoint Encryption

Security Testing

& Validation Behavioral Analysis

Endpoint Detection and
Response (EDR)

User Identification and
Access Controls

Virtual

Environments
Audits

Security Awareness
Training

Accelerating PQC Migration and the use og BOMs

Accelerating PQC Migration with BOMs

SBOM
Sottware Bill
of Materials

Lists software
components and
dependencies

RBOM
Runtime Bill
of Materials

Tracks executed
code in production

CBOM
Cryptographic
Bill of Materials

Map cryptographic
functions and usage

AIBOM
Al Bill of
Materials

Lists Al models
and mechanisms

.

INVENTORY
CRYPTOGRAPHIC
USE

PQC MIGRATION

PRIORITIZE
VULNERABLE
ASSETS

SBOM
TRIAGE

i

CONTINUOUS
MONITORING
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Problem / Incident Management with the use of BOMs

Hardware, Software,
Release, Cryptography,
and Artificial
Intelligence Bills of
Materials

Problem
Reporters

LEVEL 1 LEVEL 2

PSP

Discovery

LEVEL3

Problem Abstract and
supportive evidence

Product Vendor Vulnerability

CNA/CVE/

Resolve Problem CWE

Document Fix

Update &
Research,
then loop

Apply Fix

Update NVD &
ATT&CK

NVD Database
Contingency

Management
Runbooks

Public

Send Fix to Reporter

Problems are reported and related to the component owner for
mitigation through a problem/incident management system.
Automated problems are reported when metrics are crossed for
a period of time and reported and tracked until mitigated.

management

Local Help Desk can be linked to multiple
remote Help Desks to expand and
optimize problem and vulnerability

DHS / CISA controlled cyber crimes and
technical problems national programs.
NVD - for CVE, ATT&CK for CWE, CNA for
resolutions

Third-Party Risk Management overview

The Six Pillars of
Third-Party Risk Management

REPORTS

APPPLICATION
DEPENDERCIES
COMPLIANCE

REOUIREMENTS
APPROVED
VENDORS
RISICMITIGATION
COMPLIANCE
CERTIFICATION

HARDWARE

[ SOFTWARE |
[ APPLICATIONS |
[ VENDORS |
| RISKS and MITIGATIONS |

VENDOR COMPLIANCE
CERTIFICATIONS

Data Center Assistance Group, LLC

ubhwNRE

Existing Vendors

Vendors
Compliance

Vendors Products
Vendors

Products and
Current Release

Procurement Records

Asset Management

Applications and
Existing Release

HBOM SBOM

Vendor Compliance

Patch & Release
Management

CVE

Identify Existing Vendors

Define Vendor Products and Current Release
Locate Vendor Product Use and Existing Release
Identify Vulnerabilities and Mitigate

Provide Vendor Compliance Certification
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Data Sensitivity, Security, and Problem Management

Data Sensitivity, Security, and Problems Resolution

Data Data Data Archiving Data Sensitivity and Lifecycle Management
forl Classification Policies Backup& Reco & Destruction
Data itivity Data
- = Ownership | | CMDBMatrix | | Recoveries
Bonea | o
Recovery
DataSensitivity,  DataPolicies  Disaster Recovery, Archiving | Stakeholders | | Inventory | Management
Data Types Vital Records Managment Destruction
| | | Sensitivity | | Datalifecycle |
Identify Post- Enforce
Vulnerabilities Early Quantum Data Policies g . s
Cryptogr- 1 Classification Data Naming
...
L | Usage Roles | | Access Control |
Pra.bleml
* Identify Data and its owner, then | Usage Types | ‘ CRUD Uses | Mansgement | N

= Define Sensitivity and Protection Requirements,
» Data Lifecycle and Naming conditions, Vulnerabilities Y
* Employ Data Security & Encryption, and PQC,

* Allow access based on Location, Group and Usage Problems H Ticket }— Component
Type (RBAC/ABAC). Alarm Alert Owner

* Include in Problem and Vulnerability Management Problem ] Actions
system, by tying component to owner for quick repair Database Update with Problem Resolution
and update. Resolutions

Application Security Testing - DevSecOps

Application Security Testing — Dev/Sec/Ops

Application Security

A BRIEF HISTORY OF APPLICATION SECURITY AUTOMATION

Development (find vulnerabilities) Operations (block attacks)

SAST DAST WAF IDS/IPS
(Static (Dynamic W02 (web Application (Intrusion Detection/ Development
AppSecTesting) AgpSec Testing) Frewal) Prevention System)

3 4

" IAST RASP + Code Quality * Repository scan + SAST [Static) + DAST (Dynamic)
mecpe - e » s ) * Clealy » 0T D * WS gt
+ Thread Modeling * SAST (Statx) + [AST (integrated) + RASP (Run-time)
+ Software + Pen Testing
. Unified Agent Composition
= IAST and RASP Analysis(SCA)
* Image scanning
SCA - Software Composition Analysis MAST - Mobile Application Security Testing
SAST - Static Application Software Testing RASP — Runtime Application Self-Protection
IAST — Interactive App. Software Testing AIBOM - ML and Al usage [ ]
MAST — Mobile App. Security Testing SBOM - Software Bill of Materials (SW) SBOM’ RBOM‘ CBOM’ AIBOM' etal
RBOM - Release BOM (HW SAST  SCA MAST SAST DAST  MAST IAST  SAST  DAST RASP
Analysis Design Development Testing Deployment Maintenance
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