GRC - Governance, Risk Management, and Compliance

Presentation Topics Tom Specializes in:

* Hazards faced by Companies * Enterprise Resilience,

* Know Your Enterprise * Corporate Certification,

* Governance. * Vulnerability Management,

* Risk Management, * Cyber Security,

* Compliance, * Post Quantum Cryptography (PQC),
* Business Continuity Management,  Inventory, Configuration & Asset
* Vulnerability Management, Management,

* Full Systems Development Life Cycle, « Strategic and Tactical Planning,

* ATO / cATO Production Services, * Project and Team Management
* Business Continuity * Awareness and Training

Contact Information:

Governance, Risk Management, and |
. * bronackt@gmail.com
Compliance - GRC + bronackt@dcag.com

* https://www.dcag.com
. (917) 673-6992
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The Pathway to a Resilient Business

Awareness Risk Management
y 3

COSO

COBIT

Enhanced

Aoul/ resilience

Enterprise Architecture

('

TOGAF

e Know your Business (i.e., Products, Services, Clients, GRC, Problem Mgmt.
e Relate your business goals to IT Services (i.e., Develop & Deploy).

e Analyze Risks and Define Controls(Support & Maintain). CMMC, NIST
e Build your Service Environment and ensure quality (Vulnerabilities). ITIL

e Provide Service Continuity and Recovery Management
e Ongoing Monitoring and improvement (CTEM, CNAPP)
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Protecting your organization is difficult

— Supply Issues
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Solution Solution Validate _ Continuity M Compliance _Maintain

Product Engineering and Development Life Cycle
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Getting started with facts and a defined direction

Know your company: Know your Environment:

Physical and Data Security (Data Sensitivity & Data Flow).
Architecture and engineering process.
Asset Inventory and Configuration Management.

1. Most Important Applications & Services (Family Jewels).
2. Damage caused if lost and maximum duration of survival
without the application or service.
3. Define Requirements, Risk, Security, DevSecOps, Testing, Identify and Access Management.
Recovery, Acceptance, Deployment, and ITSM, ITOM. GRC based compliance and attestation, CIA based
4. Define Audit Universe implement legal & auditing functions. cybersecurity and elimination of viruses and malware.

ke wWwNE

5. Implement Systems Engineering Life Cycle (SELC) to respond 6. Development and implementation of DevSecOps.
to new ideas or business opportunities. 7. Personnel Titles, Job Functions and Responsibilities, and the
6. Implement Systems Development Life Cycle (SDLC) to deploy integration of sensitive and required services within their
new products and services. everyday work tasks.
7. Define Company Organization to respond to cybersecurity 8. Staff training and development.
and technology problems in a timely manner to the 9. Continuous Monitoring and Improvement, along with the
appropriate authorities (i.e., SEC Rule 2023-139) adoption of new technologies and processes (i.e., SRE).

10. Deploying error-free products and services (see EO 14028
and OBM M-22-18) and utilize the latest technologies to
respond to encountered anomalies and verify compliance.

Set you direction:

1. Most efficient, compliant, and secure production environment, capable of recovering from disaster events and providing continuous vulnerability-free
products and services to customers. Continuity of Succession / Delegation of Authority must be included along with definition of duties.
2. Integrate guidelines, standard Operating Procedures, skill development, and awareness throughout the organization.
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Understanding your Business for better protection

Control your Secure your
infrastructure and development and
Communication change management
environments systems
(metrics, Open (DevSecOps, agile,
Telemetry, and JIRA, Confluence,
Monitoring) SharePoint), PM

Ensure Standards &
Procedures,
Documentation,
Playbooks,
Awareness, and
Training is provided

Know your business
and its key Risks to
services by tier (RG,
RTO, RPO, KPI, SLA,
Metrics, Alarms,
Alerts, Actions, etc.)

Ensure testing includes. IV&V, Consistently monitor
Regression, Information Operations, Threat, and
Assurance. Chaos Testing, Game Incident metrics and make sure

Production Acceptance, Certificate or recover from anomalies and

to Operate. performance deviations acceptable level).

Integrate standards & procedures within everyday functions performed by personnel and ensure the
implementation of Awareness and Training programs to keep staff and management informed

Automate scaling and problem /
incident management to provide
continuous services (ldentify
; : . . - threats and automate repair /
Day Testing, User Acceptance, you can quickly identify, repair, recovery, so that end users are

not interrupted beyond their
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Laws and Regulations, by groups

Risk Posture and Audit
Preparedness

Domestic Compliance

International
Compliance

Industry Compliance

Risk Analysis

Define Domestic and
International needs
Likelihood

Impact

Defense Strategies
Controls

Insurance

Audit Universe
Crosswalks

Audit Questionnaire and
Artefacts

Audit Schedule
Reporting & Monitoring
Improvement &
Automation

COSO — Risk Appetite
COBIT — IT Governance
Framework

RMF — Risk Management
Framework

CSF 2.0 — Cybersecurity
Framework

CIA — Confidentiality,
Integrity, and Availability
GRC — Governance, Risk,
and Compliance

NIST — National Institute of
Standards and Technology
EO — Executive Orders

ISO - International

Organization for

Standardization:

ISO 3001 - Risk
Management

ISO 9000 — Quality
Management

ISO 22301 — Business
Continuity Management
ISO 14000 — IT Environment
ISO 20000 — IT Services
ISO 27000 — Information
Security

DORA, GDPR. NIS 2,

PCI DSS — Payment Card
Industry Data Security
Standards

FDA — Food & Drug Agency
OMB - Office of
Management and Budget
SEC — Securities Exchange
Commission

FFIEC — Federal Financial
Institutions Examination
Council

“Whole of World”
“Whole of Nation”
“Secure by Design”
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Know and Control your Environment

Inventory Configuration Asset Supply Chain Vulnerability
Management Management Management Management Management
* HWAM * Facilities, or * Acquisition - * Components via * Identify
« SWAM Locations Order through SBOM RBOM, or Vulnerabilities prior
* Technology * Configuration of Delivery AIBOM to production
Management equipment * Install and Test * Identify Countries * Apply Patches and
* Release e Services and * Turnover to User parts origin Update Releases
Management Applications * Redeploy as * Adhere to Laws and * Validate mitigations
* Patch * COOP Recovery needed country restrictions * Vulnerability-free
Management * Location Recovery * Terminate within * Identify production
e End-of-life laws and Vulnerabilities * CTEM after
regulations * License Management Production

Enterprise Facility [ Add & Maintain ] [ Add & Maintain ]
Inventory Configuration Records Restrictions
T T 1 ( Eliminate

< I Vulnerabilities
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Existing laws and regulations

Gramm Leach Bliley — Safeguard Act (was Bank Holding Act);

HIPAA — Healthcare regulations (including ePHI, HITECH, and Final
Ombudsman Rule);

Sarbanes — Oxley Act (sections 302, 404, and 409) on financial
assessment and reporting by authorized “Signing Officer”;

EPA and Superfund (how it applies to Dumping and Asset Management Disposal);

Supply Chain Management “Laws and Guidelines” included in ISO 24762 (SSAE 16 for
Domestic compliance and SSAE 3402 for International Compliance, and NIST 800-34);

Supply Chain Management “Technical Guidelines” described in ISO 27031,
Patriots Act (Know Your Customer, Money Laundering, etc.);

Workplace Safety and Violence Prevention via OSHA, OEM, DHS, and governmental
regulations (State Workplace Guidelines and Building Requirements);

Income Tax and Financial Information protection via Office of the Comptroller of the
Currency (OCC) regulations (Foreign Corrupt Practices Act, OCC-177 Contingency

Recovery Plan, OCC-187 Identifying Financial Records, OCC-229 Access Controls, and OCC-

226 End User Computing).

These laws and regulations
have been around for many
years (Starting with OCC
regulations and growing from
there) and have served as the
basis for Governance
Regulations and Compliance
(GRC). Additional industry
compliance requirements like
SEC, FFIEC and HITECH must
be adhered to as well.

The CIA (Confidentiality,
Integrity, Availability) deals
with security and should be
adhered to with the same
aggressiveness as GRC.
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The three pillars of GRC — Governance, Risk, and Compliance

eLaws
«Statutes
«Regulations

«Tier 1 — Organization
«Tier 2 — Business Lines
«Tier 3 — Assets (e.g., Systems, People)

e Threat Landscape
«Implemented Controls
«Insider Behavioral Analysis )

« Systems

«ISO Continuous «Processes
«NIST Improvement Self « Audit Preparation )
»Organizational «Regulatory Audits i
«Information Tech. e g « Standards Audits (e.g., ISO)
«Information Securit Xternat | , contractual Audits (e.g., PCI)

: - Systems /
«PCl Authorization Siteraal N
« Customer Contracts (NIST RMF, I1SO, COBIT) «Regulatory Bodies
+B2B Agreements Reporting - Customers )
«NIST CSF
«I1SO
«Organizational -
« Administrative Irg .
«Physical
«Technical R 0 e Respo s

e D 0 0 e
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COSO and COBIT Analysis Frameworks

< = e g e_gf’ Processes for Governance of Enterprise IT
= Evaluate, Direct and Monitor

EDMO1 Ensure
. Gwenunsg' EDMO2 Ensure EDMO3 Ensure Wm'ﬂ EDMOS Ensure
:: Mdme'm;' — - - Optimisation Transparency

Align, Plan and Organise Monitor, Evaluate

and Assess
AP0O1 Manage APOO2 Mana APOO3 Manage APOO4 APOOG Ma APOO7
the IT Manaoement 90 £ Manage APOOS Manage 9390 Manage
mm’ s — g s —
MEAD1 Monitor,
Evaluale and m“
APoog Maage | APOQSMIE N aporomansge || APOIIManage [ APOIZManage || APO13 Manage e
Relatonshics Agreements Suppliers Ouakty Resk Security

Build, Acquire and Implement

BAIO3 Manage BAIOS Ma BAIO7 Manag,
BAw1 umg:d BAIO2 Manzage *Saltons "Axm W&mﬁ BAIOS Manago M':
Projects Definiton i and Capacty Enabiocent ’ Transitioning Evaain ond Acoces
the System of Intemnal
BAIS BAI09 BAIO

'm

Deliver, Service and Support
COSO - Committee of Sponsoring TR T ERRRTT

Organizations
COBIT - Control Objectives for Information and Related

Technology
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CMMI - Cybersecurity Maturity Model Integration

—— %
Level O

Level 1

Deliver Personalized Customer Experience

Personalized Risk,
Reputation and
Fraud Management

Suppeort
Personalized
Campaigns

Contexdualized
Ineractions

Manage Customer
identity and
Prefenences

Create and
Maintain
Reputation

Onbsoard
Customars

Provide Account Services

Offor Corporate
Loans and Make

Daposits

Offer CraditiDabit
Sernca Deposits Card

. Dedrver Wealth
Prowide Consumer Management

Credit g

Provide Corporate
Credit (SMB)

Develop Partner Ecosystem

Browar
Crowd Funding

Manage Chanmeal

Partners

Deafine Partnar
Agogregators

Support
Pear-to-Peer

Pamners

Use Credit Brokers

Develop Market and Brand

Operate Customer

Develop Product
Intelligence

Strategy Market Products

Operala
Campetitive
Inteligance

Dafine Business

Declion Sal Pricing

Develop Multichannel

Support
Multichannal
Paymanis

Support Dynarmic

Servica Payments Facilies

Create Digital

Support Universal
Senices

BYOD

Proactively Detect and Resolve Risk

Managa
Informaticn

Security

Datect Fraud Evaluale Risk

Balance
Transparency

Manage Privacy

Modal Mew Fraud Maims

Create "Next Payments” R&D

Crowdsource

Develop
Inngwvation

Risk Madels Create Sandbox

Davelop New
Craate Rapid POC
Innavation Cycle

Channels

Develop Cuslomer
as |nnovalorn

Operate Business

Govamn
Technalogy
|nvastmant

Maxamze Human

Capital Ophimiza Facilities

Davelop Stratagic

Planning Manage Financial

Support Investors
Execute Investment Products

Manage Corporate
Imeesimants

Execube Consumear
Investments

Deeliver Corporabe
Financing

Criter Corporate

Tax Sarvices

Execute
Fund Management

Provide Imvesimant
Services
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CMMC - Cybersecurity Maturity Model Certification

UNCLASSIFIED

CMMC Model Structure

17 Capability Domains (v1.0)

incicdent Risk
‘“.:C)m Response Management
(R) (RM™)
Asset Security
Management ""::"" Assessment
(AM) (SAS)
Awareness and Seuatonal
Training “'.::.,“ Awareness
(AT) (SA)
Audt and Personnel System and
Accountabiity Security Communications
(AA) PS) Protection (SCP)
Configuration Physical System and
Protection Informaton
(™) PP) Integrity (SH)
Identficaton and
Authentication Recovery
(10A) on

Capabilities are assessed for
Practice and Process Maturity

PRACTICES | PROCESSES

Advanced / Progressive Optimizing
Lleveld
‘ — =
Level 3
Good Cyber Hygiene Managed
Level2
Intermediate Cyber Hygiene Documented
Level 1
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Risk Management Framework (RMF) NIST SP 800-37

Measure,
conrol and
monitor

\ | Risk

managemen

A\

Implement

A

Risk assess

& analyze |

AUTHORIZE OPERATIONS «
(BASED UPON RESIOUAL
RISX & RISK TOLERANCE)

ASSESS SECURITY CONTROLS #

(OPERATIONS & LFFLCTIVNESS

. STEP1:
o #  IMPACT ANALYSIS

ONGOING MONITORING <«

OF SECURITY CONTROLS)

SELECT BASELINE CONTROLS
» TAILOR & SUPPLEMENT
CONTROLS
» DEVELOP SECURITY PLAN

STEP4:

RMF Stages:

1.
2.
3.
4,
5.
6.

Impact Analysis

Baseline Controls

Security Controls

Assess Security Controls

Authorize Operations (ATO & cATO)
Monitoring and Repair
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Performing an Audit and Risk Assessment

Risk
Appetite

.

~

[ International Laws

Performing an

Law Similarities ]—b Build Crosswalks]—

-

Audit and Risk

—l

L Audit Universe

Audit Results J<

Audit ScheduIeJ<—

Assessment

1

[ Domestic Laws

1
Reports _u Questionnaires D

I
Artefacts D

--—-—"_-__

—_———'_--_

i 1 Identify : .
Define ist . mpac
the Risks e
Company Company 2 Potential Prlorl.tlze the
Assets Recove Consequences Risks

Malicious Activities:

Make
Improvements

Document
the Results

Accidental

Malicious .

System

Natural

Activities

Failure Error

Disasters

Ransomware Vulnerability
Malware .

Virus Risk
Cybercrime Management
Hackers

Policy Manual
Vulnerabilities
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Concept to Requirements Transparency Matrix (RTM)

( \ ( o \
LY Requirements RTM Review :
- . ooe » Transparency |— ° Acceptance Review
# o, ﬁ Matrix (RTM) * Features & Functions
\* Specific Operations )
IDEA BRAINSTORMING |
Generate an initjal Explore_ and discuss *
concept or solution multiple ideas

‘ r Agile Format ) /
« Epic ]
>
h * Features EPIC
m \_ * Stories y
COLLABORATION  INNOVATION

Work together to Develop and implement

refine concepts the best ideas
[ Feature ] Feature Feature
Vi3
# vicEE|3 . -
V| — Agile Function ]
INNOVATION REQUIREMENTS Environment
Develop and implement TRANSPARENCY
the best ideas MATRIX

Ensure clarity on needs
and specifications

Story L[ Story
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Requirements Transparency Matrix (RTM)

Requirements Transparency Matrix (RTM)

Column Title

Description

Requirement ID

Unique identifier for traceability (e.g., REQ-001)

Requirement Name

Short title or label for the requirement

Description

Clear and detailed explanation of the requirement

Source / Stakeholder

Origin of the requirement (department, person, or document)

Business Objective

Related strategic goal or business driver

Priority (High/Med/Low)

Relative importance or urgency of the requirement

Type (Functional/Non-Functional)

Categorization of requirement type

Status (Proposed/In Progress/Met)

Current state of the requirement

Owner / Responsible Party

Individual or team accountable for delivery

Dependencies

Other requirements or systems that this one depends on

Acceptance Criteria

Conditions or tests for requirement to be considered fulfilled

Verification Method

How the requirement will be tested or validated

Traceability to Use Case / Feature

Related use case, user story, or system feature

Change History

Notes or logs of revisions to the requirement

Comments / Notes

Additional context or communication between stakeholders

Date: 7/10/2025
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Data Sensitivity, Security, and Problems Resolution

Data Data Data Archiving
Classification Policies Backup&Reco & Destruction

Data Sensitivity and Lifecycle Management

Data [__\ Ownership CMDB Matrix Recoveries
Creation El 7'}
Data Sensttivity, Data Policies Disaster Recovery, Archiving Sta kehOIderS
Data Types Vital Records Managment Destruction
| pnn | Sensitivity Data Lifecycle
itiog Earty )i € im0 Classification Data Naming
| e } ) Usage Roles RBAC Group
* Identify Data and its owner, then Usage Types CRUD Uses N
* Define Sensitivity and Protection Requirements,
» Data Lifecycle and Naming conditions, Vulnerabilities Y \>
 Employ Data Security & Encryption, and —
* Allow access based on Location, Group and Usage Problems Ticket — Component
Type (RBAC). Owner
* Include in Problem and Vulnerability _
Management system, by tying component to Update with
owner for quick repair and update. ARCE
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Applications Development Stages

Development :

|User Request

+ User Requests Application by
providing a “Requirements
Definition”

* Business Reason Defined

+ Asset Definition Management

(ADM)

Data Sensitivity performed

Data Handling & Retention

Identity Management (IM)

Identity Access Management (IAM)

Business Needs Analysis

Technical Needs Analysis

Requirements Analysis

Configuration Management

Decision for Buy / Build

Maintenance

Risk Management
Interface Management
Data Management
Vital Recrds

Enhance, Or

| Develop once, maintain many
' TECHNICAL MANAGEMENT PROCESSES
Technical Risk
Plannmg Technical Managomom
| Requirements Assessment Interface
Management Management
> - Decision
Configuration Analysis Data
Management | Management
TECHNICAL PROCESSES

Fix Problems

| Maintenance |

Recovery Management

| Domains |
Learn on
»| Sandbox current
release
|
Development|| Build
|
= Test
Testing Requirements
|
Validate
Recclovery | Recovery
U
Acceptance || sccons
- Prod
Production || sccepr
|
- ATO - Staff
Integration || operations
|
Tech Problems
Support | Cyber Incidents

Date: 7/10/2025
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From Concept to Applications via DevSecOps

Detect

Idea, or

concept

Problem

~
4

Acceptance
Testing and
Quality
Assurance

\ Applications )

Collaboration RTM

Requirements Development-Security-Operations

Assurance

|

ProCap360™ Application Factory
[ PROD ] CATO
Fal' Quallty Pass > = Security Score
Redo Gate Go-On ProCap360T"" ]‘4_ ( @

\,

V0.1 V0.2 VO 4 V0.5 V0.6 SDLC
Box Continuous
Dashboard
Fix problem and

ll l l " Sand
EVAL DEV
repeat.

Vulnerability-Free
Current Release

[

Known Vulnerabilities

Date: 7/10/2025
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Agile, JIRA, Confluence, and SharePoint

The Agile Scrum Framework at a Glance

it

Burﬁdomilup
Charts

Inputs from Executives, ™
Team, Stakeholders, m

Customers, Users
= Daily Scrum

. Meeting

The Team Sprint Review

Team selects

_ starting at top
list of what asmuchasit

is required: can commit
features, to deliver by Sprint Smt:; ;n:.! date ba“od

i ety Backlog do not change
Sprint

Planning

Meeting

&VOM&U‘N‘

c AG"‘E FO,R ALL Retrospective
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Identity and Access Management technologies

Permission Based Access Control
(PBAC) — (Read, Edit, Delete)

4
Identity |dentity Role Based Multi-Factor Attribute Based Zero-Trust
M Access Access Control Authentication Access Control Authentication
anagement
Management (RBAC) (MFA) (ABAC) (ZTA)
Personal

Records User Identification Path

Authentication ABAC / RBAC

[ Application ]4 T Pass / )

: Control . )
\ 1 Userid/Pswd

1 e J

- 1 [ Certificate Zero Trust \

Data Session Authentication MFA

Elements Manager (ZTA) :
Session ]/ Biometrics

Authorization path with Zero Trust Authentication (ZTA) \{ IM /1AM J
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Integrating Protection Frameworks

The newest Integration Model — PRIME Approach

Links to all standards are Developing a business optimization approach that combines
provided for details these 1SO Standards will help your company achieve
PRIME = PRocess certification more quickly.

IMprovement Endeavor

Implementing the standards separately will result in overlaps

Capability and inefficiencies.

Maturity
Model Start with Risk Management (31000) and ensure that

Integration Information Security (ISO 27000) is current and best suited to
protect your Data and Environmental facilities (ISO 14001).

ISO 31000 Then implement your Business Continuity (1SO 22301)
s Recovery Certification Process for Emergency, Crisis, Business,
Risk and IT Disaster Recovery Management.

Management Integrate Quality Management (ISO 9001) within all of your

processes to ensure the products and services your company
delivers will be of the highest quality and capable of protecting

M P your brand and reputation.
ISO 9001 15022301 A Finally ensure your IT Services (ISO 20000) are of the highest
Capability Quality Business " Risk Control quality possible and that all ISO standards are adhered to in
Maturity Management /& , ~ Continuity compliance with existing laws and regulations, so that you
Model — == Assessment | never have to fear failing an audited.

Certification

Date: 7/10/2025 Copyright 2025 (c) Data Center Assistance Group, LLC Page: 22



NIST CSF 2.0 Categories and Application

NIST Cybersecurity Framework 2.0 [ Establish Cyber Security Controls via CSF 2
pooF 20 | GsF 2.0 Category ccaf:gzo?y
idontifior Govern [ Op (i ions — Metrics
Organizational Context GV.0OC Runbook
Govern |Risk Management Strategy GV.RM m Thresholds
(€Y Roles and Responsibilities GV.RR
Policies and Procedures GV.PO Alarm
Asset Management ID.AM Q
Risk Assessment ID.RA Chaos
(ID) Supply Chain Risk Management ID.SC Detect Engineering Problem
Improvement | ID.IM and
Experiments

Incident /

Recovery
Problem Playbook
PV o ToTo] ¢

Security Orchestration
and Response l
| | | |

A Infras

Detect Adverse Event Analysis

(DE) Continuous Monitoring

Cloud Automated
Recovery Process

Recover | Incident Recovery Plan Execution RC.RP Mediate Mitigate Cyber Technical

(RC) Incident Recovery Communication RC.CO
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Cloud Security Disciplines

Network Security:

Advanced Threat Protection:
«  Botnet Protection QRXIT\_ES%Q;REAT NETWORK SECURITY *  Firewall Management
» Firewall Management R
*  Malware Analysis and Anti-Malware « BEtGE PrOtEction * Network Access Control Network Access ConFroI
Solutions s Mahwnite Analyels and * Secure Network Design . Secure Network Design
; . Anti-Matwire SoliRons «unifiect Thisak Managemisnt DATA SECURITY *  Unified Threat Management
*  Sandboxing and Emulation _ , « Remote Access Solutions : c
. e » Sandboxing and Emulation « Intrusion Detection/ « Data Encryption . Remote Access Solutions
° Appllcatlon Whltellstlng » Application Whitelisting Prevention Systems « Data Leakage Prevention . .
*  Network Forensics * Network Forensics Penetration Testin *  Intrusion Detection
: . . g .
; . = Automated Security Analytics . Prevention Systems
. Automated Security Analytics 1 . . .
] ] , INFRASTRUCTURE Penetration Testing
R-skI Sﬁ‘;ﬁgﬁﬁfﬁ Cclzgicpllance: SESSUSR'TZ Infrastructure Security:
3 . . ecurity R :
+  Firewall Compliance & M t RISK GOVERNANCE » Mail Security ON> Security
irewall Lompliance anagemen & COMPLIANCE » Unified Communications . Mail Security
. Physical & Logical Reviews c « Security Information . o -
. yf. . 8 li « ISO 27001/HIPAA/PCI, SOC loud and Ev:nt Management Umﬂe‘d Communlf:atlons
Configuration Compliance « Firewall Compliance and i « Log and False ) . Security Information and Event
e Audit and Compliance Analysis Management s Positve Analysis
P y « Physical and Logical Reviews ecurlty » Zero Day Vulnerability Management . .
« Configuration Compliance Tracking . Logs and False Positive Analysis

MObiIe Security: « Audit and Compliance Analysis

. . *  Zero Day Vulnerability Management
. Authenticating & On-Boarding

4

: \'jvo,gule Acgess Pf'rl‘: Dt‘*teclt'on SYSTEM SECURITY System Security:
IFEless eCl,JrI y Frotocols l « Windows/Linux Server Security * Windows/Linux Server Security
°  OWASP Mobile Top Ten ’ XU‘"e'abilgi\f//Pla‘Ch :‘la"ageme"t * Vulnerability/Patch Management
R . . . t t ilit i .. .
Moblle‘App AL'Jtomated Scar‘mmg MOBILE SECURITY éggb%(‘:#vON utomated Vulnerability Scanning - Automated Vulnerability Scanning
* Dynamic Mobile App Analysis * Authentication & On-Boarding S )
. Secure Coding Practices « Rogue Access Point Detection * Web Application Security . . .
. : . « Wireless Secure Protocols * OWASP Top 10 and SANS CWE Top 25 Appllcatlon Securlty:
. Mobile Penetration Testing : « Dat Activi nitorin T ]
. « OWASP Mobile Top 10 DStatimme Activity Momitoring » WEB Application Security
. Secure Code Review « Mobile App Automated Scanning « Content Security
« Dynamic Mobile App Analysis * Secure File Transfer * OWASP Top 10 and SANS CWE Top 25
itv: « Secure Coding Practices * Web Application Firewall . ivi itori
Data Security . S MRl Poneaeiir Totthio o Swcire Comlliv Practices Database ACtIYIty Monitoring
. Data Encryption « Secure Code Review * Testing for vulnerability Validation * Content Security
+  Data Leakage Prevention SAPRUCEURI POnSLAtON esug * Secure File Transfer

* Secure Code Review -
* Secure SDLC practices

* DevSecOps implementation
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Problem Management and Control

Problem RBOM AIBOM
Report
eporters Software, Release, Cryptography, and

Artificial Intelligence Bills of Materials

Provide
Resolution to

Reporter
ﬁ

Problem -
Discovery

LEVEL1 LEVEL 2 LEVEL3
Problem Abstract and Product Vendor Vulnerability
supportive evidence

Resolve Problem

Resolve Pro

Fix worked

close Create Problem Ticket
problem

Submit to Help Desk

Document Fix Document Fix

Search Problem DB

Update Problem DB Update NVD

Update &

Research, Problem Database : :

then loop NVD Database

N Contingency
m Match .- — — - Management
Y Runbooks
Send Fix to Reporter * *
Local Help Desk can be linked to multiple DHS / CISA controlled cyber crimes and

technical problems national programs

remote Help Desks to expand and
optimize problem and vulnerability
management
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CA is Continuous Availability RPO — Recovery Point Objective
HA is High Availability RTC — Recovery Time Capability

T h e D i S a Ste r Eve nt Life Cyc I e RTO — Recovery Time Objective MTO — Maximum Tolerable Outage

CA RPO Recovery Site
| . . . . . |
Disaster Event: I Failover to Secondary Site During Entire Disaster Event I
4 Flip/Flop % RTO
Recovery I Flip / Flop
Failover I . . Failback Recovery
HA| start up v Primary Site Shut Down N
N Failback to Primary Site After Disaster Event is Over -
ContinuousData 1  pelay High Availability + RT/SLAis Recovery Time (RT) as stated in client l/
Availability (CA) is (HA) is RT / SLA* Service Level Agreement (SLA) Delay Rteturn t.o
immediate switch Based switch Primary Site
L Complete §
Production Recovery Site Repair Primary Site to resume normal Operations Production
Primary Site ) Recovery Site Primary Site Primary Site Primary Site Recovery Site
Event . . Il safeguard: I salvage: M Restoration: -‘ Return:
* Analyze Recovery * Evacuate * Clean Facility * Restart *  Phased
* Report Site & Data * Protect Site * Repair * Test return
* Declare « Activate *  First * Restock * Success * De-Activate
* Failover « Continue Responders *  Resupply * Failback * Discontinue
1 A - Notify Vendors and Suppliers to deliver to Recovery Site

Declare Disaster Event OVER and Resume Operations at Primary Site
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Thomas Bronack ‘

Ten Step Process to establish BCM/DR Practice o o

. Project Initiation and Management « Know your business

* Rate your applications
* Define Goals & Objectives

First Responders
Personnel
Families /R opy mick * Risks & Impact
Media ation with INPS ¢ Risk Register

* Controls — POA&M

. Risk Evaluation and Controls Improvement

Project
Initiation

. Developing Business Continuity Strategies Messages

1
2
3. Business Impact Analysis
4
5

. * Spokesperson . .. ) : II_)ocattions
Emergency Response and Operations Public Enterprise Resilience T epts.
Relations Analysis * Loss Impact
. . ) * RG, RTO, RTC,
Restoration (Backup, Vaulting, Restoration) Business RPO
Undate & R . I SéDisaster l
° ° o ° ® paate epair ecovery
6. Designing and Implementing Business . Enhance | . Strategy
o * Maintain Mainten- S Toay  + Tools

Continuity Plans - Acquisition

7. Awareness and Training \
Aware&- Emergency * Events
ness esponse .
. o e - . . . Training ITOM * Actions
8. Maintaining and Exercising Business Continuity Plans . Timeframe
. . L. . . * Document * Personnel
9. Public Relations and Crisis Communications - Awareness - Design Plans
* Training  Test Plans
10. Coordinating with Public Authorities * Certification * Implement
* Integrate
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Business Continuity Command Center = EOC

DO NOTHING * Protect, Salvage, Notify Vendors,
FAILOVER . o
% X i R * Restoration, Review, & Return.
L /70 TRANSFERTO OTHERSITES | = = = o _
i RELOCATE STAFF i
i O x REMOTE WORK N
’ OUTSOURCE » A
9 OTHER STRATEGIES 3
H INCIDENT RESPONSE %
! \
| \
. PLAN
Rete Incident ! f ACTIVATION i
* Notify ASSIGN
TASKS
INCIDENT —_—
LOGGING
STATUS
‘ UPDATE
IMPACT COMMAND CENTRE RECOVERY TEAMS
ASSESSMENT COMMAND. CONTROL. COMMUNICATIONS
UPDATE ° Emergency UPDATE
Operations
Center
EXECUTIVES I I | ”
LINE MANAGERS — -
RESOURCE SERVICE RTO
EXTERNAL STATUS AVAILABILITY CLOCK
STAKEHOLDERS DASHBOARDS
eBRP.net eBRP Solutions 888-480 3277

Incident and Recovery Management.

Incident Occurs — Problem Ticket, Alarm
Impact Assessment performed — Problem Ticket
completed and failing component

Command Center notifies Recovery Teams
Stakeholders are informed

Dashboards Maintained

Status Reports provided to EOC

EOC only Talks to Public & Media (single voice)
Incident Tracked until Completed

Post Incident Review

Improvements

Update & Maintain Recovery Plans

Overall Benefits
Efficiency: Centralized control improves response
times and reduces the duplication of efforts.

Effectiveness: Enhanced coordination and resource
allocation lead to more effective incident handling.

Compliance and Reporting: Ensures that response
efforts are documented and reported, meeting
regulatory and compliance requirements.

Date: 7/10/2025 Copyright 2025 (c) Data Center Assistance Group, LLC

Page: 28



Sequence of Events to enact a Recovery Operation

Thomas Bronack
Email: bronackt@dcag.com
Phone: (917) 673-6992

Prepare Infrastructure

Replicate Applications

7/10/2025

Recovery Time

Connect
Users

Restore

Operations

Copyright 2025 (c) Data Center Assistance Group, LLC

via Alarm, Problem Ticket, Alert,
and Actions Taken process.

Page: 29

Allocate Restore Load System Establish Restore
DésaSt:r Equment Equipment & Services Communications Applications
ven
Long I
r ™) & p
TR_ec°"e’V Restore Connect Restore Connect Load Data
Ime . — I I .
Recognize ) Operations . Users | | Users ] | Feeds _ Files & DBs
. Disaster ) Alarm Manage Recovery Plans
Declare Problem Medium | Load System Establish Restore | | Load Data
. Ticket & Recovery | & Services Communications | Applications ] | Files & DBs |
__Disaster  J ... Time yy |
™ a 3 ' N a 3
Initiate Actions [ Restore Connect Restore Connect
Recovery Taken Operations J | Users ) | Users | | Feeds
\ J
+ = Three Step Plan consist of:
( Est bl h COId Slte 1. Prepare Infrastructure and communications,
stablis 2.  Replicate Systems, Services, and Applications, then reconnect users
Recovery Warm Site 3.  Manage Recovery Plans — based on recovery environment.
Site Fast, or Immediate
S Recovery should be automated


mailto:bronackt@dcag.com

Using Al Planning for Migrating Applications to AWS Cloud

Read Article

Pre-Assement

Business Drivers

Service Performance
& Availability

Architecture &
Technology

Readiness
Assessment

Report

Discovery &
Dependency

Data Collection
Analysis & report

Classify & Migration
Plan

Paln & Mesure
Success

Continuous Migration Evaluation

Proof Of Concept

Identity POC item
Create environment
Migrate data
Deploy Applications

Measure Sucess

Migration Planing

Define Migration
Strategy

Identify Destination
DB

Build DR and Backup
Stategy

Migration

Migrate fileservers
to AWS S3

Migrate commercial
RDBMS/ open
source/DaaS

Integration

Apply Agreed
Migration Strategy

Build» cloud-aware»
layers of code as
needed

Create AMIs
for each component

Build/Enable
Request Monitiring

I T oxawaTn weesacamon

Validation

Leverage other
AWS services

Automate elasticity
and SDLC

Impement
DR and backup

Leverage High
Availability

Feedback

Operate/Optimize

Optimize Usage
Based on demand

Improve efiviency

Implement advanced
monitoring and
telemetry

Suggest Aplication
Re-enginering areas

7/10/2025
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Backup, Archive, and Recover Data Files

'IB'REUYE?)E;PT ABL%gsll(Lli’EI:l%:E Backup / Recovery Times by RTO:
: 1. Instantaneously— Dual Writes to multiple

G e R GRYe locations with automated switch-over.
P Appllcatlon 2. Incremental — For high priority times
where incremental is % recovery time at

max.
Periodic — For low priority jobs.

« Develop and maintain a
comprehensive incident response
plan

¢ Conduct regular simulations
to ensure readiness

. J Program Recover
Cloud Solutions
* Implement hybrid cloud solutions ; High-Speed
for scalability and flexibility e
« Utilize cloud-based disaster Program Create Transmission
recovery
RTO/RPO Metrics
» Recovery Time Objective (RTO): Program
maximum acceptable time
to restore functions
e Recovery Point Objective (RPO):
maximum acceptable data loss
measured in time Off-
) » Define RTO and RPO to establish
| i i i| eediitecoveiyidons Program Archive Site
(T8 Downtime can cost up to Vault
$9,000 per minute
> / Immutable Data

PQC Encryption
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Global Vulnerability Management Policy generation

Global
Vulnerability
Management

Guidelines

Global VM Policy
Research (GVMP)

Country:

Statues
Laws
Guidelines
Domestic
International
General Policy
Auditing &
Reporting
Gap’s &
Exceptions
Mitigations

Job Responsibilities )
Vulnerabilities

Review existing VM Policies

Business: : chpi”ty /" Local/National
+ Services ! ili
* Applications " DevSecOps : g::irlfézzllgu?gznigeiment
. Topology CATO, CTEM. !
- Regions * Problem/Incident !

. Management !
* Countries « Recovery !
* QOperation Centers !
. Workflow Management X

ITSM, ITOM !

-

New Local VM

Company:

Business Services
and Applications
(Rated 1-7)
Technical
Engineering
Development
Production
Tools

Workflow
Migrations
Transitions

Global VM Policies

Staff:
* LOBs

* Organization
e Structure & Title

* Component Owners

* Job Functions &
Responsibilities

* Job Descriptions

» Skills Matrix

* Awareness &
Training

Could also be Company HQ and Domestic Regions

S

Research Deliverables

LVMP - Local VM
Policy and
Administration

Management Policy

Americas
Vulnerability
Management

Guidelines

European
Vulnerability
Management
Guidelines

Asian
Vulnerability
Management
Guidelines

North America,
Central America
South America

P e e e e e e e e e e N e I I e S

Area of Concentration ./

- S EETES e e e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

European
Countries

Local and Specific
Vulnerability Policies
& Guidelines, based

on country and Line

area

of Business (LoB)

Asia / Pacific

Duplicate effort
for each Region

7/10/2025
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Emergency Operations Center (EOC)

Contingency Command

Private Sector CERT Resiliency 1S022313 and National Fire Office of the
Center (CCC)

Preparedness Act Engineering 15022318 Prevention Controller of the

(Domestic Standard) Framework, ITIL (International Association 1600 Currency and
and FFIEC for Banks and COSO Standard) Standard NIST

Incident Command
Center (ICC)

Communicate to :
* Media;
'+ Clients;
* Employees;
*  Community;
¢ Government; Families

Information Security Management System

Corporate (ISMS) based on 15027000
Certification

Executive
Management & One
Voice to Public

Help Desk
(HD)

Workplace
Violence
Prevention

Emergency Operations Center (EOC)

Operations Command
Center (OCC)

OSHA, OEM, DHS Command Centers

Network Operations

. - Center (NOC)
Lines of Business Emergency Response Business Continuity Business Integration
and BIAs Management Management
S it

. . * Service Level Agreements (SLA) o ecurt g
* Locations, » State and Local Government, * Risk Management (COSO), «  &Reporting (SLR) perations Center
* Employees, * First Responders (Fire, Police, & + Disaster Recovery, e o NITE (soc)
* Infrastructure EMT) * Business Continuity

. ! b ’ Cycle (SDLC),

* Equipment, * Department of Homeland Security * Crisis Management, «  CobIT, ITIL,. CMMI. and FFIEC Command Centers
* Systems, (DHS), * Emergency Management, + 1SO Guidelines
* Applications, » Office of Emergency Management * Workplace Violence Prevention, o AUG T AR e FEmE s
) Serwc.es, (OEM), . * Fallover / Failback, . * Six Sigma or Equivalent for Performance and
* Supplies, * Local Community. * Protection, Salvage & Restoration.

Workflow Management
¢ Customers,

* RTO, RTC, RPO.
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Reaching out to assist our clients

* Discuss Quality Service at
* Define a Reasonable
* Propose Price

Achieve /‘

Helping Clients to

achieve success

Thomas Bronack, CBCP

President

Data Center Assistance Group, LLC
Website: http://www.dcag.com
bronackt@dcag.com
bronackt@gmail.com
917-673-6992

If you find the information included in this presentation of value and
want to explore methods to improve the reliability of your enterprise
and IT environment, please contact me to discuss your needs and
request our assistance.

We look forward to our future relationship.
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