GRC - Governance, Risk Management, and Compliance

Presentation Topics Tom Specializes in:

* Hazards faced by Companies * Enterprise Resilience,

* Know Your Enterprise * Corporate Certification,

* Governance. * Vulnerability Management,

* Risk Management, * Cyber Security,

* Compliance, * Post Quantum Cryptography (PQC),
* Business Continuity Management, * Inventory, Configuration & Asset
* Vulnerability Management, Management,

* Full Systems Development Life Cycle, « Strategic and Tactical Planning,

* ATO / cATO Production Services, * Project and Team Management
* Business Continuity * Awareness and Training

Contact Information:

Governance, Risk Management, and |
. * bronackt@gmail.com
Compliance - GRC + bronackt@dcag.com

* https://www.dcag.com
. (917) 673-6992
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The Pathway to a Resilient Business

COSO

Awareness Risk Management
: & Y

COBIT

Enhanced

_ Am'/ resilience

Enterprise Architecture

('

TOGAF

e Know your Business.

e Relate your business goals to IT Services.
e Analyze Risks and Define Controls. CMMC, NIST
e Build your Service Environment and ensure quality. ITIL

e Provide Service Continuity and Recovery Management
e Ongoing Monitoring and improvement
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Protecting your organization is difficult

— Supply Issues
A World in % m-ir mﬂﬂjl{n .

| cause delays in
Tu rmo" Raw Materials Manufacturing building and

h k A common BOM

can choke delivering

supplies Tl E #Smw | goods, and
Consumer Customer prstrbution increased costs

Builder Delivery
Concerns Concerns Concerns
>‘ Organization

\ Proble Secure by Design

%

Services

Products Development

e o oo |
‘ ‘ Engineer ' Develop Verify & Deploy & Audit & ‘m ' Support &
Solution Solution Validate Continuity M Compliance _Maintain

Product Engineering and Dvelopment Life Cycle
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Getting started with facts and a defined direction

Know your company: Know your Environment:

Physical and Data Security (Data Sensitivity & Data Flow).
Architecture and engineering process.
Asset Inventory and Configuration Management.

1. Most Important Applications & Services (Family Jewels).
2. Damage caused if lost and maximum duration of survival
without the application or service.
3. Define Requirements, Risk, Security, DevSecOps, Testing, Identify and Access Management.
Recovery, Acceptance, Deployment, and ITSM, ITOM. GRC based compliance and attestation, CIA based
4. Define Audit Universe implement legal & auditing functions. cybersecurity and elimination of viruses and malware.

ke wWwNE

5. Implement Systems Engineering Life Cycle (SELC) to respond 6. Development and implementation of DevSecOps.
to new ideas or business opportunities. 7. Personnel Titles, Job Functions and Responsibilities, and the
6. Implement Systems Development Life Cycle (SDLC) to deploy integration of sensitive and required services within their
new products and services. everyday work tasks.
7. Define Company Organization to respond to cybersecurity 8. Staff training and development.
and technology problems in a timely manner to the 9. Continuous Monitoring and Improvement, along with the
appropriate authorities (i.e., SEC Rule 2023-139) adoption of new technologies and processes (i.e., SRE).

10. Deploying error-free products and services (see EO 14028
and OBM M-22-18) and utilize the latest technologies to
respond to encountered anomalies and verify compliance.

Set you direction:

1. Most efficient, compliant, and secure production environment, capable of recovering from disaster events and providing continuous vulnerability-free
products and services to customers. Continuity of Succession / Delegation of Authority must be included along with definition of duties.
2. Integrate guidelines, standard Operating Procedures, skill development, and awareness throughout the organization.
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Understanding your Business for better protection

Control your Secure your
infrastructure and development and
Communication change management
environments systems
(metrics, Open (DevSecOps, agile,
Telemetry, and JIRA, Confluence,
Monitoring) SharePoint), PM

Ensure Standards &
Procedures,
Documentation,
Playbooks,
Awareness, and
Training is provided

Know your business
and its key Risks to
services by tier (RG,
RTO, RPO, KPI, SLA,
Metrics, Alarms,
Alerts, Actions, etc.)

Automate scaling and problem /

Ensure testing includes. IV&V, Consistently monitor incident management to provide

Regression, Information Operations, Threat, and . - :
Assurance. Chaos Testing, Game Incident metrics and make sure fﬁ;t;?:gﬂz iﬁﬁﬁﬁe{lie':;ﬁ,
Day Testing, User Acceptance, you can quickly identify, repair, Ty useﬁs ore
Production Acceptance, Certificate or recover from anomalies and S i“?;'"upted beyond their
to Operate. performance deviations acceptable level).

Integrate standards & procedures within everyday functions performed by personnel and ensure the
implementation of Awareness and Training programs to keep staff and management informed
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The three pillars of GRC — Governance, Risk, and Compliance

eLaws
«Statutes
«Regulations

«ISO
«NIST

«Organizational
«Information Tech.
«Information Security

.PCl

« Customer Contracts
+«B2B Agreements

«NIST CSF
«ISO
«Organizational

« Administrative
«Physical
«Technical

«Tier 1 — Organization
«Tier 2 — Business Lines
«Tier 3 — Assets (e.g., Systems, People)

Continuous
Improvement

Systems

Authorization
(NIST RMF, ISO, COBIT)

e Threat Landscape
«Implemented Controls
«Insider Behavioral Analysis )

« Systems

« Processes
Self « Audit Preparation |
: m
«Regulatory Audits
«Standards Audits (e.g., ISO)
External | | contractual Audits (e.g., PCl))
e Internal h
< Regulatory Bodies
Reporting| - Customers )
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COSO and COBIT Analysis Frameworks

< = e g e_gf’ Processes for Governance of Enterprise IT
= Evaluate, Direct and Monitor

EDMO1 Ensure
. Gwenunsg' EDMO2 Ensure EDMO3 Ensure Wm'ﬂ EDMOS Ensure
:: Mdme'm;' — - - Optimisation Transparency

Align, Plan and Organise Monitor, Evaluate

and Assess
APOO1 Manage APOO2 Manage APOO3 Manage APOO4 Manage APOOS Marage APO0S Manage APOO7 Marage
e I Nhageruct Stategy . Wnovaton Purtioiio Budgetand Costs [l Human Resources
MEAD1 Monitor,
Evaluale and m“
APoog Maage | APOQSMIE N aporomansge || APOIIManage [ APOIZManage || APO13 Manage e
Relatonshics Agreements Suppliers Ouakty Resk Security

Build, Acquire and Implement

BAIO3 Manage BAIOS Ma BAIO7 Manag,
BAw1 umg:d BAIO2 Manzage *Saltons "Axm W&mﬁ BAIOS Manago M':
Projects Definiton i and Capacty Enabiocent ’ Transitioning Evaain ond Acoces
the System of Intemnal
BAIS BAI09 BAIO

'm

Deliver, Service and Support
COSO - Committee of Sponsoring TR T ERRRTT

Organizations
COBIT - Control Objectives for Information and Related

Technology
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CMMI - Cybersecurity Maturity Model Integration

—— %
Level O

Level 1

Deliver Personalized Customer Experience

Personalized Risk,
Reputation and
Fraud Management

Suppeort
. Contexdualized
Personalized Ineractions

Campaigns

Manage Customer
identity and
Prefenences

Create and
Onboard Maintain

Customars Repulation

Provide Account Services

Offor Corporate
Loans and Make

Daposits

Offer CraditiDabit
Sernca Deposits Card

. Dedrver Wealth
Prowide Consumer Management

Credit g

Provide Corporate
Credit (SMB)

Develop Partner Ecosystem

Deafine Partnar Brokar Manage Chanmeal
Agogregators Crowd Funding Partners

Support
Pear-to-Peer

Pamners

Use Credit Brokers

Develop Market and Brand

Develop Product Operate Customer
Strateqy Market Products Intelligence

cﬂDpemja Dafine Business
mpeliive Direclion
Intelligence

Sal Pricing

Develop Multichannel

Support
Multichannal
Paymanis

Support Dynarmic

Servica Payments Facilies

Support Universal Create Chogital
BYOD Senvicas

Proactively Detect and Resolve Risk

Managa
Informaticn

Security

Datect Fraud Evaluale Risk

Balance Manage Privacy

Modal Mew Fraud Transparency Maims

Create "Next Payments” R&D

Develop Crowdsource
Risk Models Creata Sandbox innovation

Davelop New
Craate Rapid POC
Innavation Cycle

Channels

Develop Cuslomer
as |nnovalorn

Operate Business

- Govern Maxamze Human
echnology Capital
|nvastmant

Ophimiza Facilities

Davelop Stratagic

Planning Manage Financial

Support Investors
Execute Investment Products

Manage Corporate
Imeesimants

Execube Consumear
Investments

Deeliver Corporabe
Financing

Criter Corporate

Tax Sarvices

Provide Imvesimant Execute
Services Fund Management
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CMMC - Cybersecurity Maturity Model Certification

UNCLASSIFIED

CMMC Model Structure

17 Capability Domains (v1.0) Capabilities are assessed for
Practice and Process Maturity

= £ PRACTICES | PROCESSES
e || ||
Advanced / Progressive Optimizing
T,:#“‘"‘ n.a;:;unn m";:"‘ ’ leveld
Proactive Reviewed
Audit and Perscnnel System and Level3
Accountabiity Security Communications
(AA) ®s) Protection (SCP) Mwm W
Configuration Physcal System and Level2
Management Protection Information
=) ®P) integrity (SH) Intermediate Cyber Hygiene Documented
IGerttc aton and a Level 1
(10A) ) Basic Cyber Hygiene Performed
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Risk Management Framework (RMF) NIST SP 800-37

Measure,
conrol and
monitor

\ | Risk

managemen

A\

Implement

A

Risk assess

& analyze |

. STEP1:
o #  IMPACT ANALYSIS

ONGOING MONITORING «
(OPERATIONS & LFFLCTIVNESS
OF SECURITY CONTROLS)

SELECT BASELINE CONTROLS
» TAILOR & SUPPLEMENT
CONTROLS
» DEVELOP SECURITY PLAN

AUTHORIZE OPERATIONS «
(BASED UPON RESIOUAL
RISX & RISK TOLERANCE)

STEP4:
ASSESS SECURITY CONTROLS ~#

RMF Stages:

1. Impact Analysis

2. Baseline Controls

3. Security Controls

4. Assess Security Controls

5. Authorize Operations (ATO & cATO)
6. Monitoring and Repair
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Integrating Protection Frameworks

Links to all standards are
provided for details
PRIME = PRocess
IMprovement Endeavor

Capability
Maturity
Model
Integration

ISO 31000
Risk

Management

ISO 95001 ‘ ; ;
Iy  Business. Risk Control
Management A . s S

Certification

The newest Integration Model — PRIME Approach

Developing a business optimization approach that combines
these 1SO Standards will help your company achieve
certification more quickly.

Implementing the standards separately will result in overlaps
and inefficiencies.

Start with Risk Management (31000) and ensure that
Information Security (ISO 27000) is current and best suited to
protect your Data and Environmental facilities (ISO 14001).

Then implement your Business Continuity (1SO 22301)
Recovery Certification Process for Emergency, Crisis, Business,
and IT Disaster Recovery Management.

Integrate Quality Management (ISO 9001) within all of your
processes to ensure the products and services your company
delivers will be of the highest quality and capable of protecting
your brand and reputation.

Finally ensure your IT Services (ISO 20000) are of the highest
quality possible and that all ISO standards are adhered to in
compliance with existing laws and regulations, so that you
never have to fear failing an audited.
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Performing an Audit and Risk Assessment

Risk
Appetite

.

~

[ International Laws

Performing an

Law Similarities ]—b Build Crosswalks]—

-

Audit and Risk

—l

L Audit Universe

Audit Results J<

Audit ScheduIeJ<—

Assessment

1

[ Domestic Laws

1
Reports _u Questionnaires D

I
Artefacts D

--—-—"_-__

—_———'_--_

i 1 Identify : .
Define ist . mpac
the Risks e
Company Company 2 Potential Prlorl.tlze the
Assets Recove Consequences Risks

Malicious Activities:

Make
Improvements

Document
the Results

Accidental

Malicious .

System

Natural

Activities

Failure Error

Disasters

Ransomware Vulnerability
Malware .

Virus Risk
Cybercrime Management
Hackers

Policy Manual
Vulnerabilities
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Concept to Requirements Transparency Matrix (RTM)

4 ) 4 . )
NP, Requirements RTM Review .
_ N coo »| Transparency — Acceptance Rewe;w
# o, Matrix (RTM) * Features & Functions
\. \* Specific Operations )
IDEA BRAINSTORMING |

Generate an initial Explore and discuss

concept or solution multiple ideas ( * \
‘ Agile Format /
« Epic ]
> EPIC
OO. h * Features
1N M \_ * Stories )
COLLABORATION INNOVATION
Work together to Develop and implement
refine concepts the best ideas ] F t ] Featu re ]
Feature eature
Vi3
# AV [ e | .
V| — Agile Function ]

INNOVATION REQUIREMENTS Environment
Develop and i.mplement TRANSPARENCY

the best ideas MATRIX

Ensure clarity on needs
and specifications Story I [ Story
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Requirements Transparency Matrix (RTM)

Requirements Transparency Matrix (RTM)

Column Title

Description

Requirement ID

Unique identifier for traceability (e.g., REQ-001)

Requirement Name

Short title or label for the requirement

Description

Clear and detailed explanation of the requirement

Source / Stakeholder

Origin of the requirement (department, person, or document)

Business Objective

Related strategic goal or business driver

Priority (High/Med/Low)

Relative importance or urgency of the requirement

Type (Functional/Non-Functional)

Categorization of requirement type

Status (Proposed/In Progress/Met)

Current state of the requirement

Owner / Responsible Party

Individual or team accountable for delivery

Dependencies

Other requirements or systems that this one depends on

Acceptance Criteria

Conditions or tests for requirement to be considered fulfilled

Verification Method

How the requirement will be tested or validated

Traceability to Use Case / Feature

Related use case, user story, or system feature

Change History

Notes or logs of revisions to the requirement

Comments / Notes

Additional context or communication between stakeholders

Date: 7/8/2025
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Data Sensitivity, Security, and Problems Resolution

Data Data Data Archiving
Classification Policies Backup&Reco & Destruction

Data P

Data Sensttivity,
Data Types Vital Records Managment Destruction

Data Policies Disaster Recovery, Archiving

Data Sensitivity and Lifecycle Management

Ownership

CMDB Matrix

Recoveries

Stakeholders

S

| L0 N | Sensitivity Data Lifecycle
= Classification Data Naming
] Usage Roles RBAC Group
* |dentify Data and its owner, then Usage Types CRUD Uses
» define Sensitivity and Protection Requirements,
» Data Lifecycle and Naming conditions, Vulnerabilities \>
 Employ Data Security & Encryption, and —
* Allow access based on Location, Group and Usage Problems Ticket Component
Type (RBAC). Owner
* Include in Problem and Vulnerability
Management system, by tying component to
owner.
Date: 7/8/2025 Copyright 2025 (c) Data Center Assistance Group, LLC Page: 15




Identity and Access Management technologies

Permission Based Access Control
(PBAC) — (Read, Edit, Delete)

4
Identity |dentity Role Based Multi-Factor Attribute Based Zero-Trust
M Access Access Control Authentication Access Control Authentication
anagement
Management (RBAC) (MFA) (ABAC) (ZTA)
Personal

Records User Identification Path

Authentication ABAC / RBAC
[ Application ]4 T Pass J
: Control . )
1 Userid/Pswd
1 e J
1 [ Certificate Zero Trust \
Data Session Authentication MFA
Elements Manager (ZTA) :
Session ]/ Biometrics
Authorization path with Zero Trust Authentication (ZTA) IM / 1AM J
Page: 16
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NIST CSF 2.0 Categories and Application

NIST Cybersecurity Framework 2.0 [ Establish Cyber Security Controls via CSF 2
:,?:;:;?, CSF 2.0 Category ccaf:g-zo?y
idontifior Govern [ Op (i ions — Metrics
Organizational Context GV.0OC Runbook
Govern |Risk Management Strategy GV.RM m Thresholds
(€Y Roles and Responsibilities GV.RR
Policies and Procedures GV.PO Al
Asset Management ID.AM Q 2
Risk Assessment ID.RA Chaos
(ID) Supply Chain Risk Management ID.SC Detect Engineering Problem
Improvement ID.IM and
Experiments

Incident /

Recovery
Problem Playbook
PV o ToTo] ¢

Security Orchestration
and Response l
| | | |

A Infras

Detect Adverse Event Analysis

(DE) Continuous Monitoring

Cloud Automated
Recovery Process

Recover | Incident Recovery Plan Execution RC.RP Mediate Mitigate Cyber Technical

(RC) Incident Recovery Communication RC.CO
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Problem Management and Control

Problem
Reporters

Problem

LEVEL1
Problem Abstract and
supportive evidence
Fix worked

close
problem

Create Problem Ticket

Submit to Help Desk

Search Problem DB

Update &

Research, Problem Database
then loop
N
Aoty i vatch
Y

Send Fix to Reporter

Artificial Intelligence Bills of Materials

LEVEL 2

Component Owner

Resolve Problem

RBOM
Software, Release, Cryptography, and

AIBOM

LEVEL 3

Product Vendor

Resolve Problem

Discovery

Vulnerability

Management
Runbooks

Contingency

Document Fix

Update Problem DB

Document Fix

Update NVD

_NVD Database _

i
Local Help Desk can be linked to multiple
remote Help Desks to expand and

optimize problem and vulnerability
management

DHS / CISA controlled cyber crimes and
technical problems national programs
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From Concept to Applications via DevSecOps

Idea, or

concept

Problem

Detect

~
4

Acceptance
Testing and
Quality
Assurance

\ Applications )

Requirements Collaboration RTM

Development-Security-Operations

Assurance

ProCap360™ Application Factory

V0.1 V0.2 V0.5

EVAL l[_DEv ]lvcﬁr l[ﬂ(:A ][PROD
i !

Knowledge Graph

3 L Dashboard
Vulnerability-Free T

N

__V0.6___ SDLC
Sad cATO
Box -
- Continuous
ew Vulnerabilities Monitoring

Fail Quality Pass p e
Redo Gate Go-On Procap360TM ]4—L = &

o 8000

Current Release Known Vulnerabilities
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Applications Development Stages

| Domains |

| Develop once, maintain many Loam on
Development 2 ' TECHNICAL MANAGEMENT PROCESSES _ l release
Technical = Risk m
|__Planning \ ' Technical nagee Bulld
Iuser RequeSt |Q | Requirements Assessment Interface Development
Management jem— Management |
* User Requests Application by . . o = Test
providing a “Requirements ?ﬂ;‘;‘i’;ﬁ? | —— Mana;:ament Testing Requirements
Definition” |
* Business Reason Defined TECHNICAL PROCESSES Validate
+ Asset Definition Management Recovery I Recove
(ADM) | "
Data Sensitivity performed User
Data Handling & Retention Acceptance | Accepts
Identity Management (IM)
Identity Access Management (IAM) Prod
Business Needs Analysis : ro
Technical Needs Analysis Production l Accept

Requirements Analysis

Configuration Management - I . ATO - Staff
Decision for Buy / Build Maintenance ntegration I Operations

::\itse':f:l:: :ﬂg::;;::nent En hance, Or I Mai | S I rt I Tech Problems
Data M t 2 uppo

Dsta Managemen Fix Problems [l Change | aintenance pp Cyber Incidents
Recovery Management
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Agile, JIRA, Confluence, and SharePoint

The Agile Scrum Framework at a Glance =

oetl
Burndown/up
Charts

Inputs from Executives, ™
Team, Stakeholders,
Customers, Users m

The Team

Team selects
starting at top

asmuchasit

list of what
Is required:
features,
stories, ..

can commit
to deliver by
end of Sprint
Sprint
Planning
Meeting

Sprint end date and
team deliverable
do not change

Sprint
: Backlog

0| |0 fw

c AGILEFORALL

" Daily Scrum
"~ Meeting -

Sprint Review

Retrospective
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CA is Continuous Availability

HA is High Availability ey ——
The Disaster Event Life Cycle 70~ Recovery Pot Ojecie ‘
y RTC - Recovery Time Capability Phone: (917) 673-6992
MTO — Maximum Tolerable Outaci;e
CA RPO Recovery Site
[ . . . . .
. Failover to Secondary Site During Entire Disaster Event :
Disaster Event: l l
4 Flip/Flop 4% RTO
Recovery Flip / Flop
Failover : . . Failback Recovery
HA| start up 4 Primary Site Shut Down

Continuous Data %
Availability (CA) is
immediate switch

Failback to Primary Site After Disaster Event is Over

High Availability .
(HA) is RT / SLA*
Based switch

Delay RT / SLA is Recovery Time (RT) as stated in client

Service Level Agreement (SLA)

I

Production Recovery Site I Repair Primary Site to resume normal Operations
Primary Site Primary Site Primary Site Primary Site
* Event Safeguard: I salvage: M Restoration:
* Analyze * Evacuate * Clean Facility * Restart
* Report *  Protect Site * Repair * Test
* Declare *  First * Restock * Success
* Failover Responders * Resupply * Failback

Notify Vendors and Suppliers to deliver to Recovery Site

Delay

Return to
Primary Site
Complete {

Production

7/8/2025

Declare Disaster Event OVER and Resume Operations at Primary Site
Copyright 2025 (c) Data Center Assistance Group, LLC
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The Business Recovery Life Cycle

Email: bronackt@dcag.com
Phone: (917) 673-6992

Thomas Bronack ‘

Ir-Ploce Recovery
Standard Operating
Procedures {SOP)

Incident
Awareness

Incicent

Protocol for Activating DR & Managing Incident

Business Resumption

in |

Recovery Time Window >| RTO

[Freat ¥rooct Capabity CycicalEvent Resource
Assessment  Analyss Revaw Andyss  Awalabity

B 18884803277 | infoSeBRP.net | www.eBRP.net

BEERRRE| [mED ] [ |
|/_'_‘_ '/—_— '/r:—;‘\
) o-] &
Stes Peopie Technology L- el
Milestone Dashboard

© oBRP Solutions  Software For Efficient Incident Response

7/8/2025

Copyright 202 B

DR Life Cycle:
1. Executive Decision Window
a. Incident occurs
Incident awareness (RPO)
Threat Assessment
Impact Analysis
Capability Review
Cyclical Event Analysis
Resource Availability
SOP Response
i. Activate BC/DR Plan
2. Recovery Time Window
a. Incident Management
Communications
Asset Recovery
Service Restoration
Validation
. Business Resumption (RTO)
3. Milestones Dashboard
a. Sites (Primary / Recovery)
b. People
c. Technology
d

. Business Proclgasgseqsn

>S@ oD Qo0 T

0D Qo0 o
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Thomas Bronack ‘

Ten Step Process to establish BCM/DR Practice o o

. Project Initiation and Management « Know your business

* Rate your applications
* Define Goals & Objectives

First Responders
Personnel
Families /R opy mick * Risks & Impact
Media ation with INPS ¢ Risk Register

* Controls — POA&M

. Risk Evaluation and Controls Improvement

Project
Initiation

. Developing Business Continuity Strategies Messages

1
2
3. Business Impact Analysis
4
5

. * Spokesperson . . ) : II_)ocattions
Emergency Response and Operations Public Enterprise Resilience s epts.
Relations Analysis * Loss Impact
. . . * RG, RTO, RTC,
Restoration (Backup, Vaulting, Restoration) Business RPO
Undate & R . I SéDisaster l
. . . . * Update & Repair ecovery
6. Designing and Implementing Business . Enhance | . Strategy
.. * Maintain Mainten- Swategy | 101

Continuity Plans - Acquisition

7. Awareness and Training \
Aware&- Emergency * Events
ne_SS_ esll_}r%l"lMSE . .
8. Maintaining and Exercising Business Continuity Plans fraining ﬁ.c“m‘s
* Timeframe
. . . . . * Document * Personnel
9. Public Relations and Crisis Communications - Awareness - Design Plans
* Training  Test Plans
10. Coordinating with Public Authorities * Certification * Implement
* Integrate

7/8/2025 Copyright 2025 (c) Data Center Assistance Group, LLC Page: 24
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Sequence of Events to enact a Recovery Operation

Thomas Bronack
Email: bronackt@dcag.com
Phone: (917) 673-6992

Prepare Infrastructure

Replicate Applications

7/8/2025

Recovery Time

Connect
Users

Restore

Operations

Copyright 2025 (c) Data Center Assistance Group, LLC

via Alarm, Problem Ticket, Alert,
and Actions Taken process.

Page: 25

Allocate Restore Load System Establish Restore
DésaSt:r Equment Equipment & Services Communications Applications
ven
Long I
r ™) & p
TR_ec°"e’V Restore Connect Restore Connect Load Data
Ime . — I I .
Recognize ) Operations . Users | | Users ] | Feeds _ Files & DBs
. Disaster ) Alarm Manage Recovery Plans
Declare Problem Medium | Load System Establish Restore | | Load Data
. Ticket & Recovery | & Services Communications | Applications ] | Files & DBs |
__Disaster  J ... Time yy |
™ a 3 ' N a 3
Initiate Actions [ Restore Connect Restore Connect
Recovery Taken Operations J | Users ) | Users | | Feeds
\ J
+ = Three Step Plan consist of:
( Est bl h COId Slte 1. Prepare Infrastructure and communications,
stablis 2.  Replicate Systems, Services, and Applications, then reconnect users
Recovery Warm Site 3.  Manage Recovery Plans — based on recovery environment.
Site Fast, or Immediate
S Recovery should be automated
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Backup, Archive, and Recover Data Files

'IB'REUYE?)E;PT ABL%gsll(Lli’EI:l%:E Backup / Recovery Times by RTO:
: 1. Instantaneously— Dual Writes to multiple

G e R GRYe locations with automated switch-over.
P Appllcatlon 2. Incremental — For high priority times
where incremental is % recovery time at

max.
Periodic — For low priority jobs.

« Develop and maintain a
comprehensive incident response
plan

¢ Conduct regular simulations
to ensure readiness

. J Program Recover
Cloud Solutions
* Implement hybrid cloud solutions ; High-Speed
for scalability and flexibility e
« Utilize cloud-based disaster Program Create Transmission
recovery
RTO/RPO Metrics
» Recovery Time Objective (RTO): Program
maximum acceptable time
to restore functions
e Recovery Point Objective (RPO):
maximum acceptable data loss
measured in time Off-
) » Define RTO and RPO to establish
| i i i| eediitecoveiyidons Program Archive Site
(T8 Downtime can cost up to Vault
$9,000 per minute
> / Immutable Data

PQC Encryption
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