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Disaster Recovery &
Business Continuity
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Project Initiation and Management

(Continuity of Government), and COOP mandates.

Executive charter signed by agency CIO or COO.

V S T
Formation of a Steering Committee with CISO, COOP ]77
Manager, and key mission stakeholders. s > et J
Q> ‘ \‘
Q3 ‘

Governance-backed program aligned with FISMA, COG 7/

Program charter incorporates FISMA and COOP
directives.

Approved project plan with milestones, KPls, and
assigned resources.
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Risk Register per NIST 800-30 and ISO
31000 (Risk Management),

Risk
Evaluation

and Controls Risk Committee Reviews and
Improvement | i EEs

Mission Essential Functions (MEFs),

FISMA readiness via Audit Logs.
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Business Impact Analysis (BIA)

MTPD (Maximum Tolerable Period of Disruption)
MEFs (Mission Essential Functions),
RTO (Recovery Time Objectives),

RPO (Recovery Point Objectives), and dependencies.



Developing Business
Continuity Strategies

* Analyze COOP strategies and cost-alighed options.

* Develop cloud-based and alternate site
options.

* Create component failure recovery
procedures.

* Define Disaster Recovery Initiation Process.

* Evaluate costs vs. federal grant or budget
alignment
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* |nitiate Recovery Plans and exercise
types and schedules.

Emergency * Activate Contingency Command
Response Center (CCC).
and * Activate Emergency Operations Center
Operations (EOC).
. e coordinate with FEMA/DHS, validate
Restoration backups. |
* Verify continuation of services. /

o
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Designing and Implementing
Continuity Plans

 Document functional plans, control access, maintain
updates.

* Integrate within Application Development Lifecycle to
ensure recovery plans work correctly prior to
production acceptance.

* Include Recovery Runbooks with application turnover
to production.

 Manage and protect recovery runbooks and related
documentation.

e Align with Release Management process.
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Business Continuity and

Awareness Awareness training.
and

Training

Role-based training,
scenario drills,
executive briefings.
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Maintaining and Exercising Plans

Continuity Program Management Cycle | I

. . Plans &
e Simulations,

p Procedures
° AARS (AWa rd Action CONTINUITY CAPABILITY

Performance of ESSENTIAL FUNCTIONS
Records), and _

i

: - Test
. . l)"‘l - i E_ ""_"'1
* FCD-1 (Federal Continuity corrective | B : W :: SRS
Action Plans :'S ; £ § Exercics
il &

Directive 1) compliance

tracking. CON- |
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IITY PLANNING & PROGRAM MANAT™ _«NT
Evaluations,
Alter Action Reports,
and Lessons Learned
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JIC (Joint Information Center | Emergency
Management Institute) alignment,

Vetted communications,
Public Relations
and Crisis

« e FOIA preparation,
Communications

Single Management Voice from EOC or
designated Public Relations coordinator..
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https://www.pa.gov/content/dam/copapwp-pagov/en/health/documents/topics/documents/emergency-preparedness/Joint Information System and Joint Information Center - FEMA.pdf
https://www.fema.gov/node/emergency-management-institute
https://www.fema.gov/node/emergency-management-institute

MOQOUs (Memorandum of Understanding),

Coordinating

with Public Multi-Agency Coordination,
Authorities Emergency Responders,

Government Representatives/
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Governance
and
Oversight

® QOversight: Steering Committee led by CIO
with CISO, CFO, COOP, Legal, and Audit

® Tools: MS Project, Asana, ServiceNow
(FedRAMP-authorized via NIST SP 800-37)

® Reporting: Weekly status, monthly
dashboards, quarterly OMB briefs

® Compliance: Annual FISMA, NIST 800-34,
COOP/FCD assessments


https://www.nist.gov/itl/federal-risk-and-authorization-management-program

Application Factory, Vulnerability-Free Applications

-

Idea, or

concept

Problem

~
J

Acceptance
Testing and
Quality
Assurance

Dashboard

Vulnerability-Free

Current Release

I

Known Vulnerabilities

Q \_Applications /
Requirements Collaboration RTM Development-Security-Operations Assurance
|
ProCap360™ Application Factory |
_Vo.1 V0.2 Vo.3 V0.4 V0.5 S\g)??i SDLC IT Production Operations M TO
EVAL [ DEV ] [ SIT ] | QA ] [ PROD [ Box ] cATO i )
f ‘ New Vulnerabilities Conti.nuc?us <L
Fail Quality Pass - = . l il
Redo Gate Go-On Management 60 @ Ph
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Incident and Problem Management flow with Contingency Management

Problem
Reporters

Software, Release, Cryptography, and
Artificial Intelligence Bills of Materials

Problem -
Discovery

LEVEL1 LEVEL 2 LEVEL 3

Problem Abstract and Component Owner Product Vendor Vulnerability
— supportive evidence
Fix worked, Resolve Problem CNA / CVE
close Create Problem Ticket
problem
Close Submit to Help Desk
Y * Document Fix
Fix Search Problem DB
Update NVD
Update &
Research, Problem Database
then loop NVD Database
Contingency

m Match - - - -1 Management — ‘ Public
Y Runbooks

< <
Local Help Desk can be linked to multiple

remote Help Desks to expand and

optimize problem and vulnerability

management

Send Fix to Reporter

DHS / CISA controlled cyber crimes and
technical problems national programs
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Tracking Problems through a Dashboard

Sensors, CoIIectors, Logs, Analy5|s
Management

[ Vulnerablllty

v

—>| Knowledge Graph
-> Appllcatlons]<—[ Network ]—[ Endpoint ]—[ Facility User
IP Address

Problem Technical
Database [ Dashboard ]<
- |
Primary Perform . .
National Vulnerability Secondary Recovery Mitigate
Database

Business Continuity
Management

Recovery
—  CVE

PATCH &

Release CTEM

Management ¢

Thresholds, Symptoms
based on Metrics

or PKls

have

CVE / CWE ] Track until . Route to
__Mitigation Process Complete Component Owner
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Every Component must \ TICkEt J

Where Problem Occurred
Problem Impact

Who Owns Problem

- L Status of Problem Now

Management Dashboard

Lo

|
Problem

an owner *

Component
Owner
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Sequence of Events to enact a Recovery Operation

Disaster
Event

o

Recognize
Disaster

-

o

Declare
Disaster

-

Initiate
Recovery

-

v

(

o

Establish
Recovery
Site

712412025

Prepare Infrastructure

[ Allocate |
Equipment

Replicate Applications

Restore

| Equipment J

‘_rLoad Systemj ‘ Establish T_r Restore ]

& Services | Communications | | Applications

Long
Recovery
Time

Alarm

Problem
Ticket &
Alert

Actions
Taken

A

[

Restore Connect Restore Connect Load Data
Users Users Feeds Files & DBs

Operations

Recovery

Manage Recovery Plans

Medium [Load System

Time

Cold Site

Warm Site

& Services

I I Establish I  PRestore | [ Load Data |
Communications | Applications | | Files & DBs

A

Fast, or Immediate
Recovery Time

[

Restore | Connect | Restore | " Connect |
Operations | Users | Users | Feeds

Three Step Plan consist of:

1.  Prepare Infrastructure and communications,

2.  Replicate Systems, Services, and Applications, then reconnect users
3.  Manage Recovery Plans — based on recovery environment.

Restore Recovery should be automated
. via Alarm, Problem Ticket, Alert,
O/ I [ I 5nd Actions Taken process.

16
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Contact Information SNDC AG

Thomas Bronack, President i it A SEAER G

e bronackt@dcag.com

e bronackt@gmail.com
¢(917) 673-6992

e www.dcag.com
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