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For a CAF Planning Stage application, the onboarding sequence should occur before users can access

Planning Intake Forms. The recommended sequence is:

1. First-Time User Registration

] CAF

*/ Planning Portal
Data Center Assistance Group, LLC

o Request Email o Code Sent to Email

Enter your work email address

e Validate Code

Enter the 6-digit code

1o get started. _) @ code Sent! ) sent to your email. ;
. We've sent a é-digit verification
Work Email Address code to: Verification Code *

3 john.doe@arganization.com john.doe@organization.com

823456

@ Codeis valid

1 123456 P

o

Didn't receive the code?
Resend Code (00:45)

0 We will send a 6-digit
verification code to this
email address.

&2 Send Code

What Happens Next?

CAF Planning Portal

Data Center Assistance Group, LLC

&
@ Governed. t] Validated.

\ Create Profile (New User)

| One-time setup to create your account

o Create Password

Create a strong password
for your account.

3

Password *

© At least 8 characters.
© Atlesst 1 upper
© At least 1 number
© Atleast 1 special character

Confirm Password *

& Create Password

° Security You Can Trust
@ Your data is encrypted and protected
@ MFA required for all future sign-ins

@ Enterprise-grade security

1. Request Email 2. Code Sent 3. Validate Code 4. Create Password 5. Enable MFA 6. Profile Created
Enter your email 6-digit code Enter code to Create a strong Set up Mutti-Factor Account ready
and request code sent to email verify email password Authentication for secure sign-in

@ Audit tracked at every step

~
L ) Trusted.

Secure your account with
Multi-Factor Authentication (MFA).

Choose your MFA method

o8

N (g Emei Code

Secure. Compliant. Trusted.
Your data is protected at every step.

o Profile Created

Successfully!
Your account has been created
and secured with MFA

]

Enable Multi-Factor
Authentication

0

-

Authenticator App
(Microsoft Authenticator) |

® SMS Code
Receive code via SMS
o
-«

e Al Sign-Ins Going Forward

1 Enter Email & Password

You can now sign in

Receive code via Email

2 MFA Challenge (App/SMS/Email)

Approve

sign-in? 3

20 a

Verify Identity

Access Granted (@)

Secure today. Empower tomorrow.

If the user does not exist in the system:

Account Registration Form

Fields:

e First Name

e Last Name

e Business Email

e Employee ID (optional)

e Organization

e Department

e JobTitle

e Phone Number
Actions:

e Register

e Cancel

5/30/2026 © Data Center Assist

ance Group, LLC
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Validation:
e Email uniqueness
e Corporate email validation
e Required field validation
Outcome:
e Account created
e Verification email sent

2. Authentication / Sign-In — Returning Users

SIGN-IN FORM

CAF

Planning Portal

Common Assessment Framework

Sign in to your account

Enter your credentials to continue
Email Address
B use
Password
C] IEEEEREE
Multi-Factor Authentication (if required

Remember Me

Forgot Password? €) Contact Support

OR

:’ Create Profile (New User)

Authorized users only. All access is monitored and recorded.

ACTIONS TAKEN FROM THE SIGN-IN FORM

(
Yes

Credentials | ° Authentication
Valid? | Successful
« Load user profile
l No + Open Dashboard
P K -
0 Authentication Failed W

« Show error message

« Allow retry

+ Open password reset screen

> r% Forgot Password?

« Send reset link to email

“ + Open Registration / Profile
S Setup form
« Create new user account

« Send verification email

N> @ Create Profile
‘ &+ (New User)

« Open support page
« Show help desk contact
information

—> 0 Contact Support —>

Security & Access

v All sign-in attempts are logged

v Account locked after multiple failed attempts
v MFA required based on organization policy

Existing User

Sign-In Form

Fields:
e Email Address
e Password
e Remember Me
e  Multi-Factor Authentication Code (if enabled)
5/30/2026 © Data Center Assistance Group, LLC Page: 5
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Actions:

e Signin

e Forgot Password

e Contact Administrator
Outcome:

e User authenticated

e User profile loaded
e Dashboard displayed

3. Email Verification

Verification Screen

Fields:
e Verification Code
Actions:

o Verify
e Resend Code

Outcome:

e Account activated

5/30/2026 © Data Center Assistance Group, LLC
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4. User Profile Setup

User Profile Form

This is the first profile creation step after account verification.

Fields:

Create User Profile (New User)

Complete your profile information and request access

3 John Doe
£ 0O @ i

) CAF

Data Center Assistance Group, LLC

Cancel B Save as Drat < submit for Approval
Dashboard
O, Personal Information #H Organizational Information ;
- © Role Approval (Optional)
My Submissions
First Name * Last Name * Department * Division *
John Doe Information Technology Digital Solutions
Planning Stage Requested Role *
Proferred Name Email Address * Business Unit * Cost Center Submitter
Approvals Jjohn > Enterprise Sorvices Tech-1001
Business Justification *
Phone Number * Alternate Phone (optional) Location * Manager *
Reports
+1(555) 987-6543 Headquarters
Documents
= 2
()  Role Information Mariager Name
fages Pri Role R b Jane Smith
I Yy SN Role Descriptions
2, Submitter PR
Administration Approval Workflow
Reviewer
Additional Roles (optional) O,  User Submits Request
S Approver D (R i 5 b it
Auvditor for spprovel
Approver
Auditor Q) Mansger Approval
2) | SR)  Your mensoer seviews shis
proves
[ " P . :
i Notification Preferences (3) Security Settings o]
8 3 (e
cal

Email Notifications Multi-Factor Authentication (MFA)
Rocenve tant updates and notifications via ema MFA is required for o

Workflow Notifications
Receive updates for workflow actions and assignment

Default MFA Method

Approval Notifications
Receive notifications for approvals and de

Ly

° Your Privacy Matters Cancel

nformation is used tolely for system access, workflow routing, and GOvernance purposes in

< submit for Approval

Personal Information

e First Name

e Last Name

e Preferred Name
e Email

e Phone

Organizational Information
e Department
e Division
e Business Unit
e Cost Center

5/30/2026 © Data Center Assistance Group, LLC Page: 7
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e Manager

Role Information

e CAF Role Request

o

@)
@)
@)

Submitter
Reviewer
Approver
Auditor

Notification Preferences

e Email Notifications
e Workflow Notifications
e Approval Notifications

Outcome:

e Profile saved
e Role request submitted

5. Role Approval (Optional)

If governance requires approval:

Access Request Form

Fields:

e Requested Role
e Business Justification
e Manager Name

Workflow:

1. User submission

2. Manager’s Approval

3. CAF Administrator Approval
4. Role Assigned

Outcome:

e Permissions activated

6. User Dashboard

After profile completion:

5/30/2026

© Data Center Assistance Group, LLC
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Dashboard
Displays:

My Activities

e Draft Forms
e Submitted Forms
e Approvals Pending

Quick Actions

e Create Planning Intake
e Update Profile
e View Notifications

Status Widgets

e Validation Alerts
e Gate Reviews
e Approval Requests

CAF User Dashboard

Welcome back, John! Here's what's happening with your Planning submissions.

Data Center Assistance Group, LLC

: Draft Forms Submitted Forms Approvals Pending Completed
7 12 5 @ 18

My Submissions View Drafts -+ View Submissions - . View History -

Planning Stage
My Activities View All -+ Quick Actions Notifications View All -
Approvals 2
Draft Forms ( Submitted (12 Approvals (S 1 Create Planning Submission Your submission "Project Phoenix Data Center”
>

tane tage intak passed validation

Reports

Submission Name Stage Last Updated Status
Continue Draft
B tinue working on drafe Action required: Approval needed for
roject Phoenix Data Center a Ma 202
Documents Project Phoenix Data Cente Planning May 20, 2024 Draft “Network Upgrade Initiative”
( My Submissions M 47 AM
Network Upgrade Initiative Planning May 19, 2024 Draft ) ;
Messages
New message from Jane Smith
Cloud Migration Project Planning May 18, 2024 Draft
Administration
Edge Expansion Phase 2 Planning May 17, 2024 Draft ument “Risk Assessment Template”
O Update Profile o
DR Site Modernization Planning May 16, 2024 Draft N ™ pres 9

View All Notifications -

Status Overview

@ 4 5 Average Readiness Score

n Validation Alerts Gate Reviews Approval Requests Control Gate Readiness
3 78% [ Across al Planning submissions

Require Attention In Progress Pending Action

View Alerts - View Gate Reviews - View Approvals - View Details -

‘ Learn More (4

Manage your Planning Stage submissions efficiently with governance, validation, and control gate assurance.

5/30/2026 © Data Center Assistance Group, LLC Page: 9
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7. Planning Stage Entry Point

User selects:

Create New Planning Submission

This launches the Planning Intake Wizard:

Planning Stage Entry Point John Doe

Submitter
Start and manage Planning Stage activities for new initiatives.

Center Assistance Group, LLC

CAF Process Overview

@ 6 © O

Dashboard Welcome to the Planning Stage

The Planning Stage is the first step in the Common Assessment Framework (CAF).

My Submissions Use the tools below to start a new Planning Stage intake or continue working
on existing drafts.
Planning Analysis Design Build Operate Close
Planning Stage Currert Stage
Start a new Planning Stage submission to capture project intake, risks, dependencies, governance requirements.
Learn more about the Planning Stage -
and supporting documentation. All submissions are validated through the rules engine and control gates.

My Drafts
Templates

Start a New Planning Stage Submission My Drafts View Al
Approvals

D Project Phoenix Data Center
5 2 s Draft
Reports E
Network Initiat
[ (i
Boclnents New Project Intake Use Template Import from Existing Copy Existing
Create a new Planning Start from a saved Import data from a Copy an existing draft [_1 Cloud Migration Project _—
Stage intake for a template to streamiine Updated: May 18, 2024
Messages proposed intative. data entry
™ Edge Expansion Phase 2
["\_ AR Draft
g 2 Select Template Import Data Choose Submission
Admiisatin TR ‘ : .
™ DR Site Modernization
|, derect:niay 342008 Dratt
View Al Drafts -
Planning Stage Includes Control Gate Readiness
© Project intake & General Information o écumaniition 53 Helpful Resources
@ Risk & Dopendency Capture © Governance [ Ponnno Stage User Guide
© Governance & Compkance Checklists aasak y-stap Quidence for Plas
CAF Framework Overview
© FRequired Document Uploads Dependencies ol p
@ Rules Validation & Control Gate Readiness © Readiness Score 8% @ Control Gates Explained o
mpliant. Trusted © Submission & Approval Workflow sy o B prone

protected. View Al Resources -

2 Q
Contact the CAF Support Team for assistance £ Send Message ‘o Call Support @ View FAGs

5/30/2026 © Data Center Assistance Group, LLC Page: 10
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8. CAF Planning Stage Input Form — Data Center

John Doe
Submitter

< Submit for Review

New Project Intake Form

Capture project details to initiate the Planning Stage process.

i) CAF oW

Data Canter Assistance Group, LLC

[E) Save Draft @ validate

Dashboard
& PROJECT INFORMATION

@ rBouT THIS FORM

This intake form captures the basic information needed to

My Submissions Project Name * Request Date *

Phosnix Data Center Expansion May 20, 2024 initiate a new Planning Stage submission.
Planning Stage
Project Description *

WHAT HAPPENS NEXT?

Entry Point Expanion of exis . tin ty and sda pow
equirement 1, powe o
; ©  Yourinput will be vali
My Drafts
Business Unit / Depart Sponsor / Owner Priorit
Templates
mation ¢ » igh
Approvals
TYPE OF PROJECT
Selact the fype of project that best o
Reports
Now O Expansion Itrastruct Migration / Decomm.
Gronntiold Capacity Addition Upgrade Reiocation e
Documents
[ v 7 )
Messages
Administration WORK ORDER ASSIGNMENT
AW ™ ‘ . PROCESS WORKFLOW
Raquestor (You) o Work Order wi be sssigned to
Q o
1. Form Creation 2. Validation 3. Assignment 4. Workflow
ADDITIONAL INFORMATION Sow? = y i 9 Stage

Target Start Dste Target Complation Dsta + Estimated Budget (USD) Attachmants +

Aug15,2024 [3 oc 31,2024 ) $2.500,C

Secure. Comphiant. Trusted. &, Uplosd Fies

Your data is protected.

Data Center Assistance Group, LLC 4 [

Contact Support

Empowering your success. Contact the CAF Support Team

If you are an MSP or planning a new data center facility for recovery purposes, the types of projects
listed in this “New Project Intake Form” would be your starting point. Here, you can:

Create a New Data Center / Greenfield (from new),

Create an Expansion Plan for an Existing Data Center,

Request an Infrastructure Upgrade,

Schedule Migration, or Relocation of a Data Center or subset of a Data Center, or

vk wNe

Decommission, or Close, any of the above actions.
Sections of this Form include:

1. Project Information, including.
a. Project Name
b. Request Data
c. Project Description
d. Sponsor/Owner
e. Priority
2. Type of Project
3. Wrk Order Assignment, including.
a. Requestor

5/30/2026 © Data Center Assistance Group, LLC Page: 11
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b. Email.
c. Work Order will be assigned to
4. Additional Information, including.
a. Target Start Date
Target Completion Data
Estimated Budget
Attachments (Files to be Uploaded)

o oo

9. CAF Planning Stage Input Form — Business

New Project Intake Form

Capture project details to initiate the Planning Stage process.

Submitter

&, PROJECT INFORMATION
Project Name * Request Date * @ AsouT THIS FORM
My Submissions e D e i k35 i - This intake form captures the basic information needed 1o
initiate a new Planning Stage submission
Planning Stage Projost Ouseription *

Expansion of existing
Entry Point requirements. inciu

WHAT HAPPENS NEXT?

©  Your input will be validated by the Rules Engine
My Drafts Business Unit / Department * Sponsor / Owner Priority * © A Work Order will be created and assigned 1o you

Templates nformation Technology ane Sevth Hogh © The submission will move 1o the Planning Stage workflow

for review and spproval

Approvals TYPE OF PROJECT
@ FORM RULES & VALIDATION
Reports
(V] z & :’) & VAl required fields must be completed
Documents = - Z  Project type deterr equired documentation
New Product New Service Micigation improvement v Budget must be provided 10r all proect types.
s 5 ST V Dates must be valid and logicel

Messages

Administration PROCESS WORKFLOW
WORK ORDER ASSIGNMENT
Awork

sor il b Crested and sesgrad 10 you B4 the reguestor

Requestor (You) * Emad Work Order will be sssigned to *
- - >
#n Doe P Goeddstacenter stanat cor John Doe (Requestor

° 1. Form Creation 2. Valdation 3 Assignment 4 Workflow
@ submitted, 8 Work Order wil be generated and you wil be the primary owner of this request

ADDITIONAL INFORMATION

Target Start Date Target Completion Date Eatmated Budget (USO) Attachmants

Dec2024 () $2.500,000 2. Uplosd Fios

Data Center Assistance Group, LLC
Empowering your success : Contact the CAF Support Team

This form is used to provide the Controlled Application Factory with business related Types of Work, like:

New Business Product

New Business Service

Mitigation to an existing problem
Enhancement to improve a product or service

vk wn e

Improvement — A recommendation for Improvement made by a client or the staff

All other fields on the Intake Form are as previously described.

5/30/2026 © Data Center Assistance Group, LLC Page: 12
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10. CAF Planning Approval Complete End-to-End Sequence

-] CAF Complete End-to-End Sequence 2 o @ Lo
Il‘,‘ Planning Portal

Data Conter Assistance Group, LLC

From Planning Stage Entry to Final Approval and Beyond

2. SUBMIT 3. VALIDATE 4. REVIEW — 5. APPROVE + 6. COMPLETE 7. REPORT & MONITOR SEQUENCE SUMMARY

o-
o / Total Stages
© © o o0 o o0 0 | - _
INITIATE SUBMIT VALIDATE REVIEW )PROV COMPLETE :‘gﬁ%: Bufin st Every S1ep
Planning Stage Complete & Submit Rules Engine & Reviewer Approver Advance to Next Full Audit Trail
Entry Point Forms Control Gates Assessment Decision Stage T':::- rx:::" Ceptured Automatically

- @ 0-0-0-0-0 |° ==
o v

o Data-Driven Decisions
User accesses Planning User completes all Rules Engine validates Assigned reviewers Approvers evaluate ‘Submission is approved Track status, monitor il With Power Bl Insights
Stage Entry Point and required forms, uploads. submission against assess the submission, the submission and and advanced to the KPls and generate
starts a new intake documents and submits. business rules and add comments and approve or return for next CAF stage in the reports for insights
or uses a template. for validation. control gates. request changes if additional work. workflow. and governance. CONTROL GATE READINESS
needed.
+ New Project Intake + Project Intake « Required Fields + Approve + Stage Advancement + Dashboards W
+ Use Tempiate « Risks & Dependencies « Business Rules * Review Submission « Return for Changes + Notifications Sent + KPis & Metrics © Documentation il
« Import Data + Govemnance Checklist « Control Gate Checks + Add Comments « Escalate (if needed) « Audit Recorded « Power Bl Reports o ® Governance
+ Copy Existing « Document Uploads « Roadiness Scoring * Request Changes « Approval Comments + Documents Locked o Audit Trads 78% ® RiskManagement  B0%
+ Re-vaidate Avarage
@ Dependencies 75%
e TR [ uocervevior [ corvied QY vorsored | P —
WHAT HAPPENS AT EACH STAGE NEXT ACTIONS
@ » @ 5 @ 4 @ ., @ . o . @ B 2 oumieionsnnwinw
g 0 1 Avaiting Approval
1. INITIATE 2. SUBMIT 3. VALIDATE 4. REVIEW 5. APPROVE 6. COMPLETE 7. REPORT & MONITOR
User creates a new User completes all Rules Engine validates Reviewers evaluate Approvers make the Approved submission Performance is tracked O 3 Actions Required
Planning Stage intake required forms and business rules and submission, add final decision to approve moves to the next through dashboards
or selects a template. attaches documents. control gates. comments, and may or return for additional CAF stage. Stakehoiders and reports for ongoing View All My Actions
Draftis saved Submission s sent Readiness score request changes work are notified oversight

for validation. is calculated.

OUTCOME

CROSS-CUTTING CAPABILITIES
Complete visibility. Strong governance.

Security & Access —  Auditd Compliance Notifications B Document Management 2 Power Bl Integration Confident decisions.
Role-based access %)  Complete sudit trail Real-time alerts and % Centralized storage ool Reot-time dashbosrds
atevery step and version history email notfications and version control and KP1 tracking

Secure. Compliant. Trusted. " \""‘1 y (= Data Center Assistance G
] Governed | Validated ( ruste | 5
Your data is protected at every step. \./ 8 ( Empowering your success.

This is a depiction of the Complete End-to-End Input Form processing cycle. It is used to ensure that all
required information is made available to all the personnel involved with the effort and that the request
is tracked from inception to completion.

Costs are associated with the request through a Work Order (WO) Purchase Order (PO) arrangement. All
personnel and other resources are added to the project via Purchase Orders that is related to the Work
Order. Totaling all Purchase Orders will provide the total cost of the project. Costs can also be associated
with a project phase or separated into CAPES (Capital Expenditures) and OPEX (Operational
Expenditures).

When Intake Form process is complete, the CAF system can enter the planning stage. Application
Development Phases within CAF include — Planning, Design, Architect, Develop, Test, QA, Acceptance,
ATO, Hardening, cATO through CTEM and Optimization through Feedback Error Correction Systems. The
entire system is self-healing and Heuristic. It optimizes itself through evolution.

5/30/2026 © Data Center Assistance Group, LLC Page: 13
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11. CAF Core Function - Process Step Verification

PROCESS STEP VERIFICATION PROCESS

INTAKE — VALIDATE — EXECUTE — VERIFY — PROGRESS (OR IMPROVE & RETRY UNTIL SUCCESS)

@ THIS OPERATION IS THE CORE FUNCTION OF THE SYSTEMS.
No progression to the next step is allowed unless this step successfully completes and passes Control Gate verification.

INTAKE FORMS e RULES ENGINE PROCESS STEP o CONTROL GATE
Capture Required Inputs Validate Required Inputs EXECUTION VERIFICATION
& Business Rules Perform Step Operations Verify Step Functioned Properly Success ’.l"l"| :22??:;%2255 STEP
Project Intake Form
& P Og O © P
Next Step Activated
/\ Risk & Dependency Capture — ~ BusinessRule Validation === . Execute Step Logic —_— + Verify Required Outputs X
Governance Checklist + Dependency Validation = Generate Outputs « Validate Quality & Accuracy FAIL '
i
Fogubii Bocumants v Policy & Standard Checks » Capture Results & Artifacts « Check Compliance O 'Exiluns KnALvals
(Upload) v Data Quality Checks * Update Step Status * Calculate Readiness Score @\ 5 roiling Component Owner
idati Step Output Pack Gate Result o Neviow Fallure Resson
All required inputs Validation Status — ey o o Analyze Root Cause
captured by submitter @ rass @ raL g B 2 B @rass  QraL o1 Dacensit Fidings
Data  Artifacts  Evidence  Metrics (Ready) (Not Ready) *
P
g nzmv“ @ MITIGATION DEFINITION
4 Nt \y « Define Corrective Actions
RESOLVED ; * Update Rules / Logic
\ , * Improve Controls

N ’
Mitigation is provided 1o the Rules Engine, + Add Prevention

Process Step, and Control Gate to optimize operation.

6 IMMUTABLE AUDIT TRAIL o < B O)— (@) — (O)— (O)— (8)—— (P ——s | O immuuble(wor sursge
Every action, decision, validation, and outcome is = < las> © Chronological & Verifiable
automatically recorded — tamper-proof and traceable.  intake Validated Step Gate Falure Mitigation Rotry Stoy Progressed to @ Linked to All Entities
Submitted by Rules Engine Executod Verifiod Analyzed Provided Initiated Successful Next Stop © Full Tracesbity & Accountability
User & Timestamp Pulen & Rty Ovtputs & Evidence Score & Rewdt Root Caue Actions & Updates Attemot ¥ Complated Step Tranation © Reguistory & Audit Ready
DASHBOARD & REPORTS FOR
PROCESS HEALTH OVERVIEW STEP SUCCESS RATE CONTROL GATE READINESS FAILURE ANALYSIS SUMMARY STEP RETRY ANALYTICS TIME TO RESOLUTION MANAGEMENT
MANAGEMENT REPORTS
wa ssves % Average feves Time pus) o Executive Summar
Audit Trail data drives real-time . s s o s honrhnd Esoies Jurmamy
ity i g 2, . oo 21 186 * Proces omarce
W o8 ) o * Risk & Compliance
</ . 84% i i M Retr « GatoResdiness
ol I Omer 26% 7 . o Trend Anstysis
= wiow2 W wee Average Resdness Score o Audit & Tracoability

ORE ENGINE THAT ENSURES Q
tion, verification, transparenc:
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ind continuous improvement.

Y¢ THE PROCESS STEP VERIFICATION PROCESS IS Tl

Process Step Verification — The Core Function of the CAF System

At the heart of the Controlled Application Factory (CAF) is the Process Step Verification Engine, the foundational
mechanism that ensures every process, control, and application component is validated, verified, and approved
before progression is allowed.

Each process begins with the submission of required inputs, which are evaluated by the Rules Engine to confirm
completeness, accuracy, policy compliance, and adherence to defined business, security, governance, and
operational requirements. Once validation is successful, the process step executes its designated function and
produces verifiable outputs.

The resulting outputs are then submitted to a Control Gate, which independently verifies that the process step
performed correctly, generated the expected results, and satisfied all required controls. Based on this verification,
a Pass/Fail decision is rendered.

If the process step fails verification, progression immediately stops. A Root Cause Analysis (RCA) is initiated to
identify the underlying cause of the failure. Corrective actions and mitigations are then developed and applied to
the appropriate components, including the Rules Engine, Process Step logic, Control Gate criteria, supporting
controls, or operational procedures. Once remediation is implemented, the process step is re-executed and re-
verified.
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This closed-loop validation cycle continues until successful completion is achieved. No process, application,
release, or workflow is permitted to advance to the next stage until all verification requirements have been
satisfied and the Control Gate has issued an approved result.

Throughout the entire operation, an Immutable Audit Trail records every action, validation, decision, exception,
mitigation, retry, approval, and outcome. This permanent record provides complete traceability, accountability,
compliance evidence, operational transparency, and the data foundation for CAF dashboards, analytics, executive
reporting, and continuous improvement initiatives.

By continuously enforcing validation, verification, remediation, and re-validation at every stage, the CAF ensures
that applications remain aligned with current release standards, contain all required components, and are free of
known vulnerabilities. This repeatable control framework systematically drives and sustains:

e  Governance, Risk, and Compliance (GRC)

e Confidentiality, Integrity, and Availability (CIA)

e Security and Regulatory Compliance

e Operational Resilience and Business Continuity Management (BCM)
e (Quality Assurance and Process Integrity

e Operational Efficiency and Performance Optimization

e  Cost Optimization and Resource Accountability

The Process Step Verification Engine is therefore the core operating principle of the CAF, ensuring that every
outcome is governed, validated, traceable, secure, compliant, resilient, and continuously optimized before
advancement is permitted.

5/30/2026 © Data Center Assistance Group, LLC Page: 15



Controlled Application Factory — User’s Guide

11.1 CAF Planning Stage Activities
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The CAF (Controlled Application Factory) Planning Stage serves as the formal entry point for all new
products, services, enhancements, mitigations, and improvement initiatives. Its purpose is to transform
business ideas into well-defined, governed, and measurable initiatives before significant resources are
committed. During this stage, requests are submitted through structured intake processes and undergo
validation, stakeholder collaboration, requirements discovery, brainstorming, innovation analysis, and
business justification reviews. The Planning Stage ensures that strategic objectives, operational
requirements, security considerations, compliance obligations, budget constraints, and risk factors are
identified and documented early in the lifecycle. This creates a consistent foundation for informed
decision-making while reducing project risk, rework, and uncontrolled scope growth.

A key outcome of the Planning Stage is the determination of the most appropriate implementation path
through a formal Buy versus Build assessment. Existing commercial, government, or open-source
solutions are evaluated alongside internally developed alternatives using criteria such as cost, schedule,
security, compliance, maintainability, and operational impact. If a commercial solution is selected, the
process proceeds through analysis of alternatives, vendor evaluation, procurement, and implementation
planning. If a custom solution is approved, the Planning Stage produces the governance artifacts
necessary to enter the development lifecycle, including requirements traceability, risk assessments,
architecture considerations, project planning, resource allocation, compliance requirements, and initial
POA&M activities. By establishing these controls upfront, the CAF Planning Stage provides executive
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leadership with visibility, auditability, and confidence that every initiative aligns with organizational

objectives, security mandates, and operational resilience requirements.

11.2 Hardening Procedures to Support IT Production Operations
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Secure Architecture
& Configuration

Minimize Attack
Surface

Secure Baselines
(CIS / DoD STIG)

Patch & Vulnerability
Management

</>

Cloud Security
Controls

0 S IO - >

Q Satisfies ATO & cATO Requirements

IDENTITY & ACCESS
MANAGEMENT

Least Privilege

MFA | RBAC III

MANAGEMENT
Drift Detection s

Policy Enforcement g

MONITORING &
DETECTION

Ccnlrahzed Logging
SIEM | Alerting

CONFIGURATION

HARDENED
IT RESOURCES

PRODUCTION
MANAGEMENT

DATA PROTECTION
& PRIVACY
Encryption at Rest

& In Transit

BACKUP &
RECOVERY

Tested Backups
DR/ BCP Ready

CHANGE & RELEASE
MANAGEMENT
Approved Changes
Traceable | Controlled

Hardening IT Resources for
Production Management

CONTINUOUS ASSURANCE
(cATO)

Continuous Monitoring
(24x7)

Automated Compliance
Checks

4

Risk & Vulnerability
Tracking

Metrics & Reporting
to Stakeholders

Ongoing Improvement
& Remediation

GLbmR

(. J .

@ Q Enables cATO @ @ P =N

Continuous Authorization M Il.ll
.
@ SECURE TODAY. ASSURED TOMORROW. TRUSTED ALWAYS. |

Hardening is the process of securing information technology resources—including applications, servers,
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Production Operations

Demonstrates Compliance
& Accountability

databases, cloud services, operating systems, networks, and endpoints—by reducing vulnerabilities,
eliminating unnecessary functionality, enforcing security controls, and implementing secure
configurations before deployment into production.

The objective of hardening is to minimize the attack surface, prevent unauthorized access, ensure
compliance with security requirements, and improve the reliability and resilience of business services.
Typical hardening activities include applying security patches, disabling unused services and ports,
implementing least-privilege access controls, configuring encryption, enforcing multi-factor
authentication (MFA), establishing secure baselines such as DISA STIGs or CIS Benchmarks, and
continuously monitoring for configuration drift and emerging threats.

Why is Hardening Important?

Hardening is a foundational requirement for achieving and maintaining Authorization to Operate (ATO)
and Continuous Authorization to Operate (cATO). Without properly hardened systems, organizations face
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increased risk of cyberattacks, ransomware infections, data breaches, regulatory violations, operational
disruptions, and reputational damage.

For executive management, hardening delivers measurable business value by reducing security risk,
improving compliance readiness, supporting continuous monitoring initiatives, increasing operational
stability, and lowering the cost of incident response and remediation. In modern DevSecOps and
Continuous Threat Exposure Management (CTEM) environments, hardening serves as a critical "Left-of-
Boom" control that prevents vulnerabilities from reaching production, enabling organizations to operate
securely while maintaining business agility and resilience.

12. Controlled Application Factory (CAF) System Operation - Overview

(o CAF CONTROLLED APPLICATION FACTORY (CAF) SYSTEM OPERATION
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Controlled Application Factory (CAF) System Operation Overview

The Controlled Application Factory (CAF) is an enterprise governance and delivery platform designed to
ensure that every application, system component, and operational process is planned, validated,
secured, verified, and continuously optimized throughout its lifecycle. CAF provides a structured, gated
framework that integrates governance, risk management, security, compliance, operational controls,
and delivery processes into a single, traceable operating model.

The CAF lifecycle consists of seven integrated phases that collectively govern the progression of
applications from initial concept through operational optimization.

Phase 1 — Plan
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The Planning phase establishes the foundation for successful delivery. Business and technical
stakeholders submit project intake information, identify dependencies and risks, complete governance
assessments, and provide required supporting documentation.

Purpose

o Establish project objectives and scope (Business / Data Center)
e Identify risks, dependencies, and constraints (COSO)

e Capture governance and compliance requirements (COBIT)

e Define success criteria (ATO)

Primary Deliverable

e Approved Project Intake Package

e Requirements Transparency Matrix (RTM)

e KANBAN Framework

e Agile Framework (Epic, Features, Stories, Tasks, etc.)
e Plan of Action & Milestones (POA&M)

Phase 2 — Design

The Design phase transforms business requirements into a detailed solution architecture. Technical
designs, security requirements, integration patterns, and compliance considerations are documented
and reviewed.

Purpose

e Define solution architecture

e Establish security and compliance controls

e Design integrations and operational requirements
e Validate alignment with enterprise standards

Primary Deliverable

e Approved Solution Design Package

Phase 3 — Build

During the Build phase, development teams configure, develop, and assemble the application
components required to deliver the solution.

Purpose

e Develop application functionality
e Configure supporting infrastructure
¢ Implement security controls
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e Perform code quality validation

e Fully Test Programs and Applications via

Static, Dynamic, and Runtime Code testing.
Mythos Code Testing.

SBOM Program Testing.

(e}
(e}
O
o Secure by Design Code Testing.

Primary Deliverable

e Completed and fully tested Build and Configuration Package

Phase 4 — Test

The Testing phase validates that the solution performs as intended and satisfies functional, security,
operational, and performance requirements.

Purpose

e Verify solution functionality

e Validate integrations

e Assess security controls

e Confirm performance requirements

Primary Deliverable

e Evaluate Validation and Certification Package

Phase 5 — Deploy

The Deployment phase governs the transition of the solution into production or operational
environments.

Purpose

e Verify deployment readiness

e Validate release controls

e Ensure migration accuracy

e Confirm operational acceptance via Authorization to Operate ATO

Primary Deliverable

e Production Deployment Approval

Phase 6 — Operate
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Once deployed, the application enters operational management where performance, availability,
security, and service quality are continuously monitored.

Purpose

e Utilize Continuous Threat Exposure Management (CTEM) to achieve Continuous ATO (cATO)
¢ Monitor system health

e Manage incidents and changes

e Maintain service performance

e Ensure operational compliance

Primary Deliverable

e Operational Performance Record
e CcATO via CTEM

Phase 7 — Optimize

The final phase focuses on continuous improvement using operational data, lessons learned,
performance analytics, and emerging business requirements.

Purpose

e Utilize Feedback Error Loop to optimize Operations
e Improve operational efficiency

e Reduce risk and technical debt

e Enhance performance and resilience

e Support strategic planning

Primary Deliverable

e Continuous Improvement and Optimization Plan

The CAF Core Function: Rules Engine and Control Gate Verification

At the center of the CAF operating model is the Process Step Verification Engine, which ensures every
process step functions correctly before progression is allowed.

Each phase contains one or more process steps. Before a process step can proceed:

1. Required inputs are submitted.

2. The Rules Engine validates completeness, accuracy, policy compliance, and business
requirements.

3. The process step executes its assigned function.

4. Outputs are generated and submitted for verification.
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5. A Control Gate independently evaluates the outputs and determines whether the step achieved
its required objectives.

A Pass or Fail decision is then issued.

If a process step fails verification, progression immediately stops. A Root Cause Analysis is performed to
identify the failure source, and mitigation actions are implemented. The Rules Engine, Process Step
logic, Control Gate criteria, or supporting controls may be updated as needed. The process step is then
re-executed and re-verified.

This validation cycle continues until successful completion is achieved.

No application, process, release, or workflow can advance to the next phase until all Control Gate
requirements have been satisfied and approval has been granted.

This closed-loop verification model ensures quality, consistency, and operational integrity throughout
the entire lifecycle.

Immutable Audit Trail and Operational Intelligence

Every activity performed within CAF is automatically recorded in an Immutable Audit Trail.
The audit trail captures:

e User actions

e Input submissions

e Validation results

e Rules Engine decisions

e Control Gate outcomes

e Approvals and rejections

e Exceptions and mitigations
o Retry attempts

e  Workflow progression

e Final outcomes

Because audit records cannot be altered, the organization maintains complete traceability,
accountability, and compliance evidence for every process and decision.

The audit trail serves as the authoritative data source for CAF operational intelligence.
This data continuously feeds:

Executive Dashboards

e Project status
e Gate readiness
e Risk exposure
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e Compliance posture
e Operational health
e Delivery performance

Management Reporting

e Governance and compliance reports
e Security and vulnerability reporting
e Audit and regulatory evidence

e Process performance metrics

e Exception analysis

e Trend and forecasting analytics

e Cost and efficiency reporting

The result is real-time visibility across the entire application lifecycle with complete confidence in data

integrity.

Business Benefits of the CAF System

The Controlled Application Factory provides a repeatable and measurable framework for governing

technology delivery and operations across the enterprise.
Key benefits include:

Governance and Compliance

e Continuous enforcement of governance requirements
e Automated policy validation
e Audit-ready evidence collection

Security

e Verification of security controls at every phase
e Continuous vulnerability reduction
e Enforcement of Confidentiality, Integrity, and Availability (CIA) principles

Risk Reduction

e Early identification of defects and non-compliance
e Controlled mitigation and remediation processes
e Reduced operational and delivery risk

Operational Resilience

e Support for Business Continuity Management (BCM)
e Increased system reliability and recoverability
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e Improved operational stability

Quality Assurance

e Structured verification of every lifecycle phase
e Consistent application of enterprise standards
e Higher-quality delivery outcomes

Efficiency and Cost Optimization

e Automated validation and control activities
e Reduced rework and manual effort
e Improved resource utilization and delivery velocity

Executive Visibility
e Real-time dashboards and reporting

e End-to-end traceability
e Data-driven decision support

By combining automated validation, gated verification, immutable auditability, and continuous

optimization, the Controlled Application Factory establishes a governed, secure, resilient, and highly
efficient operating model that enables organizations to deliver trusted technology outcomes with

confidence.

5/30/2026 © Data Center Assistance Group, LLC

Page: 24



Controlled Application Factory — User’s Guide

12.1. CAF System — Cost Benefits Analysis, ROl Projections and Break-Even Point.
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* CAF DELIVERS MEASURABLE VALUE: LOWER COSTS, LESS RISK, HIGHER QUALITY, AND CONTINUOUS IMPROVEMENT.

Governed. Validated. Traceable. Delivered

CAF Investment Assumptions

e Initial CAF Development & Implementation: $2.5M
e Annual Operating Cost: $500K

e Savings from Reduced Rework: $1.2M/year

e Savings from Compliance Automation: $800K/year
e Savings from Security Risk Reduction: $700K/year
e Operational Efficiency Gains: $1.3M/year

Total Annual Benefit: $4.0M
Annual Net Benefit: $3.5M

CAF Cost vs Benefit Projection (5 Years)
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13. Controlled Data Factory — Overview
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Controlled Data Factory (CDF) System Operation Overview

The Controlled Data Factory (CDF) is an enterprise governance, quality, and delivery platform designed
to ensure that organizational data is collected, validated, secured, governed, verified, and continuously
optimized throughout its lifecycle. Like the Controlled Application Factory (CAF), the CDF establishes a
structured, gated framework that integrates data governance, data quality, security, compliance,
operational controls, and analytics into a single, traceable operating model.

The CDF transforms raw data into trusted business intelligence by ensuring that every dataset,
integration, transformation, and analytical output is validated and verified before downstream systems,
dashboards, artificial intelligence models, regulatory reporting processes, or business decision-makers

can consume it.

End-to-End Controlled Data Factory Lifecycle

The Controlled Data Factory consists of seven integrated phases that govern data from acquisition
through business value realization.

Phase 1 — Discover & Register
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The lifecycle begins by identifying and onboarding data sources. Data owners, business stakeholders,
and technical teams document data sources, classifications, business purpose, sensitivity levels,
regulatory requirements, and ownership responsibilities.

Purpose

e Identify data sources

e Establish data ownership

e Define business value

e C(Classify data sensitivity

e Capture governance requirements

Primary Deliverable
Approved Data Source Registration Package

Phase 2 — Profile & Assess

The data is profiled to understand structure, quality, completeness, accuracy, relationships, and
potential risks.

Purpose

e Assess data quality

e Identify anomalies and defects

e Evaluate completeness

e Measure trustworthiness

e Determine remediation requirements

Primary Deliverable
Data Quality Assessment Report

Phase 3 — Govern & Secure

The governance framework is applied to ensure the data complies with organizational, regulatory,
privacy, and security requirements.

Purpose

e Apply governance policies

e Enforce data stewardship

e Classify and protect sensitive information
e Establish access controls

e Validate compliance requirements

Primary Deliverable
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Approved Data Governance Package

Phase 4 — Transform & Integrate

Validated data is transformed, standardized, enriched, and integrated into enterprise repositories,
analytical platforms, or operational systems.

Purpose

e Standardized data structures
e Cleanse and enrich records

¢ Integrate multiple sources

e Create trusted datasets

e Prepare data for consumption

Primary Deliverable
Certified Enterprise Data Product

Phase 5 — Validate & Certify

The transformed data is independently validated to ensure quality, accuracy, consistency, completeness,
lineage integrity, and business-rule compliance.

Purpose

e Verify transformation accuracy

e Validate business rules

e Confirm data lineage

e Certify trusted datasets

e Measure readiness for consumption

Primary Deliverable
Certified Data Release Package

Phase 6 — Consume & Operate

Certified data becomes available for business operations, analytics, reporting, machine learning, and
decision support systems.

Purpose

e Deliver trusted data products
e Support operational reporting
e Enable analytics and Al

e Monitor data usage

e Track performance and quality
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Primary Deliverable
Operational Data Services

Phase 7 — Optimize & Improve

Data quality metrics, consumption patterns, business outcomes, and operational performance are
analyzed to continuously improve data assets and processes.

Purpose

e Improve data quality

e Reduce operational costs

e Enhance business value

e Increase automation

e Support innovation initiatives

Primary Deliverable
Data Improvement Roadmap

The CDF Core Function: Data Verification Engine

At the center of the Controlled Data Factory is the Data Verification Engine, which ensures every data
process successfully performs its intended function before progression is allowed.

Every phase contains process steps that follow the same controlled operational pattern:

Step 1 — Data Submission

Data sources, metadata, transformations, or analytical outputs are submitted for processing.

Step 2 — Rules Engine Validation

The Rules Engine validates:

e Data completeness

e Data quality thresholds

e Business rules

e Regulatory requirements
e Security controls

e Data lineage requirements
e Metadata standards

Step 3 — Process Execution

The data process performs its assigned operation, such as:
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e Dataingestion

e Data cleansing

e Data transformation
e Data enrichment

o Dataintegration

e Data certification

Step 4 — Control Gate Verification

A Control Gate independently verifies:

e Process execution accuracy
e Output quality

e Policy compliance

o Dataintegrity

e Business readiness

Step 5 — Pass/Fail Determination

The Control Gate issued a Pass or Fail decision.
If the step passes verification, progression to the next phase is permitted.
If the step fails verification, progression immediately stops.

Failure Management and Continuous Improvement

When a failure occurs:

Root Cause Analysis is performed.

Data owners and process owners identify the source of the issue.
Mitigations are developed.

Rules Engine controls are updated if necessary.

Data transformation logic is updated if necessary.

Control Gate validation criteria are adjusted if necessary.

The process step is retried.

NouhswnNe

The cycle continues until verification succeeds.

No dataset, report, dashboard, Al model, or analytical product may advance until all control
requirements have been satisfied.

This closed-loop verification process ensures that only trusted, validated, and certified data is consumed
throughout the enterprise.

Immutable Audit Trail and Data Intelligence
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Every activity within the Controlled Data Factory is automatically recorded within an Immutable Audit
Trail.

The audit trail captures:

e Data source registrations

o Dataingestion events

e Validation results

e Quality scores

e Rule violations

e Data lineage information

e Security events

e Control Gate outcomes

e Exceptions and mitigations
e Certifications and approvals
¢ Data consumption metrics

The audit trail serves as the authoritative source of truth for the entire data ecosystem.
Because records are immutable, organizations gain complete:

e Traceability

e Accountability

e Regulatory evidence

e Data lineage visibility

e Governance transparency

Visual Dashboards and Management Reporting

The Immutable Audit Trail continuously feeds executive dashboards and management reporting
capabilities.

Executive Dashboards

Provide real-time visibility into:

e Data quality health

e Certified datasets

e Governance compliance

e Security posture

e Operational performance
o Data consumption metrics
e Risk exposure

e Data product readiness

Management Reports
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Generate ready audit reports including:

e Data governance compliance
e Regulatory reporting

e Data quality scorecards

e Stewardship performance

e Data lineage certification

e Security and privacy reporting
e Operational efficiency metrics
e Cost optimization analytics

This creates a trusted operational intelligence platform for data-driven decision making.

Business Benefits of the Controlled Data Factory

The Controlled Data Factory delivers measurable enterprise value by transforming data into a governed,

trusted, and reusable business asset.

Data Quality

e Improved accuracy and completeness
e Reduced data defects
e Higher confidence in reporting

Governance & Compliance

e Automated policy enforcement
e Continuous compliance validation
e Audit-ready evidence generation

Security & Privacy

e Protection of sensitive information
e Enforcement of privacy requirements
e Reduced data-related risk

Operational Efficiency

e Reduced manual data preparation

e Increased automation

e Automated Backup, Recovery, and Vaulting for Vital Records Management
e Faster data delivery

Al & Analytics Readiness

e Trusted datasets for Al models
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e Reliable analytical outputs
e Improved forecasting and insights

Risk Reduction

e Continuous verification of data integrity
e Reduced reporting errors
e Improved regulatory readiness

Executive Visibility
e Real-time operational dashboards
e Trusted management reporting
e Enterprise-wide data transparency
Cost Optimization
e Reduced duplication of data efforts
e Lower operational overhead

e Increased reuse of certified data products

Controlled Data Factory Mission Statement

The Controlled Data Factory establishes a governed, validated, traceable, and continuously optimized

data ecosystem that transforms raw data into trusted business intelligence. Through automated

validation, gated verification, immutable auditability, and continuous improvement, the CDF ensures
that every data asset is accurate, secure, compliant, and business-ready before it is consumed, enabling

confident decision-making, operational excellence, and enterprise-wide digital transformation.
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13.1 CDF Costs, Benefits, ROI, and Break-Even Point

€

CDF

CONTROL + ASSURE - DELIVER

@ Investing in Trusted Data. Delivering Measurable Value.

FINANCIAL SUMMARY (5 YEARS)
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The model indicates:

e Break-even achieved in less than one year.

e More than S15M in net value over five years.

e Significant reductions in compliance, security, and operational costs.

e Improved confidence in analytics, reporting, and Al initiatives.

e Continuous governance, traceability, and audit readiness through the immutable audit trail.
e Enhanced executive visibility through real-time dashboards and management reporting.

This makes the Controlled Data Factory not only a data management platform, but a strategic enterprise
investment that improves decision quality, accelerates digital transformation, and increases
organizational efficiency while maintaining strong governance and compliance controls.
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14. Controlled Business Resilience Factory (CBRF) System Overview

(.) CBRF CONTROLLED BUSINESS RESILIENCE FACTORY (CBRF)- OVERVIEW

CONTROL » ASSURE - DELIVER Building Resilience. Reducing Risk. Ensuring Continuity.

From risk identification to continuous improvement, CBRF ensures your organization is prepared, protected, and able to recover—no matter what.

@ The Controlled Business Resilience Factory (CBRF) provides a governed, standardized, and automated framework to strengthen organizational resilience.
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Controlled Business Resilience Factory (CBRF) System Operation Overview

The Controlled Business Resilience Factory (CBRF) is an enterprise resilience management platform
designed to ensure that critical business functions, technology services, facilities, personnel, supply
chains, and operational processes remain available, recoverable, and sustainable during disruptive
events.

CBRF provides a governed, repeatable, and continuously improving framework that integrates Business
Continuity Management (BCM), Disaster Recovery (DR), Crisis Management, Operational Resilience, Risk
Management, Security, Compliance, and Recovery Operations into a single operational model.

Rather than treating resilience as a periodic compliance exercise, CBRF establishes resilience as a
continuously validated business capability. Through automated validation, control gate verification,
immutable auditability, and continuous improvement, the CBRF ensures the organization is prepared to
prevent, withstand, respond to, recover from, and adapt to disruptions while maintaining critical
business operations.

End-to-End Controlled Business Resilience Lifecycle

The CBREF lifecycle consists of seven integrated phases that collectively establish, validate, and optimize
organizational resilience capabilities.
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Phase 1 - Identify

The lifecycle begins by identifying critical business functions, supporting processes, systems,
applications, facilities, vendors, and dependencies that are essential to organizational operations.

Purpose

o Identify critical business services

e Map operational dependencies

e Define business impact tolerances
e Establish recovery priorities

o Identify key stakeholders

Primary Deliverable
Business Context & Criticality Profile

Phase 2 — Assess

Business risks, threats, vulnerabilities, and operational exposures are analyzed to determine potential
impacts and recovery requirements.

Purpose

e Evaluate business risks

e Analyze vulnerabilities

e Assess operational exposure
e Quantify business impacts

e Establish risk priorities

Primary Deliverable
Risk Assessment Report

Phase 3 —Plan

Recovery and continuity strategies are developed to ensure critical services can continue or rapidly
recover during disruptive events.

Purpose

e Develop continuity strategies

e Define recovery objectives

e Establish communication plans

e Develop BCM and DR plans

e Create crisis management procedures
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Primary Deliverable
Enterprise Resilience Plan Suite

Phase 4 — Build

Resilience capabilities, recovery mechanisms, operational controls, and supporting infrastructure are
implemented and prepared for use.

Purpose

¢ Implement resilience controls

e Establish recovery environments
e Create operational runbooks

e Train personnel

e Prepare response teams

Primary Deliverable
Resilience Capability Package

Phase 5 — Test

Recovery capabilities and resilience plans are exercised to verify operational readiness and
effectiveness.

Purpose

e Validate recovery plans

e Conduct exercises and simulations
e Measure recovery performance

e Identify capability gaps

e Verify readiness objectives

Primary Deliverable
Assess Results & Readiness Assessment

Phase 6 — Operate

During operational use, the organization monitors threats, incidents, disruptions, and recovery activities
while continuously maintaining resilience readiness.

Purpose

e Monitor operational threats
e Manage incidents and crises
e Execute recovery procedures
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e Coordinate stakeholder communications
e Maintain operational continuity

Primary Deliverable
Incident Response & Recovery Outcomes

Phase 7 — Improve

Lessons learned, operational metrics, exercise results, and recovery outcomes are analyzed to
continuously improve resilience capabilities.

Purpose

e Improve recovery effectiveness

e Update resilience strategies

e Enhance controls and procedures
e Reduce operational risk

e Increase organizational readiness

Primary Deliverable
Continuous Improvement & Resilience Roadmap

The CBRF Core Function: Resilience Verification Engine

At the center of the Controlled Business Resilience Factory is the Resilience Verification Engine, which
ensures that every resilience process, control, recovery capability, and operational objective is validated
before progression is allowed.

Each resilience activity follows a structured process:

1. Inputs, plans, assessments, evidence, and metrics are submitted.

2. The Rules Engine validates completeness, policy compliance, regulatory requirements, and
recovery objectives.

3. The resilience process executes its assigned function.

A Control Gate independently reviews outputs.

5. A Pass or Fail determination is issued.

e

The Control Gate verifies:

e Recovery objectives are achievable

e Recovery Time Objectives (RTOs) are met

e Recovery Point Objectives (RPOs) are met

e Critical dependencies are addressed

e Regulatory requirements are satisfied

e Operational resilience requirements are fulfilled
e Business continuity objectives are achieved
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Only after successful verification can progression occur.

Failure Management and Continuous Improvement

If verification fails, progression immediately stops.

A structured Root Cause Analysis (RCA) is initiated to identify deficiencies in plans, controls, recovery
capabilities, processes, technologies, staffing, or operational procedures.

Mitigations are then implemented and may include:

e Updating resilience plans

e Enhancing recovery controls

e Improving operational procedures

e Strengthening recovery infrastructure
e Revising Rules Engine validations

e Updating Control Gate criteria

The process is then re-executed and re-verified.
This cycle continues until all resilience objectives have been achieved and verified.

No resilience program component is considered operationally ready until it successfully passes all
required verification controls.

Immutable Audit Trail and Operational Intelligence

Every activity performed within the CBRF is automatically captured in an Immutable Audit Trail.
The audit trail records:

e Risk assessments

e Recovery plans

e Exercise results

e Incident records

e Recovery events

e Validation outcomes

e Control Gate decisions

e Exceptions and mitigations
e Approvals and certifications
e Operational metrics

e Recovery performance measurements

The audit trail provides complete traceability, accountability, and regulatory evidence while serving as
the authoritative source for resilience intelligence.

Executive Dashboards and Management Reporting
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The Immutable Audit Trail continuously feeds operational dashboards and executive reporting

capabilities.
Executive Dashboards

Provide real-time visibility into:

e Enterprise resilience posture
e Business continuity readiness
e Disaster recovery readiness

e Recovery capability health

e Risk exposure

e Incident status

e Testing effectiveness

e Compliance status

Management Reports

Generate audit-ready reporting including:

e Business Continuity Reports

e Disaster Recovery Readiness Reports
e Operational Resilience Assessments
e Risk & Compliance Reports

e Recovery Performance Reports

e Exercise & Test Results

e Incident Response Summaries

e Executive Resilience Scorecards

This enables leadership to evaluate resilience readiness using objective, measurable, and continuously

updated information.

Business Benefits of the Controlled Business Resilience Factory

The CBRF delivers measurable value by transforming resilience from a reactive activity into a

continuously governed business capability.

Risk Reduction

e Reduced operational disruption
e Lower business interruption risk
e Improved preparedness for emerging threats

Business Continuity

e Increased service availability

5/30/2026 © Data Center Assistance Group, LLC

Page: 40



Controlled Application Factory — User’s Guide

e Faster recovery from disruptions
e Improved continuity of critical operations

Operational Resilience

e Enhanced organizational adaptability
¢ Improved incident response effectiveness
e Stronger recovery capabilities

Governance & Compliance

e Continuous compliance validation
e Audit-ready documentation
e Improved regulatory readiness

Financial Protection

e Reduced downtime costs
e Lower recovery expenses
e Protection of revenue streams

Executive Confidence

e Real-time resilience visibility
e Quantifiable readiness metrics
e Data-driven resilience decisions

Continuous Improvement

e Ongoing optimization of plans and controls
e Lessons learned integration
e Continuous enhancement of resilience capabilities

Controlled Business Resilience Factory Mission Statement

The Controlled Business Resilience Factory establishes a governed, validated, traceable, and
continuously improving resilience ecosystem that enables organizations to anticipate, withstand,
recover from, and adapt to disruptions. Through automated validation, gated verification, immutable
auditability, and continuous optimization, the CBRF ensures that critical business services remain
resilient, recoverable, compliant, and operational under all conditions, protecting organizational value
and sustaining business performance.
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14.1 CBRF Costs, Benefits, ROI, and Break-Even Point

¢) CBRF CBRF COSTS, BENEFITS, ROl AND BREAK-EVEN POINT

Building Resilience. Reducing Risk. Ensuring Continuity.
@ The Controlled Business Resilience Factory (CBRF) strengthens organizational resilience through a governed,

CONTROL + ASSURE - DELIVER

repeatable, and continuously validated framework that protects people, operations, assets, and brand.
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Executive Summary

The Controlled Business Resilience Factory transforms resilience from a periodic compliance activity into
a continuously validated business capability. By integrating Business Continuity Management (BCM),
Disaster Recovery (DR), Operational Resilience, Risk Management, Compliance, and Continuous
Improvement into a single governed framework, the CBRF enables organizations to:

e Reduce business interruption risk

e Improve recovery performance

e Lower compliance costs

e Increase operational efficiency

e Strengthen organizational resilience

e Protect revenue and reputation

e Improve executive visibility and decision-making

The resulting financial model demonstrates a rapid break-even point of approximately 8 months,
generates more than $14 million in net value over five years, and delivers a projected 368% ROI, making
the CBRF both a resilience initiative and a strategic business investment.
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15. Technology Resilience and Always-Ready Proactive Recovery
Operations

TO PROVIDE ALWAYS-READY RECOVERY OPERATIONS premect sver
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Continuous Validation. Continuous Readiness. Continuous Resilience.
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Business Value.

@ Technology Resilience transforms CBRF from a proactive recovery system to an Always-Ready Business Continuity Management ecosystem

where critical services are continuously prepared, continuously validated, and continuously recoverable.
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Technology Resilience and the Evolution to Always-Ready Business Continuity Management

From Reactive Recovery to Always-Ready Resilience

Traditional Business Continuity Management (BCM) and Disaster Recovery (DR) programs were designed
around a reactive operating model. Organizations focused on identifying risks, creating recovery plans,
conducting periodic testing, and responding to disruptions after they occurred. While these approaches
improved preparedness, they often relied on manual processes, annual exercises, point-in-time
assessments, and assumptions that recovery capabilities would function as expected during an actual
event.

The Controlled Business Resilience Factory (CBRF) significantly improved this model by introducing
continuous validation, automated controls, gated verification, immutable auditability, and structured
remediation processes. CBRF transformed resilience from a compliance exercise into a continuously
managed operational capability.

The next evolution is Technology Resilience, which elevates CBRF from a proactive recovery framework
to an Always-Ready Business Continuity Management System.
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What is Technology Resilience?

Technology Resilience is the ability of technology ecosystems—including infrastructure, applications,
data, networks, cloud services, cybersecurity controls, operational processes, and supporting
personnel—to continuously maintain required business services despite disruptions, failures, cyber
events, or changing operational conditions.

Rather than focusing primarily on recovery after a failure occurs, Technology Resilience focuses on
ensuring systems are continuously prepared, continuously validated, continuously recoverable, and
continuously optimized.

The objective shifts from:

"Can we recover?"

to

"Are we continuously ready to recover right now?"

The Always-Ready BCM Operating Model

An Always-Ready BCM environment continuously evaluates resilience posture through automated
verification and operational intelligence.

Instead of relying on periodic assessments, Technology Resilience continuously monitors:

e Application resiliency

e Infrastructure resiliency

e Data resiliency

e Cloud resiliency

o Network resiliency

e Cybersecurity resiliency

e Recovery capability readiness

e Operational dependency health
e Third-party resiliency

e Business service availability

Readiness becomes a measurable and continuously validated operational state rather than a theoretical
recovery capability.

Technology Resilience Enhancements to the CBRF

The integration of Technology Resilience expands the CBRF operating model beyond traditional BCM
and DR disciplines.

Current CBRF Model
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The current CBRF validates:

e Business Continuity Plans
e Disaster Recovery Plans
e Recovery Procedures

e Operational Controls

e Recovery Testing

e Recovery Readiness

This creates a proactive recovery environment.

Enhanced CBRF with Technology Resilience

Technology Resilience introduces continuous operational verification of:

Infrastructure Resilience

Validation of:

o Data centers

e Cloud platforms

e Compute services

e Storage systems

e Virtualization platforms
e Container environments

Ensuring recovery capability exists before it is needed.

Application Resilience

Verification of:

e Application availability

e Service dependencies

e Configuration compliance
e Release integrity

e Failover readiness

e Recovery automation

Applications become continuously recoverable rather than periodically evaluated.

Data Resilience

Continuous verification of:

e Backup integrity
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e Data replication

e Recovery points

e Data availability

e Data quality

e Data recovery readiness

Ensuring critical business data remains continuously protected.

Cyber Resilience

Continuous validation of:

e Security controls

e Vulnerability posture

e Recovery from cyber events

e |dentity services

e Zero-trust controls

e Threat containment capabilities

Reducing operational risk and improving recovery confidence.

Operational Resilience

Verification of:

e Staffing readiness

¢ Vendor readiness

e Supply chain dependencies

e Operational procedures

e Incident response capabilities

Providing holistic resilience beyond technology alone.

Continuous Readiness Verification

At the center of Technology Resilience is the concept of Continuous Readiness Verification.

The CBRF Rules Engine continuously evaluates resilience controls and operational readiness indicators.

Examples include:

e Backup success rates
e Recovery test results
e Patch compliance

e Vulnerability status

e Healthy infrastructure
e Capacity thresholds
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e Service dependencies
e Recovery objective compliance

These inputs are evaluated continuously rather than during annual reviews.
Control Gate Verification for Technology Resilience
Technology Resilience extends the CBRF Control Gate framework.
Control Gates verify:
Availability
Can the service operate today?
Recoverability
Can the service recover today?
Security
Can the service withstand threats today?
Compliance
Is the service compliant today?
Capacity
Can the service meet demand today?
Sustainability
Can the service continue operating tomorrow?
Only when these conditions are satisfied is a business service considered resilient.
Technology Resilience Digital Twin
A future-state enhancement to CBRF is the creation of a Technology Resilience Digital Twin.
The Digital Twin continuously models:
e Business services

e Applications
e Infrastructure
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e Data flows

e Dependencies

e Recovery capabilities
e Operational risks

This provides leadership with a real-time view of resilience posture and allows disruption scenarios to be

simulated before actual events occur.

Immutable Audit Trail and Resilience Intelligence

Technology Resilience dramatically expands the value of the Immutable Audit Trail.

The audit trail continuously records:

e Validation results

e Recovery readiness scores
e Configuration changes

e Recovery tests

e Security posture

e Dependency health

e Risk indicators

e Mitigation actions

e Control Gate decisions

This information becomes the foundation for resilience analytics.

Executive Dashboards and Always-Ready Visibility

Technology Resilience enables executive dashboards that continuously display:

e Enterprise Resilience Score

e Service Recovery Readiness

e Recovery Objective Compliance
e Cyber Resilience Status

e Business Service Health

e Dependency Risk

e Recovery Confidence Levels

e Operational Risk Exposure

Executives no longer rely on annual reports or periodic testing results.
Instead, resilience becomes measurable in real time.

Benefits of Technology Resilience

Continuous Recovery Readiness
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Recovery capabilities are continuously validated.

Reduced Business Disruption

Potential failures are identified before they impact operations.

Improved Recovery Confidence

Recovery capabilities are continuously proven.

Enhanced Cyber Resilience

Organizations can better withstand and recover from cyber events.

Reduced Operational Risk

Dependencies and vulnerabilities are continuously monitored.

Improved Regulatory Compliance

Evidence is continuously generated and validated.

Faster Recovery

Automated recovery verification accelerates restoration activities.

Increased Executive Visibility

Leadership receives real-time resilience intelligence.

Lower Operational Costs

Automation reduces manual testing and assessment activities.

Strategic Vision

The integration of Technology Resilience transforms the Controlled Business Resilience Factory from a
proactive recovery framework into an Always-Ready Business Continuity Management ecosystem.

Rather than asking whether recovery plans exist or whether a recovery test was successful six months
ago, the organization continuously verifies that critical business services, applications, infrastructure,
data, and operational processes are resilient at this moment.

This evolution creates a continuously governed, continuously validated, continuously recoverable
enterprise where resilience is not an event-driven activity but a measurable operational state.
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The result is a higher level of organizational confidence, reduced risk, faster recovery, stronger
compliance, improved operational performance, and a sustainable foundation for long-term business
continuity and operational resilience.

15.1 Technology Resilience Costs, Benefits, ROIl, and Break-Even Point
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and ensuring critical services are ready to recover—right now.
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Executive Conclusion

The integration of Technology Resilience with the Controlled Business Resilience Factory creates an
Always-Ready Recovery Operations capability that continuously validates the organization's ability to
withstand disruptions, recover critical services, and maintain business operations.

By combining automated validation, continuous monitoring, gated verification, immutable auditability,
operational intelligence, and continuous improvement, organizations gain a resilient operating model
that reduces risk, improves recovery performance, strengthens compliance, lowers operational costs,
and provides leadership with real-time visibility into enterprise resilience.

The result is a more secure, resilient, efficient, and competitive organization that is continuously
prepared to protect business value, regardless of the disruption it faces.
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16. Enterprise Power Apps + Dataverse

For an enterprise Power Apps + Dataverse implementation, | would recommend making User Profile
Setup mandatory on first login and storing it in a dedicated User Profile table rather than relying solely
on Microsoft Entra ID attributes. This allows CAF-specific information (role requests, business unit,
manager, approval routing, audit history) to be managed independently and used throughout the
workflow lifecycle.

17. Enterprise Knowledge Graph

Enterprise Dependency Intelligence Graph

See Every Connection. Understand Every Risk. Protect Business Continuity.

A continuously updated operational knowledge graph that maps and analyzes relationships across your digital enterprise
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Advisory Leadership for Operational Survivability and Technology Resilience

A Knowledge Graph ties all components together into a relationship that can provide perspectives for
identifying problems, answering business questions, and improving efficiency.
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18. Call to Action.

Call to Action

Strengthen Resilience. Reduce Risk. Assure Business Continuity.

The challenges are real. The impact is significant. The time to act is now.

Let DCAG help you turn risk into resilience and uncertainty into confidence.
y y

Why Partner with DCAG?

9 @ al A B

What We Help You Achieve

Close critical capability gaps

Strengthen recovery time capability (RTC)

Enterprise Resilience Proven Frameworks Measurable Results End-to-End Support Trusted Partner
Experts & Methodologies Data-driven assessments, From strategy and desqgn Objective guidance. Improve visbility into dependencies and risks
Deep experience in resibence Industry-leadng approaches clear roadmaps, and to implementation, collaborative delivery,
engneering. DR, and aligned to 15O 22301, NIST, angitie wmprovements in validation. and continual and a commitment to Enhance testing, monitoring, and earfy warning
technology risk management ITIL. and best practices. recovery and resdiency mprovement your success

Build technology resilience and governance

Your Next Step Toward a More Resilient Future
DCAG is ready to help you prioritize, plan, and implement the enhancements

Assure operational survivability

Protect what matters most—your business,
customers, and reputation

that will deliver real-world resilience and long-term value.

000000

Let’s build a stronger, more resilient enterprise—together.
How We Engage
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Schedule a confidential executive briefing or resilience assessment with DCAG.
@ TAKE ACTION TODAY 2 stk ; S

gether, we will strengthen your resilience, reduce risk

Data Center Assistance Group, LLC o e SH—
lIII. £ y Py @ www.dcag.com @ ) % (917) 673-6932 m ;A“"“"’* OCAG

L ip for Operational vabeit) g ¢ \ ~ 5
Advisory Leadership for Operational Survivability and Technology Resilence bronsck g.com| bronackt@gmail.com

Resilience by Design. Continuity by Choice. Value by Performance. £ DCAG—Your Resilience Advantage.

Ready to Determine If Your Organization Is Truly Always Ready?

Most organizations believe they are prepared for disruption—until a critical application fails, a
cyberattack occurs, a compliance audit exposes weaknesses, or a recovery process is needed under real-
world conditions.

The question is not whether recovery plans exist.

The question is whether your applications, data, infrastructure, and business operations are
continuously validated, continuously recoverable, and continuously resilient today.

DCAG can help you evaluate your current readiness posture, identify gaps, quantify risk, and develop a
practical roadmap toward Always-Ready Recovery Operations through Application, Data, and Business
Resilience Factories.

Schedule an Executive Strategy Session with DCAG to learn how your organization can reduce risk,
improve operational resilience, strengthen compliance, accelerate recovery, and create measurable

business value through continuous validation and automated resilience management.

Contact Thomas Bronack at bronackt@dcag.com | bronackt@gmail.com | (917) 673-6992
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Appendix A — Planning Stage

Capture business objectives, requirements, stakeholders, funding,
Project Intake and success criteria. Work Order Number. Purchase Orders for
personnel and resources

Define ROI, benefits, costs, risk reduction, and business value.

Business Case Development . e s . e s
P Business Justification, Technical Justification.

Verify alignment with enterprise architecture and governance

Governance Review .. . .
policies. Audit Universe

Risk Assessment Identify business, operational, technical, and cybersecurity risks.
Data Classification Identify data sensitivity and regulatory requirements.

Security Categorization Determine system impact level and security categorization.
Initial CTEM Assessment Evaluate threat exposure and attack surface.

Control Selection Select security, privacy, compliance, and resilience controls.

CAF Gate 1 Approval Verify planning phase completeness.
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Appendix B. Design Stage

Solution Architecture
Design

Develop logical, physical, and security architecture.

Threat Modeling

Identify attack vectors and mitigation strategies.

Security Architecture
Review

Validate security design against standards.

Resilience Architecture
Design

Define HA, DR, BCM, backup, and recovery requirements.

DevSecOps Pipeline
Design

Define CI/CD, testing, and security automation.

Compliance Mapping

Map controls to applicable frameworks.

ATO Planning Package

Develop SSP and evidence collection plan.

CAF Gate 2 Approval

Verify design readiness.
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Appendix C. Build Stage

Infrastructure Deployment Deploy infrastructure components.

Application Development Develop application functionality.

Secure Coding Validation Perform code reviews and secure coding checks.
Secrets Management Implement credential and key management.

Infrastructure as Code
Validation

Security Control
Implementation

Validate deployment templates.

Deploy required security controls.

Baseline Hardening Apply CIS/STIG hardening standards.
Dependency Validation Validate third-party software dependencies.
SBOM Generation Generate Software Bill of Materials.

CAF Gate 3 Approval Verify build completion.

5/30/2026 © Data Center Assistance Group, LLC Page: 55



Controlled Application Factory — User’s Guide

Appendix D. Test Stage

Functional Testing

Validate business functionality.

Unit Testing

Verify component functionality.

Integration Testing

Validate system integrations.

Performance Testing

Verify performance requirements.

SAST Testing

Perform static application security testing.

DAST Testing

Perform dynamic application security testing.

API Security Testing

Validate API security controls.

Vulnerability Scanning

Identify known vulnerabilities.

Penetration Testing

Assess resistance to attack.

CTEM Validation

Validate attack surface reduction.

Backup & Recovery Testing

Validate recoverability.

Resilience Testing

Validate DR and BCM capabilities.

Compliance Validation

Verify control effectiveness.

CAF Gate 4 Approval

Verify testing completion.
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Appendix E. ATO Preparation

Security Assessment Assess security posture.
Evidence Collection Gather compliance artifacts.
Risk Assessment Update Update residual risk analysis.
POA&M Development Document deficiencies and remediation plans.
SSP Completion Finalize System Security Plan.
Control Validation Validate implemented controls.
ISDEEE;:Z Authorization Prepare authorization package.
CAF Gate 5 Approval Verify authorization readiness.
Appendix F. ATO
Security Review Board Conduct authorization review.
Risk Acceptance Review Evaluate residual risk.
Authorization Decision Issue ATO or cATO approval.
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Appendix G. Deploy

Production Deployment

Deploy approved release.

Operational Readiness
Review

Verify operational support readiness.

Monitoring Activation

Enable monitoring and alerting.

CAF Gate 7 Approval

Verify production success.

Appendix H. Operate

Continuous Monitoring

Monitor performance and security.

Vulnerability Management

Manage vulnerabilities continuously.

Technology Resilience
Validation

Verify continuous recovery readiness.

BCM & DR Validation

Verify continuity capabilities.

Audit Trail Collection

Capture immutable audit records.
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Appendix I. cATO

Continuous Control
Monitoring

Assess controls continuously.

Automated Evidence
Collection

Collect compliance evidence automatically.

Continuous CTEM Operations

Continuously assess attack surface.

Continuous Authorization
Verification

Verify authorization conditions remain satisfied.

Continuous Resilience
Verification

Validate operational resilience.

Continuous Improvement
Loop

Feed lessons learned into CAF.
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