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1. Executive Summary

The Controlled Business Resilience Factory (CBRF) is a transformational enterprise framework designed
to modernize and automate Business Continuity Management (BCM), Disaster Recovery (DR), Cyber
Recovery, and Operational Resilience. It serves as theenesilcontrol plane integrating directly with

the Controlled Application Factory (CAF) and Controlled Data Factory (CDF), embedding resilience,
security, compliance, and recoverability into the full lifecycle of business services, applications, and data.

Traditional business continuity programs often rely on static plans, manual procedures, fragmented
tooling, and infrequent testing. These approaches increase Recovery Time Capability (RTC), create
uncertainty in meeting Recovery Time Objectives (RTO)egpakse organizations to prolonged outages,
cyber threats, regulatory penalties, and reputational damage.

CBRF addresses these challenges by implementing an autorfiagtppolicydriven, and continuously
validated resilience operating model. It combines Infrastructure as Code (laC), Policy as Code (PaC),
Observability as Code (OaC), Monitoring as Code (NRa@pooks as Code (RaC), Security as (Sadg)
and Compliance as Co@@aCjo automate detection, failover, restoration, validation, evidence
collection, and failback.

The framework introduces measurable and provable resilience concepts including:

Recovery Time Capability (RTC) validation against RTO

Recovery Point Objective (RPO) validation and reconciliation

Single Point of Failure (SPOF) identification and alternate path engineering
Cyber recovery through cleanom and weltknown-good rebuildprocesses.
Workforce continuity and alternate site operatians

Vendor and supply chain continuity

Executive dashboards and management reporting

Immutable audit trails and automated compliance evidence

=A =4 =4 4 4 -4 -8 -4

CBRF createontinuousfeedbackoopsinto CAF and CDF so that every incident, outage, failed test, or
root cause analysis improves architecture standards, coding practices, deployment pipelines, resilience
patterns, and operational procedures.

Expected business outcomes include:

30¢70% reduction in Mean Time to Recover (MTTR)

20¢50% reduction in outage frequency

40¢80% faster compliance and audit preparation

Improved cyber resilience against ransomware and destruetitaeks.
Higher confidence in meeting RTO and RPO requirements
Reduced operational and financrék.

Increased efficiency through automation and standardization

=A =4 =4 4 4 -4 -4

Financial analysis demonstrates strong justification for adoption, with projected ROI often exceeding
150% annually and payback periods between 4 and 24 months depending on implementation scope.
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2. Vision and Strategic Objectives

The vision of the Controlled Business Resilience Factory (CBRF) is to establish a unified, emigeprise
resilience operating model that proactively protects business services, applications, data, facilities,
workforce, and supply chains from disruptietile continuously optimizing recovery performance
through automation, governance, and continuous improvement.

CBREF is designed to move organizations beyond traditional reactive disaster recovery and manual
continuity planning toward an intelligent, automated, and measurable resilience ecosystem.

Enterprise Policy / Governance
BCM / Risk / Security / Audit
v

Policies, Standards, Controls

{ ]

& Controlled App @ Controlled Business
Resilience Factory
.’ Factory (CAF) (CBRF)

Intake & Design &" BIA & Tiering
S < »
</> Build Pipelines @ RTO/RPO Engineering
0 Security Controls r:e?tzl:zga 6’“ DR Pattern Engineering
Q Infra Provisioning Catalogs Eé Continuity Controls
< Standards
@ Test Automation Controls Library ’ Chaos / DR Testing
” Components
%  Release Mgmt Mappings ?o Evidence Collection
\ J ! L )
( i J
's ¥ N
shared deployment pipeline
oo Plan = X Build —» @ Scan —» @ Test —» ‘.9 Approve =) o Deploy
. »
' ‘ N
oo L=
o i i [Ty
CEER  Production / Runtime Q — @
\ ‘ -~
( Observability / | | A £
servabilit A
Incident / Re)cl:over ull = - .
L y Metrics Logs Alerts Incidents Recovery )

Strategic Vision
CBRF enables the enterprise to become:

Businesd.edt resilience aligned to critical business services and revenue streams.
Threatinformedt designed for cyberattacks, ransomware, outages, and systemic failures.
Automation-Firstt reduced manual intervention through codified recovery processes.
PolicyDrivent governance and controls enforced automatically.

Continuously Tested recoverability proven through regular validation and chaos testing.
EvidenceBasedt audit, compliance, and management reporting generated automatically.
Continuously Improving lessons learned feed CAF and CDF for optimization.

=A =4 =4 =4 -8 -4 4
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Strategic Objectives
CBREF strategic objectives include:
1. Protect Critical Business Services

Ensure missiowgritical operations remain available or recover within defined RTO, RPO, and RTC
thresholds.

2. Reduce Recovery Time Capability (RTC)

Continuously reduce the time required to detect, escalate, decide, activate, recover, validate, and
resume operations.

3. Eliminate Single Points of Failure (SPOF)

Identify and engineer alternate paths across infrastructure, applications, data, vendors, workforce, and
facilities.

4. Embed Resilience into CAF and CDF
Integrate resilience requirements directly into:

software development lifecycles
CI/CD pipelines

infrastructure provisioning

data pipelines

monitoring and observability platforms

= =4 =4 -4 -4

5. Improve Cyber Resilience

Enable rapid containment, cleanom recovery, knowsgood rebuilds, and trust restablishment after
cyber incidents.

6. Ensure Workforce and Site Continuity

Support alternate sites, remote operations, workforce logistics, and site salvage/restoration.
7. Strengthen ThireParty and Supply Chain Resilience

Ensure vendors and suppliers can support continuity during disruptions.

8. Automate Compliance and Audit Readiness

Generate immutable evidence and reporting for internal and external audits.

9. Improve Operational Efficiency

4/26/2026 © Data Center Assistance Group, LLC Page:6
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Use feedback loops from incidents, tests, and outages to improve standards and reduce recurring

failures.

10. Deliver Financial Value

£

OUTPUTS

@ BUSINESS TIER

PLATINUM

RTO
(RECOVERY TIME 0
OBJECTIVE) RPO

ACTIVE-ACTIVE

el

Simultaneous
production in multiple
regions.

RPO
(RECOVERY POINT
OBJECTIVE)

&5, PATTERN

@/ SUMMARY

5 min
RPO

ACTIVE-PASSIVE

i
a: _
- ~
d e-x--- B

Primary Secondary
(Active) (Passive)

Standby environment
ready to take over.

Business Resilience Outputs

1hr

>

L .|

"

Primary Backup Restore

Environment|

Data restored in a
separate environment.

S,

BRONZE

24 hr

RTO

24 hr
RPO

~~—
~——

Backup used for
recovery when needed.

Higher tiers (Platinum/Gold) provide lower RTO and RPO with more resilient patterns.
Lower tiers (Silver/Bronze) have higher tolerance for downtime and potential data loss.

Reduce downtime costs, operational losses, regulatory penalties, and reputational damage while

improving ROI.

Target Business Outcomes

Successful implementation shoulé delivered

higher service availability
faster recovery times
reduced outage frequency

lower operational costs
increased customer trust

=A =4 -4 4 -4 -4 -4 -4

stronger regulatory compliance
improved cybersecurity posture

improved executive decisiemaking through reatime dashboards.
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3. Integrated Factory Model

The Integrated Factory Model establishes a unified operational framework in which business resilience,
application resilience, and data resilience are engineered, governed, and continuously improved through

interconnected factorybased operating models.

At the center of this model is the Controlled Business Resilience Factory (CBRF), which acts as the
strategic and operational resilience control plane. CBRF defines business continuity requirements,

recovery objectives, governance policies, testing reqnésts, and compliance obligations. These

requirements are then operationalized through the Controlled Application Factory (CAF) and Controlled

Data Factory (CDF).

Integrated Operating Structure

THE CONTROLLED BUSINESS RESILIENCE FACTORY
An Integrated Framework for Resilient, Secure, and Continuous Business Operations

BUSINESS SERVICES / BUSINESS PROCESSES ’

' - © 0 F B Ly A @ to N

Customer Finance & Order to Procure to Supply Chain Human Other Critical
Services Accounting Cash Pay A gt "t S Services Processes

— 47},,
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Analysis (BIA) Tiers RTC / MTD Analysis Sequencing
Policies
M | Bo | = |
a9y 0 2, =) th =
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Continuity Salvage Supply Chain Compliance / xec[l)' wheb e”; ing
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@ POLICY DRIVEN /\ RISK AWARE zi1l DATA INFORMED {8} AUTOMATED [Z) AUDITABLE %3¢ CONTINUOUSLY IMPROVING
. -
CAF — CONTROLLED APPLICATION FACTORY
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O cO ” e | D 2 | £
Secure CI/CD with Infrastructure Application I bl Monitoring / Continuous
SDLC Resilience, as Code Failover Rebuild Observability Improvement
Gates Feedback Loop
T x x x =
£ ¥ ¥ ¥ v
=
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- 4 Om=o.
& o % | W | X7
-— \ O \ ﬂ J = =)
Data Backup / Replay / [ Data Integrity | Retention / Recovery
} Classification Replication Reconciliation Validation Governance Automation b
/[ ,’/ =
‘ INTEGRATION & FEEDBACK LOOP )
N ( : ) Aligned Objectives Faster Recovery, | i I Continuous Testing Metrics, KPls & Resilience ; <
v il @ @‘ Acrc.:s !l.usnness. m Lower Impact j & Validation .II Executive Insights /l.l/I Maturity
End-to-End Applications & Data L Advancement
Visibility )
7 W
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CBRF Responsibilities
CBRF governs resilience at the business and enterprise level by:

defining resilience policies and standards

establishing business service criticality

determining RTO, RPO, RTC, and MTD requirements
coordinating recovery sequencing

overseeing crisis management and executive communications
validating recoverability through testing and exercises
maintaining audit evidence and compliance reporting

=A =4 -4 -4 -4 -4 -4

CBRF ensures all resilience requirements are measurable, enforceable, and continuously validated.
CAF Responsibilities

CAF operationalizes resilience at the application layer.

CAF ensures applications are:

securely designed and coded

built with resilience patterns

deployed using automation and immutaldetifacts.

continuously monitored andvaluated
recoverable through failover and rebuiditomation.

= =4 =4 -4 -4

CAF also receives continuous feedback from incidents, outages, and failed tests to improve:

architecture patterns
coding standards
deployment ofpipelines
monitoring rules
operational procedures

=A =4 =4 -4 =4

CDF Responsibilities
CDF operationalizes resilience at the data layer.
CDF ensures:

data is classified angrioritized.

backups are immutable angcoverable.
replication aligns with RP@quirements.

data can be replayed arréconciled.

integrity is validated afterestoration.
governance and compliance controls amforced.

= =4 =4 4 -4 -4
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CDF supports rapid and accurate restoration of trusted data for business resumption.

Continuous Feedback and Optimization Loop

THE INTEGRATED FACTORY MODEL

CLOSED-LOOP IMPROVEMENT

CONTINUOUS LEARNING. CONTINUOUS IMPROVEMENT. CONTINUOUS RESILIENCE.

a

OUTCOMES
YOU CAN
MEASURE

@)

-

INCIDENT / OUTAGE /
FAILED TEST /

AUDIT FINDING
Events, disruptions, or
control gaps are identified.

S — . =
/ - { 2’/.—\

IMPROVED RESILIENCE

Stronger AND REDUCED RTC iﬂg{f;}gse

Controls P . . /
Higher resilience maturity, J LESSONS LEARNED
faster recovery, lower risk, 5
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Runbooks, orchestration, EVE RY CYC LE Resilience policies, RTO/RPO,
alerts, dashboards, and controls, and requirements
guardrails are updated are refined and strengthened
and deployed. / \

" /
Higher
Resilience
AR wmaturity 2 3
= ———
— CDF UPDATES ‘ ‘ CAF UPDATES
;r DATA CONTROLS / APPLICATION PATTERNS /
39“9_' ansiness -@ RECOVERY PROCESSES CONTROLS
Sontinukty > Data classification, backup, Application architectures, patterns,
Outcomes |

and security/resilience controls |

replication, validation, and |
are enhanced.

recovery processes are improved. /
/

POWERED BY INTEGRATION

" @ PROCESSES

Standardized, repeatable,

TECHNOLOGY
Automated, connected,
and observable
end-to-end.

PEOPLE

Accountable roles,
collaboration, and
shared ownership.

and continuously
improving.
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This creates compounding efficiency and resilience gains over time.
Business Value of the Integrated Model
The integrated model delivers:

faster recovery times

reduced operationatisk.

stronger cyber resilience

improved compliance readiness
reduced outage frequency

improved operationaéfficiency.
measurable and auditable recoverability

=A =4 -4 -4 -4 -4 A

This model ensures resilience is not treated as an isolated function, but as an integrated enterprise
capability embedded into business operations, application delivery, and data management.

4. Business Service Resilience Model

THE CONTROLLED BUSINESS RESILIENCE FACTORY

7-STEP RECOVERY AND SER\7I(EE RESTORA’EN SEQUENCE
o o 0 0 0 o
2de A | 11
T h*-‘4» =9 L.Q 2o Mgm /

STAFF COMMUNICATIONS CORE SYSTEMS Core TRANSACTION CUSTOMER FULL SERVICE
ACCOUNTABILITY ACTIVATION ONLINE Validation PROCESSING COMMUNICATIONS RESTORATION
RESUMES
» Activate designated » Activate internal + Restore critical + Validate data + Notify customers of » Restore all remaining
roles and teams notification tree infrastructure integrity and + Enable transaction service availability services and features
tenc oc
+ Confirm availability + Engage communication + Bring core systems oty Pcse + Provide status updates » Validate SLAs and
and readiness channels and tools online in priority + Reconcile replicated Verify business rules and guidance service levels
sequence d restored dat:
« Establish incident + Notify key stakeholders st 2 #6d conuiele + Use approved + Return to normal
command structure and partners . Vun(y connectivity, + Confirm accuracy - Monitor throughput coms P
services, and of critical datasets s parfonaanie channels
«+ Document actions + Confirm message dependencies + Conduct post-recovery
and status receipt and « Document validation « Monitor and respond review and close out
acknowledgement * Monitor system results -Conficon ond-40-end to customer feedback
health processing success

C 7\ 7™\ 7\ £\ P h
- ~ ~ ~ ~

( OUTCOMES THAT MATTER ‘
REDUCE DOWNTIME IMPROVE RESILIENCE PROTECT REPUTATION 8B et compLIANCE /J DRIVE CONTINUOUS |
Minimize disruption @ Strengthen systems, Maintain customer trust 5: Align with regulatory b
and financial impact processes, and people N ‘ and stakeholder confidence ¥ =] and policy requirements Ill l ::::e ﬁ:mm .

’) Data Center Assnstance Group LLC @ [% G @ UDU
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The Business Service Resilience Model is the foundational methodology used by CBRF to identify,
prioritize, protect, and recover critical business services and business processes during disruptive events.
It aligns business objectives with technical reagveapabilities by linking business processes to
applications, data, infrastructure, workforce, facilities, vendors, and supply chains.

This model ensures resilience decisions are busidggsn rather than purely technologyriven.
Business Service Identification

Organizations must first establish and maintain a complete inventory of business servicgpand
business processes.

Examples include:

customerfacing digital services
payment processing
claimsprocessing.

order fulfillment

manufacturing operations
healthcare operations
regulatory reporting

=A =4 =4 4 -4 -8 -4

Each business service should have:

business owner
technical owner
operational owner
resilience tier
depending ormap.
fiscal impacprofile.
regulatory obligations

=A =4 =4 4 -4 -4 -4

Business Impact Analysis (BIA)

The BIA determines the operational, financial, legal, regulatory, and reputational impact of service
disruption.

Assessment dimensions include:

monetary losger hour/day
operational disruption
customer impact
reputational damage
legal/regulatory exposure
safety implications

=A =4 -4 4 -4 -4

BIA outputs include:
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Maximum Tolerable Downtime (MTD)

Recovery Time Objective (RTO)

Recovery Point Objective (RPO)

Recovery Time Capability (RTC)

Minimum Business Continuity Objective (MBCO)

=A =4 =4 -4 =4

Business Service Tiering

Services should be categorized into resilience tiers.

Tier Description Example RTO Example RPO
Tier O Life / Safety / Systemic Critical | Minutes Nearzero
Tier 1 Mission Critical < 4 hours < 15 minutes
Tier 2 Important < 24 hours < 4 hours
Tier 3 Standard 2¢5 days 24 hours

Tiering drives design requirements in CAF and CDF.
Dependency Mapping
Each business service must map dependencies across:

Applications

Databases

infrastructure

Networks

identity services

vendors / SaaS platforms
workforce roles

Facilities

supply chains

=A =4 =8 =4 -4 -4 -4 -4 4

This supports:
1 SPOF identification
1 recovery sequencing
1 impact forecasting
Recovery Prioritization
Not all services recover at the same time.
Prioritization shoulde considered
1 revenue impact

1 customer impact
1 regulatory obligations

4/26/2026 © Data Center Assistance Group, LLC Page:13
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1 safety implications
1 operational interdependencies

Example:

BUSINESS SERVICE CRITICALITY TIERS

Tier 0 — Tier1 — Tier 2 — Tier 3
Aligning Business Impact, Recovery Objectives, and Resources to Ensure Resilience and Continuity
v

N
) ) \ (&)

MISSION CRITICAL HIGHLY CRITICAL MODERATELY CRITICAL LOW CRITICALITY
Business Cannot Operate Business Severely Impacted Business Moderately Impacted Business Minimally Impacted

Essential for business Major components of core Supports important Supports non-essential
survival and safety business operations business activities business activities
Highest business impact & High financial or operational Moderate impact if [ ] Low impact if unavailable
if unavailable impact if unavailable ll|l unavailable @R  ordelayed

@ Requires maximum O Requires high availability ('\ Requires standard resilience @ Standard backup and
resilience and redundancy and robust recovery '/ and recovery recovery acceptable

@ Highest priority for @ High priority for recovery @ Balanced priority for @ Lowest priority for
recovery resources resources recovery resources recovery resources

RECOVERY OBJECTIVES

RECOVERY OBJECTIVES RECOVERY OBJECTIVES RECOVERY OBJECTIVES
RTO: 0-4Hours | RPO: 0-15Minutes

RTO:4-24Hours | RPO: 15 Min - 4 Hours RTO:1-3Days | RPO: 4-24Hours RTO:3-7Days |

RPO: 24 Hours - 7 Days
RTC:8-24Hours | MTD: Hours RTC:1-3Days | MTD: Days RTC:3-7Days |

MTD: Days

RTC:4-8Hours | MTD: Minutes

IDENTIFY 2 PRIORITIZE PROTECT RECOVER IMPROVE

@/ Understand what ) Assign tiers based on Apply appropriate controls, ﬁ Execute recovery in Continuously validate,
matters most to - business impact and recovery strategies, and | sequence aligned to 1 l measure, and enhance
the business dependencies resources | tier priority tier strategies

.
- ) Data Center Assistance Group, LLC “ & A | il
e
h j:‘__,‘ BUILDING RESILIENCE. PROTECTING OPERATIONS. DELIVERING VALUE PREPARE PROTECT RESPOND RECOVER IMPROVE

RIGHT SERVICES +« RIGHT PRIORITY +« RIGHT TIME
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Business Process Recovery Sequencing

Within each service, define the procdssel sequence required for resumption.

O -0 -6 -0 (6
0 @ S T ’:‘a

STAFF COMMUNICATIONS CORE SYSTEMS DATA TRANSACTION CUSTOMER
ACCOUNTABILITY ACTIVATION ONLINE VALIDATION PROCESSING COMMUNICATIONS
. RESUMES >
« Activate incident + Activate internal + Restore critical + Validate data integrity, 4 + Notify customers of
management team notification tree infrastructure accuracy and * Enable transaction service availability

completeness Pprocessing
+ Verify roles, availability + Engage stakeholders + Bring core systems + Provide status updates
+ Verify business rules

and readiness and escalation paths online in priority + Reconcile replicated and guidance
and controls
i : e sequence and restored data
+ Assign responsibilities + Establish war room + Use approved
e : pong ' ¢ + Monitor throughput -
and decision authority and collaboration + Verify system + Confirm data quality i ourtomaios communication
rforma
channels connectivity and and referential pe channels
+ Confirm accountability d
lependencies integrity + Confirm end-to-end =
and reporting cadence + Confirm messages Monitor and respond
processing success
and status updates + Confirm monitoring + Document validation to customer feedback
and alerts results

Core Systems &~ Trusted Data. Transactions Customers
Flowing ® |nformed

@ People Ready. Right People.
Roles Clear. Action a Right Information. Restored | Vverified. I
Underway. Right Time. i Ready to Use. mlll Business AR Confidence

Stabilized Continuing Restored.

 ~ / GUIDED BY PREPARE PROTECT f'\ RESPOND RECOVER
@ RESILIENCE Plan,train and Seadpucpe, g ) Act il and Restore oparations
PRINCIPLES build resilience data and systems communicate clearly and validate

Data Center Assistance Group, LLC @, (T ‘ (&>)
|

RECOVER

RESPOND

BUILDING RESILIENCE. PROTECTING OPERATIONS. DELIVERING VALUE PREPARE PROTECT

THE 7-STEP BUSINESS RESILIENCE RECOVERY JOURNEY

A CONTROLLED, SEQUENTIAL APPROACH TO RAPID RECOVERY AND FULL SERVICE RESTORATION

+ Restore all remaining
» Validate SLAs and
+ Return to normal

+ Conduct post-recovery

/ IMPROVE
Leam, strengthen

.II and adapt

0
B O

FULL SERVICE
RESTORATION

services and features

service levels

operations

review and close out
Services Restored.

Business Resilient.
wmmn  Mission Achieved.

ol

IMPROVE

RIGHT PEOPLE - RIGHT INFORMATION - RIGHT TIME - RIGHT ACTIONS - RIGHT OUTCOMES

Workforce Continuity Alignment
Each business service should identify:

minimum staffing levels
key roles and alternates
remote work capability
alternate site requirements
workforce logistics needs

=A =4 =4 -4 =4

Facilities and Site Dependency Analysis
Identify:

primary operating site
alternate site

salvage requirements

site restoration requirements

= =4 -4 =4
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Vendor and Supply Chain Dependencies
Each business service should document:

{ critical suppliers

1 alternate suppliers

7 logistics routes

{ contractual obligations

Continuous Validation and Testing
Each critical service should undergo:

tabletop exercises

failover testing

recovery timing validation
cyber recovery simulations
alternate site activation tests

=A =4 =4 -4 =4

Business Value

The Business Service Resilience Model ensures that recovery strategies are aligned to actual business
priorities, reducing unnecessary spending while maximizing continuity effectiveness.

5. Recovery Time Capability (RTC)

Recovery Time Capability (RTC) is the measurable, demonstrated ability of an organization to restore a
business service, application, or data platform within the defined Recovery Time Objective (RTO), while
also meeting Recovery Point Objective (RPO) reménts.

Unlike RTO, which is a target, RTC represents actual operational capability based on people, processes,
technology, automation, logistics, and decisimaking efficiency.

RTC is one of the most important metrics in the CBRF model because it validates whether resilience
objectives are realistically achievable.

RTC Formula

RTC can be calculated as the sum of all recovery lifecycle stages:

RTC = Detection + Escalation + Decision + Activation + Recovery + Validation + Business Restart
Where:

1 Detection=time to detect the disruption
1 Escalation= time to notify and mobilize response teams
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Decision= time to assess and declare the event

Activation = time to initiate recovery procedures / alternate site / failover
Recovery= time to restore applications, data, and infrastructure
Validation = time to verify integrity and readiness

Business Restart time to resume normal or minimum operatians

=A =4 =4 -4 =4

RECOVERY TIME TO CONTINUITY (RTC)

MEASURING TOTAL TIME TO RESTORE BUSINESS VALUE AND ACHIEVE CONTINUITY

S=al - . ~Q
RTC CAN BE CALCULATED AS THE SUM OF ALL RECOVERY LIFECYCLE STAGES:

DETECTION ESCALATION DECISION ACTIVATION RECOVERY VALIDATION BRléSSITF:\ERSTS

e ~ TOTALTIME TO CONTINUITY — =

BUSINESS
$$ $ ACTIVATION $ RECIDATION RESTART

Qo q: @ 6 :a .|I|

Identify and confirm Notify the right people Assess impact and Activate recovery plans Restore systems, data Validate and verify Resume business
an incident or outage. and escalate. approve the recovery and mobilize resources. and infrastructure integrity and operations and deliver
approach. operational readiness. value to customers.
KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES KEY FACTIVITIES
* Monitoring & alerting * Alert notifications * Impact assessment * Execute runbooks + System restore/build «+ Functional testing « Business process restart
« Event correlation « On-call engagement + Risk evaluation * Notify stakeholders + Data restore/replication + Data integrity checks | * User enablement
« Incident confirmation « Escalation procedures ¢ “'::;f“/ strategy * Mobilize teams * Infrastructure recovery « Performance validation « SLA/Service verification
selection
< BicoiNe approvi « Provision resources « Dependency recovery « Security validation « Go-live communication
TIME FACTORS TIME FACTORS TIME FACTORS TIME FACTORS TIME FACTORS TIME FACTORS TIME FACTORS
Mean Time @ Escalation Decision Activation Technical Validation Business Restart
to Detect (MTTD) Time Time Time Recovery Time Time O ime

! RTC = TOTAL ELAPSED TIME FROM DETECTION TO BUSINESS CONTINUITY

‘ WHY MEASURING Provides end-to-end / Identifies bottlenecks Supports realistic Reduces downtime ’ \ Strengthens customer
visibility of recovery ‘ ) and improvement I RTO/RTC planning and impact and financial b, \ trust and regulatory
RTC MATTERS performance opportunities . testing loss e compliance
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BUILDING RESILIENCE. PROTECTING OPERATIONS. DELIVERING VALUE PREPARE PROTECT RESPOND RECOVER IMPROVE

RTC vs RTO

CBRF continuously validates:
we¢/ X weCh

If:

RTC > RTO

then the organization has a recovery capability gap requiring remediation.
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Example RTC Calculation

Stage Time

Detection 5 min
Escalation 10 min
Decision 15 min
Activation 30 min
Recovery 60 min
Validation 30 min
Business Restart 60 min
Total RTC 210 min

If RTO = 240 minutes:

Recovery objective is achievable.

If RTO = 180 minutes:

A 30minute gap exists and remediation is required.

RTC Variance Analysis

RTC should be measured over multiple tests and incidents to understand:
average RTC

bestcase RTC

worst caseRTC
standard deviation / variance

= =4 -4 -4

High variance indicates instability in recovery performance.

RTC Gap Analysis and Remediation

When RTC exceeds RTO, CBRF should identify root causes and corrective actions.

Technology Improvements

faster backups / snapshats

hot or warm standby environments
continuous replication

immutable infrastructure

faster storage / compute provisioning

=A =4 =4 -4 =4

Process Improvements

1 pre-approved runbooks
1 automated decision triggers
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1 simplified approval chains
1 automated communications

Workforce Improvements

{ crosstraining.
f on-call staffing
7 alternate staffing plans

Logistics Improvements

{ alternate site readiness
1 pre-positioned hardware
T vendor logistics agreements

Automation Improvements

Infrastructure as Code
Runbooks as Code
automated failover
automated validation

=A =4 -4 -4

RPO Alignment Validation

RTC must be validated together with RPO.

Example:

A service mabpe restoredin 2 hours but require 8 hours to restore data to the required point.
In this case:

RTC may meet RTO, but operational recovery fails due to RRG@mgliance.
CBRF ensures both are validated together.

Continuous RTC Improvement

RTC should improve continuously through:

incident lessons learned

failedtest recoveryanalysis

automation enhancements

CAF feedback loop improvements
CDF data recovery optimization

=A =4 -4 -4 -4

Executive Reporting
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Executive dashboards should display:
1 RTC vs RTO by service
{ trend lines over time
1 gaps requiringemediation.
T services at highest risk

Business Value

RTC provides a measurable and provable indicator of recoverability, helping leadership prioritize
investments and ensuring resilience plans are operationally realistic.

6. Single Point of Failure (SPOF) Management

A Single Point of Failure (SPOF) is any component, dependency, process, resource, or individual whose
failure can cause a business service, application, or operational capability to fail or significantly degrade.

Within the CBRF model, SPOF analysis is mandatory to ensure resilience is engineered with redundancy,
alternate paths, and failover capabilities across the enterprise.

SPOF management is a critical discipline because even when RTO, RPO, and RTC targets are defined, a
single unresolved dependency can prevent recovery.

SPOF Identification Framework

Each critical business service should be analyzed for SPOFs across the following domains:
Infrastructure SPOFs

Examples include:

single data center or cloud region

single compute cluster

single storage platform

single power source
single cooling system

=A =4 =4 -4 =4

Mitigation strategies:
1 multi-region / multisite architecture
T clustered compute and storage
T redundant utilities and environmental systems

Network SPOFs

Examples include:
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single ISP

single MPLS connection
single firewall

single load balancer
single DNS provider

=A =4 =4 -4 =4

Mitigation strategies:

multiple carriers

SBDWAN / dynamic routing

redundant firewalls and load balancers
secondary DNS providers

=A =4 -4 =

Application SPOFs
Examples include:

single application instance

monolithic architecture without failover
hard-coded dependencies
non-scalable legacy systems

=A =4 -4 =4

Mitigation strategies:

{ activeactive or activepassive deployments
1 microservices or modular architecture
1 applicationlevel failover logic

Data SPOFs

Examples include:

single database instance
no replication

single backup locatian
manualdrivenrestore-only process.

=A =4 -4 =4

Mitigation strategies:

clustering and replicatian

immutable backups

geographically diverse backup storage
automated restorgesting.

=A =4 -4 =4

Identity and Security SPOFs

Examples include:
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single Identity Provider (1dP)

single MFA provider

single secretgault.

centralized access approval bottleneck

=A =4 -4 =4

Mitigation strategies:

1 secondary IdP / breagglass accounts
1 backup authentication methods
1 redundant secrets platforms

Vendor / ThirdParty SPOFs
Examples include:

sole Saas provider
sole payment processor

sole logistics provider
sole telecom provider

=A =4 -4 =4

Mitigation strategies:
{ alternate vendors
1 multi-vendor integrations
{ contractual continuity requirements
Workforce / Personnel SPOFs
Examples include:
f one critical SME
1 one administrator with unique knowledge
1 no afterhours support coverage
Mitigation strategies:
{ crosstraining.
 documented runbooks
1 on-call rotations
Process SPOFs
Examples include:
f one manual approver

1 one physical signature requirement
1 manuatonly failover process
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Mitigation strategies:
1 delegated authority
T digital approvals
 automated workflows
Facilities SPOFs
Examples include:
1 single office
1 single operationgenter.
T single warehouse
Mitigation strategies:
{ alternate sites
1 remote workforce capability
{ alternate fulfillment locations

Alternate Path Engineering

SPOF mitigation requires designing alternate paths.

P
Eliminate Single Points of Failure. Build Resilience by Design.

EXAMPLES OF ALTERNATE PATHS

o o

) =
Q >
Q >

BENEFITS OF SPOF MITIGATION

) PRIMARY ISP
« Primary internet connection

« Single point of failure ALTERNATE PATH

9

ALTERNATE PATH

9

ALTERNATE PATH

PRIMARY DATA CENTER

« Hosts critical applications
« Risk of outage or disruption

PRIMARY SUPPLIER

« Single source dependency
« Risk of supply disruption

v
Q-

PRIMARY OFFICE
« Physical location dependency

0006¢

« Risk from local disruption ALTERNATE PATH

INCREASED RESILIENCE
Maintain operations during

REDUCED DOWNTIME
Faster recovery and minimal

COST EFFECTIVE

e Lower risk of loss, penaities
and reputational damage.

PREPARE PROTECT

/ CONTINUITY ASSURANCE
Protect critical services and
aull

&

Data Center Assistance (;r()up, l l C

BUILDING RES

failures or disruptions. business impact business value

>
=/

RESPOND

)

ILIENCE. PROTECTING OPERATIONS. DELIVERIN

SPOF MITIGATION REQUIRES
DESIGNING ALTERNATE PATHS

SECONDARY ISP
« Redundant internet connection
« Automatic or manual failover

SECONDARY REGION

- Geographically separate region
- Failover and disaster recovery
capability

ALTERNATE SUPPLIER
- Pre-qualified alternate supplier
« Maintains supply continuity

ALTERNATE SITE /

REMOTE WORK

« Alternate site or remote work

« Maintain operations and
workforce continuity

COMPLIANCE READY
Supports regulatory and
resilience requirements.

@)

RECOVER IMPROVE
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SPOF Testing and Validation
Alternate paths must bassessedegularly through:

failover exercises

network reroutingtests.

alternate supplier activation tests
workforce relocation tests

=A =4 -4 =4

CAF and CDF Integration
CAF should eliminate application and infrastructure SPOFs by enforcing:
1 resilient application patterns
71 Infrastructure as Code templates
¢ failover automation
CDF should eliminate data SPOFs by enforcing:
1 replication
1 backup diversity
{ automated restore and replasting.
Executive Reporting
Executive dashboards should display:
unresolved critical SPOFs
mitigation progress

tested vs untested alternate paths
business services at highest risk

=A =4 -4 =4

Business Value

SPOF management reduces catastrophic failure risk, improves recoverability, and increases confidence
that resilience objectives can be achieved during-reaidld disruptions.

7. Resilience by Design
Recoveryand Circumvention

SPOF mitigation requires designing alternate paths.
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EXAMPLES OF ALTERNATE PATHS

) ¢
Eliminate Single Points of Failure. Ensure Continuity. Protect Business Value.

0N
> ©Y

PRIMARY ISP

+ Main internet connection

SECONDARY ISP

» Redundant internet connection
+ Single point of failure + Automatic or manual failover

« Outage impacts connectivity + Maintains connectivity

PRIMARY DATA CENTER SECONDARY REGION

« Hosts critical applications + Geographically separate region

« Risk of outage or disruption + Failover and disaster recovery

+ Localized event impact + Business continuity assured

ALTERNATE SUPPLIER

+ Pre-qualified alternate supplier

PRIMARY SUPPLIER

+ Single source dependency

« Risk of supply disruption + Maintains supply continuity

+ Potential delays or shortages + Reduces dependency risk

PRIMARY OFFICE =

+ Physical location dependency :: : .

+ Risk from local disruption » 'A - ,’/

+ Limits workforce availability o

KEY OUTCOMES

/ Protect Revenue

.||I and Reputation

ALTERNATE SITE /
REMOTE WORK

* Alternate site or remote work
« Maintain operations

+ Workforce continuity

Strengthen Resilience
and Compliance

Eliminate Single ¢ l/} Reduce Downtime

Points of Failure e and Disruption

fO
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BUILDING RESILIENCE. PROTECTING OPERATIONS. DELIVERING VALUE PREPARE PROTECT RESPOND

BUILD RESILIENCE BY DESIGN

/ BENEFIT
O Maintain connectivity

and business operations

BENEFIT

Keep critical systems
online and data
available

BENEFIT
\ Ensure supply continuity
and operational
resilience

. BENEFIT

:.% Keep people productive
and business
operations running

f\ Enable Faster Recovery

0 and Continuity

alll

RECOVER IMPROVE

SPOF Testing and Validation
Alternate paths must bassessedegularly through:

failover exercises

network reroutingtests.

alternate supplier activation tests
workforce relocation tests

=A =4 -4 A

CAF and CDF Integration
CAF should eliminate application and infrastructure SPOFs by enforcing:
1 resilient application patterns
1 Infrastructure as Code templates
7 failover automation
CDF should eliminate data SPOFs by enforcing:
1 replication

1 backup diversity
 automated restore and replagsting.
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Executive Reporting
Executive dashboards should display:

unresolved critical SPQOFs
mitigation progress

tested vs untested alternate paths
business services at highest risk

=A =4 -4 =4

Business Value

SPOF management reduces catastrophic failure risk, improves recoverability, and increases confidence
that resilience objectives can be achieved during-readld disruptions.

8. CAF Integration

The Controlled Application Factory (CAF) operationalizes application resilience by embedding security,
availability, recoverability, and operational excellence directly into the software development lifecycle
(SDLC), CI/CD pipelines, and runtime envirorimen

CAF transforms application delivery from traditional software engineering into a falstmsd, policy
driven, automated resilience engineering model.

CAF ensures that applications are not only built fast, but built secure, resilient, recoverable, and
continuously improved.

CAF Strategic Role
CAF acts as the application resilience execution layer for CBRF by:

translating business resilience requirements into application controls
enforcing resiliencdoy-design standards

automating resilience testing and deployment gates

reducing applicationrelated Recovery Time Capability (RTC)

feeding incident lessons back into engineering standards

= =4 =4 -4 4

Secure Software Development Lifecycle (Secure SDLC)

CAF embeds resilience and security controls into each SDLC phase.
Requirements Phase

Define:

1 business criticality tier
1 application RTO / RPO / RTC targets
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1 regulatory requirements
1 resilience patterns required

Design Phase
Architect for:

high availability

fault tolerance

graceful degradation
failover capability
dependency isolation
Observability
secureby-design principles

=A =4 =4 -4 -4 -4 -4

Development Phase
Develop with:

secure coding standards
retry logic.

timeout controls

circuit breakers

feature flags
modulararchitecture

=A =4 =4 4 4 =4

Testing Phase
Validate:

functional resilience

failover scenarios

chaos testing

performance under degraded conditions
security controls

= =4 =4 -4 A

Deployment Phase

Automate:
1 immutable deployments
1 blue/green or canary releases
1 rollback capability
1 release gating

Operations Phase
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Continuougmonitor:

health and uptime
error rates

Latency.
dependency failures
resilience KPIs

=A =4 =4 -4 =4

Resilienceby-Design Patterns
CAF should enforce reusable patterns including:

active-active deployments
active-passive failover
stateless services

circuit breakers

retries with backoff.
gueuebaseddecoupling.
caching and readnly modes

=A =4 =4 -4 -4 -8 -4

CI/CD Pipeline Integration
CAF pipelines should include automated gates for:
Build Stage

1 code qualityscans.
1 SAST / dependency scans

Test Stage
1 unit tests
1 integration tests
1 resilience tests
1 chaos tests

Release Stage

T policy compliance checks
91 architecture conformance checks

Deploy Stage

1 Infrastructure as Code deployment
{1 immutable artifact deployment

PostDeploy Stage
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il
il
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synthetic monitoring
health validation
rollback triggers

Infrastructure as Code Integration

CAF should deploy application infrastructure using doaged templates.

Examples:

=A =4 =4 -4 4

Kubernetes clusters
app services

load balancers

API gateways
secrets and IAM roles

Observability and Monitoring Integration

CAF should deploy:

= =4 =4 -4 -4

dashboards
Logs

Metrics.

Traces

synthetic checks

This reduces detection and diagnosis time in RTC.

Automated Failover and Recovery

CAF should automate:

= =4 =4 -4 4

service restart
workload relocation
DNS cutover

traffic rerouting
applicationrebuilt.

Security Integration

CAF should embed:

=A =4 -4 4 4

SAST / DAST / SCA
secrets scanning

IAM enforcement
vulnerability management
WAF / API security

4/26/2026 © Data Center Assistance Group, LLC

Page:29



Controlled Business Resilience Factoy - detailed document

Continuous Feedback Loop
CAF continuously improves by feeding:

Incidents

Qutages

failed tests

root causeanalyses.

=A =4 -4 =4

back into:

architecture patterns
reusable libraries
CI/CD controls
automation scripts

=A =4 -4 =4

Executive Reporting
CAF metrics should include:

deployment frequency
failed deployment rate
application MTTR
resilience test pass rates
automation coverage

= =4 =4 -4 -4

Business Value

CAF reduces application outages, accelerates recovery, improves release quality, and continuously
improves resilience through automation and engineering discipline.

9. CDF Integration

The Controlled Data Factory (CDF) operationalizes data resilience, integrity, governance, and
recoverability across the enterprise. It ensures that data required to support business operations can be
protected, replicated, restored, reconciled, and trustiaring and after disruptive events.

CDF acts as the data resilience execution layer for CBRF, translating bdefiress Recovery Point
Objectives (RPO), Recovery Time Obijectives (RTO), and compliance obligations into automated data

protection and recovery mechanisms.

Data recovery is often the longest and most complex component of Recovery Time Capability (RTC),
making CDF a critical enabler for reducing recovery time and ensuring business restart.

CDF Strategic Role
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CDF supports CBRF hy:

=A =4 =4 -4 -4 A

translating business and regulatory requirements into data resilience controls

protecting critical data assets

ensuring data availability and integrity
automating backup, replication, restore, aretonciliation.

reducing datarelated RTC delays

continuously improving recovery accuracy and speed

Data Classification and Prioritization

CDF should classify data based on:

= =4 =4 -4 =4

business criticality
sensitivity and confidentiality
regulatory requirements
retention requirements
recovery priority

Example classifications:

Tier Description Example

Tier O Mission / Safety Critical patient records, payment ledgers
Tier 1 Business Critical orders, claims, ERP transactions
Tier 2 Important analytics, reporting

Tier 3 Standard archives, logs

Classification drives backup, replication,

Backup and Recovery Management

CDF should enforce:

=A =4 =4 -8 4

scheduled backups
immutable backups

retention, and access requirements.

geographically diverse backup storage

air-gapped backups
automated backup verificatian

Recovery mechanisms should include:

=a =4 -4 =4

full restore.
granularrestore.
point-in-time recovery.
shapshotbasedrestore.

Replication and High Availability
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CDF should align replication methods to RPO requirements.
Examples:

synchronous replication for neaero RPO
asynchronous replication for loweost resiliency
multi-region replication

active-active databases

=A =4 -4 =4

Data Replay and Reconciliation
CDF should support replay of:

transactions

event streams
message queues
ETL/ELT pipelines

=A =4 -4 =4

After restoration, reconciliation processes should validate:

Gompleteness

Consistency

Integrity.
sequence/ordeicorrectness.
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Data Integrity Validation
Postrecovery validation should include:

checksums / hashes

row counts

referential integrity checks
business rule validation

=A =4 -4 A

This ensures recovered data is trusted before businessrts
Data Governance and Compliance
CDF should enforce:

retention policies

legal holds

masking / tokenization
encryption at rest and in transit
access controls and audils.

=A =4 -4 -4 A

Data Pipeline Resilience
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CDF should ensure data pipelines are:

restorableand can beestarted.

idempotentand multiple attempts does not changeutcome.
replayableand repeatable procsses

Monitored.

fault tolerant

=A =4 =4 -4 =4

Examples include:

1  ETL/ELT pipelines
1 APl ingestion pipelines
f streaming pipelines

Automation and Recovery Engineering
CDF should automate:

backups

replication monitoring
restoretesting.

replay andreconciliation.
integrity validation

=A =4 =4 -4 A

This reduces dateelated RTC.

Cyber Recovery and Clean Data Recovery
CDF should support cyber recovery by:
identifying knowngood backup points
malware scanning restoredhta.

isolating clearroom environments
validating integrity before reconnecting systems

=A =4 -4 =4

Continuous Testing and Validation
CDF should continuousiyaluate

backupsandrestoresuccess.
replication failover
replaycapability.

integrity validation

=a =4 -4 =4

Executive Reporting

Executive dashboards should display:
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backup success rates
restore successates.

RPO compliance by service
replication health

integrity validation status
data recovery timing trends

=A =4 =4 -4 -8 -4

Business Value

CDF ensuresust, recovery and compliant data is available when needed, accelerating business restart
and reducing operational and regulatory risk.

10. Cyber Recovery and Clean Room Operations

Cyber Recovery and Clean Room Operations are critical components of the Controlled Business
Resilience Factory (CBRF), designed to address destructive cyber events such as ransomware, wiper
malware, insider sabotage, supgthain compromise, and advancedrpistent threats.

Traditional disaster recovery focuses on restoring availability after outages. Cyber Recovery focuses on
restoring trust, integrity, and secure operations after malicious compromise.

The objective is not only to recover systems quickly, but to ensure recovered systems, applications, and
data are free of compromise before business operations resume.

Cyber Recovery Strategic Objectives
CBRF cyber recovery objectives include:

contain and isolate the attadlapidly.
preserve forensievidence.

prevent reinfection duringecovery.

restore knowngood systems and trustedhta.
re-establish identity and trudboundaries.
resume critical business serviczsdely.

=A =4 =4 4 -4 -4
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Cyber Recovery Lifecycle

CYBER RECOVERY LIFECYCLE

R 4 L&
A STRUCTURED APPROACH TO RESTORE OPERATIONS, MINIMIZE IMPACT, AND BUILD RESILIENCE

ﬁgﬁmﬁa&ﬁm
Qo @ ® 2 B & @

|
|
- \ a /
N \ .
Identify potential Limit the spread Determine the scope, Remove the threat Restore systems Verify that systems Reintegrate systems Continuously
incidents early and impact of the root cause, and and eliminate the and data to reliable, and data are and users back into monitor to detect
through monitoring incident to protect impact of the root cause from the clean, and trusted functioning correctly the production anomalies and
and alerts. critical assets. incident. environment. state. and securely. environment. prevent recurrence.
Key Actions Key Actions Key Actions Key Actions Key Actions Key Actions Key Actions Key Actions
+ Monitor systems. « Isolate affected « Perform forensic + Remove malware * Restore from clean « Test system + Reconnect systems « Continuous
and networks systems analysis and artifacts backups functionality and networks monitoring
+ Analyze alerts « Block malicious « Identify attack + Close vulnerabilities * Rebuild systems + Validate data * Restore user * Threat hunting
and anomalies activity vectors « Reset credentials securely integrity access + Update controls
+ Confirm incident + Preserve evidence + Assess business and keys * Restore data and + Confirm security * Monitor initial and lessons learned
impact configurations. controls activity
Incident n Spread Scope and @/‘ Threat CHED  Systems Systems Environment
Detected Contained Impact Known Eliminated ¢-~0 Restored Validated Monitored
GUIDING PRINCIPLES
Act Quickly 'Y ) Communicate Clearly n Preserve Evidence Follow Process
Speed reduces impact

4 q Improve Continuously
'. Keep stakeholders n Maintain chain of custody b Use proven playbooks ‘ ' Apply lessons learned
and recovery time. informed. for investigations. and procedures. to strengthen resilience.
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PREPARE PROTECT RESPOND

BUILDING RESILIENCE. PROTECTING OPERATIONS. DELIVERING VALUE

RECOVER IMPROVE

RIGHT PEOPLE - RIGHT INFORMATION .+ RIGHT TIME RIGHT ACTIONS - RIGHT OUTCOMES

Detect
Identify:

ransomware activity
malware propagation
unauthorized access
anomalous behavior
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Contain
Actions include:

isolate infectedsystems.
disable compromisedccounts.
segment networks

block maliciougraffic.
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Investigate
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Perform:
1 forensic analysis
1 root causadentification.
{1 attack pathmapping.
1 scope determination
Eradicate
Remove:
1 malware
1 persistence mechanisms
1 unauthorized accounts
1 malicious tools
Recover
Restore:
1 infrastructure
1 Applications
1 Data.
{1 identity services
Validate
Verify:
1 integrity.

{1 security posture
71 business functionality

Reconnect
Reconnect systems graduadlye undercontrolled conditions.
Monitor
Continuousmonitor for:
1 reinfection
1 anomalous behavior

1 unauthorized access

Clean Room Recovery Environments
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A clean room is an isolated, trusted environment used to rebuild and validate systems before

reconnecting to production.
Clean room environments should provide:

network isolation

restricted access

knowngood deploymenpipelines.
isolated identity services
malware scanningpols.

integrity validation tools
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KnownGood Rebuild Strategy
Recovery should prioritize rebuilding from:

1 immutable infrastructure templates
1 signed golderimages.

1 knowngood applicatiorartifacts.

7 validated backup snapshots

This reduces risk of restoring compromised assets.
Identity and Trust ReEstablishment
Cyber recovery should include:

credential rotation

privileged account review
MFA reenrollment if necessary
certificate / key rotation

trust boundaryrevalidation.
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Data Integrity and Validation
Before reconnecting systems, validate:

backup integrity
malwarefree status
transaction consistency
business rule integrity

=A =4 -4 =4

Forensics and Evidence Preservation

Preserve:

1 logs

4/26/2026 © Data Center Assistance Group, LLC

Page:37



Controlled Business Resilience Factoy - detailed document

memory captures
disk images
network captures
audit trails

=A =4 -4 =4

This supports:

legal action
insurance claims
regulatory reporting
root causeanalysis.

=A =4 -4 =4

Third-Party / Supply Chain Cyber Risks
Assess compromise of:

vendors

SaaS platforms

software supply chain components
managed service providers

=A =4 -4 =4

Alternate providers may need activation.
Continuous Cyber Recovery Testing
Organizations shouldvaluate
ransomware scenarios

clean roonmrebuild timing.

malwarefree restorecapability.
identity recovery procedures

=A =4 -4 =4

CAF and CDF Integration

CAF supports cyber recovery through:
1 immutablerebuilds.
1 knowntgooddeployments.
1 secure CI/CD pipelines

CDF supports cyber recovery through:
1 clean data restoration
{1 immutable backups

1 integrity validation

Executive Reporting
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Dashboards should track:

cyber incident severity
containment time

recovery time

cleanroom readiness
known-good restoresuccess.

=A =4 =4 -4 =4

Business Value

Cyber Recovery and Clean Room Operations reduce the risk of reinfection, accelerate secure
restoration, and improve resilience against destructive cyber events.

11. Site Protection and Salvage Operations

Site Protection and Salvage Operations are essential components of the Controlled Business Resilience
Factory (CBRF) to ensure physical assets, facilities, evidence, and operational capabilities are preserved,
stabilized, and restored after a disruptivees\.

This phase begins after life safety actions and emergency response activities are completed by first
responders and emergency personnel.

The objective is to secure the site, prevent additional loss, preserve evidence, begin salvage operations,
and coordinate restoration while business operations continue from alternate locations.

Strategic Objectives
Site Protection and Salvage Operations should:

protect personnel and physicaksets.

secure the facility from theft, vandalism, or unauthorizactess.

preserve evidence for investigations and insuraciegms.

minimize secondary damage from weather, fire, water, or environmerdaards.
recover salvageable equipment aretords.

coordinate site restoration and retufsto-primary operations.

=A =4 =4 -4 -4 -4

PostResponder Site Stabilization
Once first responders leave, immediate stabilization actions may include:

secure perimeter fencing drarriers.

security guards or law enforcement coordination
environmental hazard containment

water extraction and drying

fire suppression residugeanup.

temporary power or environmental contrals

=A =4 -4 -4 -4 -4
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Physical Security and Asset Protection
Organizations shoulde secure

servers and technology assets
backup media

paper records andocuments.
sensitive materials

inventory andequipment.

=A =4 -4 4 A4

Security controls may include:

temporary access control systems
surveillance cameras

alarm monitoring

asset relocation

=A =4 -4 =4

Evidence Preservation and Forensics
Preserve evidence related to:

cyber incidents
arson or sabotage
theft or vandalism
infrastructure failure

=A =4 -4 -4

Evidence may include:

logs and audit trails
damaged hardware
CCTV footage
physical access logs
forensic images

=A =4 =4 -4 =4

This supports:

legal investigations
regulatory reporting
insurance claims

root causeanalysis.

=A =4 -4 A

Damage Assessment
Conduct formal assessments for:

{1 structural damage
1 electrical damage
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il
il
il

water / smoke damage
environmental hazards
technology asset damage

Assessment teams may include:

=A =4 =4 -4 -4 -4

facilities management
Engineering

IT.

Security.

insurance adjusters
restoration vendors

Salvage Operations

Recover and protect salvageable assets including:

=A =4 =4 -4 =4

servers and storage devices
networking equipment
paper records

office equipment

inventory andsupplies.

Actions may include:

{1 cleaning and drying
{1 secure transport to alternate storage
1 temporary repairs
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Parallel Restoration Operations

Site restoration should occur in parallel with alternaige business operations.

PARALLEL WORKSTREAMS FOR RAPID RECOVERY

Multiple workstreams advance in parallel to reduce overall recovery time

/ OBJECTIVE INCIDENT OCCURS SUCCESS OUTCOME
‘ O’ Restore business operations

; " Activate Incident Response Business services restored,
and services as quickly and and Disaster Recovery Plan operations stabilized, ] l
safely as possible. and organization stronger.
PARALLEL WORKSTREAMS
"""""""""""""""""""""" 7======""="= Coordinated through Command & Control —=======*"p=-"===s===ssmrmsosssescsmessssssss
v v v v v
BUSINESS CONTINUITY e TECHNOLOGY 6 FACILITY CLEANUP 0 INSURANCE AND a RETURN-TO-PRIMARY
OPERATIONS AT RECOVERY AND REBUILD AND RESTORATION CLAIMS PROCESSING PLANNING
ALTERNATE SITE
iR > 9= \
V) EO =)
* Activate alternate site * Recover infrastructure « Assess facility damage * Notify insurance carriers « Assess primary site readiness
. 5“"‘? up W‘"T"““d Cf““’ * Restore backups and data « Ensure safety and compliance + Document losses and impacts « Plan phased return
e ﬁ,‘:,’::“"';:: critical business « Rebuild applications and « Coordinate cleanup and repairs « File and manage claims + Synchronize data and systems
Maintai s configurations * Restore utilities and * Track approvals and + Execute return-to-primary
L] aintain communication « Validate system f : " < imbt
with stakeholders Y Y reimbursements strategy

KEY FOCUS KEY FOCUS - KEY FOCUS KEY FOCUS KEY FOCUS
Oj Maintain business O Restore IT services @ Restore safe and @ Recover financial f\ Return to primary
( J continuity and securely and N usable facilities losses and optimize U operations when
customer commitments efficiently recoveries safe and optimal

t : y
= COMMAND & CONTROL |

Centralized coordination, priori ource allocation, risk management, and regular communication across all workstreams.

Working together across workstreams to restore the business stronger and faster. DOWNTIME IMPACT RESOURCES CONFIDENCE RESILIENCE

COORDINATED. PARALLEL. PURPOSEFUL. @ REDUCED @ MINIMIZED ‘ @ OPTIMIZED , STAKEHOLDER | ./ STRONGER
al

ENABLERS Incident Response Plan Business Continuity Plan @ DR Runbooks Communication Plan (X} Vendor & Partner C &C:

Vendor and Contractor Coordination
Pre-arranged contracts should exist for:

restoration vendors

debris removal

security services
equipment replacement
environmental remediation
temporary utilities

=A =4 =4 4 -4 -4

Insurance and Financial Recovery
Organizations should document:

damages

lost inventory

recovery expenses
business interruption losses

= =4 -4 4
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This supports:

{ insurance claims
71 financial recovery
T audit reporting

Returnto-Primary Site Planning
Before reoccupation:

validatesafety.

restore utilities.
restoretechnology.

test operations
communicate reentry plans.

=A =4 =4 -4 4

Executive Reporting
Dashboards should track:

site status

restoration progress
estimated returndate.
budgetary impact
insurance claim status

= =4 =4 -4 -4

Business Value

Effective Site Protection and Salvage Operations reduce secondary losses, accelerate restoration,
preserve evidence, and support a faster and safer return to normal operations.

12. Alternate Site / Workforce Continuity

Alternate Site and Workforce Continuity are critical elements of the Controlled Business Resilience
Factory (CBRF), ensuring business operations can continue when primary facilities, systems, or normal
working conditions are disrupted.

The obijective is to rapidly relocate or enable personnel, restore essential operations, and provide the
tools, facilities, logistics, and support required for sustained business continuity.

Strategic Objectives
Alternate Site and Workforce Continuity should:

! maintain critical business operations during facititages.
{1 provide safe and functional wosdnvironments.
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enable remote and distributed workforemperations.
minimize workforce disruption and productivikyss.
support employee safety anaell-being.

sustain longduration operations duringlisasters.

=A =4 -4 =4

Alternate Site Strategy
Organizations should define and maintain alternate operating locations based on business criticality.
Hot Sites
Fully operational sites with:
1 pre-installed technology

active connectivity
1 immediate occupancy capability

]

USE CASE: TIER O / TIER 1 CRITICAL OPERATIONS

Prioritize and recover what matters most to keep the business running -

Goal: Restore essential services quickly (Tier 0) and core business capabilities (Tier 1) to

minimize impact, protect customers, and maintain trust.

TIER O - LIFE SAFETY & BUSINESS SURVIVAL TIER 1 - CORE BUSINESS OPERATIONS

Keep the organization alive and safe Restore core bilities to serve and g value

Restore core business functions that enable
customer service and revenue.

PURPOSE « Ensure life safety, security, and minimum

e * viable ions to sustain the
SCOPE

PURPOSE

Customer-facing applications
Order processing / fulfillment

Core databases and data services
Payment processing

Key supplier & partner connectivity

Incident command & crisis management

Employee safety & communication /

Essential IT & communications @ SCOPE
Cash access / basic financial operations

Minimum legal & regulatory reporting

Customer portal / website

Incident Command System (ICS)

@ EXAMPLES OF  * Employee notification & safety 5 EXAMPLES OF + Order entry & processing
SERVICES + Email / voice / collaboration (essential) Sl  SERVICES + Payment processing
« Core network & identity services « Core ERP / CRM functions
* Access to cash / payroll «+ Supply chain coordination
m RECOVERY « RTO: Minutes to a few hours RECOVERY * RTO: Hours to 24 hours
“) ossctives + RPO: Near Zero (15 minutes or less) @ OBJECTIVES * RPO: <1 hour (or as defined by business impact)
(TYPICAL) « Availability Target: 99.9%+ during event + Availability Target: 99.5%+
RECOVERY * Pre-designated alternate site / warm site 9 RECOVERY « Secondary data center / region
9 LOCATION « Cloud-hosted emergency environment M LOCATION Cloud failover environment
+ Mobile command capability Vendor-hosted or managed DR site

DEPENDENCIES Tier O services, data replication, key vendors
Third-party integrations, networks

:‘; DEPENDENCIES * Power, ivity, basic IT inft
Identity, communication, essential vendors

®

Business units, customers, partners
IT, operations, suppliers, regulators

a@n STAKEHOLDERS

RECOVERY PRIORITY FLOW

Activate Tier 0
—_—p (Keep the organization

Incident
Occurs

KEY PRINCIPLE

Transition to Tier 1 ¢ Recover in layers.
(Restores core business SCabaze; Optirnae Survive first (Tier 0),

and customer value) and Scale Recovery then operate (Tier 1),
then grow (Tier 2+).

alive and safe)

SUCCESS METRICS ENABLERS

) 2l st 9 z o 8 © m

Moet RTO/RPO Maintain critical Protect employees Minimize fomcu Business Impact Prioritization & Tested Runbooks Monitoring & Governance &
targets operations and customers m;':m e Analysis Dependency Mapping & Automation Situational Awareness  Continuous Improvement
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Warm Sites
Partially equipped sites requiring limited activation.
Cold Sites

Facilities with basic infrastructure requiring full setup.

USE CASE: TIER 2 / TIER 3 OPERATIONS

* Gradually restore important services (Tier 2) and non-critical / supporting services (Tier 3) *
to return the business to full strength.

Goal: Restore remaining business capabilities in a controlled, risk-based sequence while ensuring stability,

performance, and value delive

TIER 2 - IMPORTANT BUSINESS OPERATIONS TIER 3 - NON-CRITICAL / SUPPORTING OPERATIONS
Restore important functions that support core operations and customer experience Restore non-essential and supporting services to achieve full business functionality
* Restore important business functions that enable * Restore non-critical and supporting services that
e PURPOSE operational efficiency and customer satisfaction. @ PURPOSE enhance productivity and long-term efficiency.
« Departmental applications and workflows « Administrative & corporate systems
« Reporting & analytics (non-regulatory) + Development & test environments
SCOPE « Internal collaboration & productivity tools SCOPE « Training & learning platforms
+ Additional payment channels / services + Non-business-critical applications
«+ Non-critical integrations and interfaces « N have i and enh.
* HR systems (HRIS, time & attendance) « Internal portals and intranet
EXAMPLES OF + Finance operations (AP/AR, GL) a EXAMPLES OF + Document management systems
W43 services « Business reporting & dashboards i SERVICES « ITSM tools (non-critical modules)
+ Customer support tools and knowledge bases + Marketing automation platforms
+ E-commerce / digital channels (non-core) + Development / test environments
RECOVERY + RTO: 24 hours to 7 days (based on impact) RECOVERY « RTO: 7 days to 30 days (based on priority)
OBJECTIVES * RPO: 4 to 24 hours OBJECTIVES * RPO: 24 hours to 7 days
(TYPICAL) « Availability Target: 95%+ (TYPICAL) « Availability Target: Best effort / 90%+
Q o e o MO | i A
LOCATION + Approved alternate site LOCATION + Standard business locations
« Tier 1services, shared platforms, networks « Tier 1& Tier 2 services
69 DEPENDENCIES + Identity, data services, middleware DEPENDENCIES « Infrastructure, shared services, vendors

Business unit owners, end users
IT application teams, support teams, vendors

RECOVERY SEQUENTY FLOW

KEY PRINCIPLES
Tier 2 Tier 3 ~@ Full Business @ Recover by priority and business value

Restore important Restore non-critical / el) Restoration & Validate before promoting to production
business operations supporting operations Optimization

Business units, project teams

STAKEHOLDERS IT operations, PMO, vendors

STAKEHOLDERS

Tier O / Tier 1
Restore life safety,
critical operations

Ensure security, compliance, and data integrity
Communicate progress and manage expectations
KEY ENABLERS

e E

Monitoring&  Clear Communication Backups & Data  Security &
Observability & Governance Protection Compliance

Meet RTO/RPO Increase in services User Customer i ional stability  No major security
commitments availability restored improved achieved incidents

Tier 2 and Tier 3 recovery are performed in controlled phases based on business priority, resource availability, and dependencies to achieve full business recovery.

CloudBased Recovery Sites

Virtual workspaces and clotltbsted operations.

Use case:

digitaHirst organizations and remotenabled operations.

Remote Workforce Enablement

Organizations should ensure remote workforce capability including:

1 laptops and mobile devices
1 secure VPN / Zero Trust access
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T collaboration platforms
1 telephony / contact center continuity
1 remote printing / scanning ifequired.

Workforce Logistics and Support
Support services may include:

transportation assistance

lodging / hotel accommodations
food / per diem support

childcare / family support resources
medical or counseling support

=A =4 -4 -4 A4

Workforce Communication Plans
Organizations should establish communication channels for:

emergency notifications
status updates

reporting instructions

HR and payroll updates
executive communications

=A =4 =4 -4 A

Channels may include:

SMS alerts

Email.

phone trees
collaboration platforms
emergency hotlines

=A =4 =4 -8 4

Minimum Staffing and Role Continuity
Each critical service should define:

minimum staffing requirements
key roles and alternates
crosstrained personnel

on-call rotations

=A =4 -4 A

Payroll and HR Continuity
Ensure continuity for:

1 payroll processing
1 benefits administration
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1 Timekeeping
f emergency compensation

Technology and Connectivity Requirements
Alternate sites should support:

network connectivity
secure internet access
application access
printing / scanning
conferencing tools

=A =4 -4 -4 A4

Vendor and Contractual Readiness
Pre-arranged contracts should exist for:

alternate office space
coworking facilities
equipment rental
transportation services
lodging providers

=A =4 -4 4 A

LongDuration Event Sustainability
For extended outages, plans should address:

workforce fatigue management
shift rotations

supply replenishment

morale and wellness support

=A =4 -4 =4

Testing and Validation
Organizations shouldssess

alternate site activation
remote work readiness
workforce relocation exercises
communications drills

=A =4 =4 =4

Executive Reporting
Dashboards should track:

1 alternate site readiness
1 remote workforce availability
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1 staffing gaps
f communication success rates
1 workforce productivity metrics

Business Value

Alternate Site and Workforce Continuity reduce operational disruption, improve employee safety and
productivity, and enable sustained business operations during disasters.

13. Vendor / Supply Chain Continuity

Vendor and Supply Chain Continuity are critical components of the Controlled Business Resilience
Factory (CBRF), ensuring thpdrty providers, suppliers, logistics networks, and outsourced services can
continue to support business operations during digive events.

Modern enterprises rely heavily on external vendors for cloud services, SaaS platforms,
telecommunications, logistics, manufacturing, and professional services. A failure in any critieal third
party dependency can significantly impact Recovery Time Cap4RiI'C) and overall business
continuity.

The objective is to identify, assess, mitigate, and continuously monitor-piairty and supply chain risks
while engineering alternate sourcing and delivery paths.

Strategic Objectives
Vendor and Supply Chain Continuity should:

identify critical thirdparty dependencies.

assess operational and cyber resiliencearidors.
ensure alternate sourcing and fulfillmeaoptions.
reduce vendoirelated single points dilure.

maintain continuity of inbound and outbourdgistics.
ensure contractual recovery obligations amaforceable.

=A =4 =4 4 -4 -4

Vendor Classification and Criticality
Organizations should classify vendors by:

criticality to business operations
criticality to revenue generatian
cyber and data access risk
regulatory / compliance impact
Qubstitutability.

= =4 =8 -4 4
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Examplevendorclassifications:

Tier " Description

Tier 0 Mission-critical providers
Tier 1 Businesscritical suppliers
Tier 2 Important service providers
Tier 3 Standard vendors

Third-Party Risk AssessmenfEPRM)
Assess vendors for:

financial stability

operational resilience

business continuity and disaster recovery maturity
cybersecurity posture

incident response capability

geographic concentration risk

=A =4 =4 -4 4 4

Contractual Resilience Requirements
Contracts should include:

defined SLA / uptime commitments

RTO / RPO commitmentgere applicable
notification requirements for outages/incidents
right-to-audit clauses

cyber incident reporting requirements

priority restoration / fulfillment rights

=A =4 =4 4 -4 -4

Alternate Vendor and MultiVendor Strategies
Mitigation strategies include:

secondary suppliers
multi-cloud providers
alternate telecom carriers
alternate payment processors
alternate logistics providers

=A =4 =4 -4 =4

Logistics and Distribution Continuity
Organizations should plan for continuity of:
T inbound supply delivery

{1 outbound shipping
1 warehouse operations
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§ transportation routes
1 customs / border dependencies

Alternate routes and carriers should be ptefined.
Supply Chain Geographic Risk Management
Assess concentration risks related to:
1 regional disasters
1 geopolitical instability
{1 transportation disruptions
 Pandemics
Cyber Supply Chain Risk Management
Assess risk from:
Saas providers
managed service providers

software dependencies / opesource components
compromised updates or software supply chain attacks

=A =4 -4 -4

Vendor Monitoring and Performance Management
Continuousmonitoring:

SLA compliance

incident frequency
financial health indicators
cyber risk scores
fulfillment performance

= =4 =4 -4 4

Testing and Validation
Organizations shouldssess

alternate supplier activation
alternate logistics routes
vendor outage scenarios
supply chain disruptioexercises.

=a =4 -4 =4

CAF and CDF Integration
CAF should validate application dependencies on:

1 SaaS providers
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1 APIs
1 payment platforms

CDF should validate data dependencies on:

{1 external feeds
{ third-party integrations
71 cloud storage and backup vendors

Executive Reporting
Dashboards should track:

critical vendor status
vendor SLA compliance
unresolved thirdparty risks
alternate vendor readiness
supply chain disruptioalerts.

=A =4 =4 -4 =4

Business Value

Vendor and Supply Chain Continuity reduce dependency risk, improve resilience to external disruptions,
and support sustained business operations during supplier or logistics failures.

14. Recovery Sequencing and Failback

Recovery Sequencing and Failback are critical disciplines within the Controlled Business Resilience
Factory (CBRF), ensuring the restoration of business operations occurs in the correct order, at the
correct pace, and with minimal risk.

Recovery sequencing orchestrates the prioritized restoration of people, facilities, infrastructure,
applications, data, vendors, and business processes after a disruption. Failback governs the controlled
return of operations from alternate or recovery ermmments back to the primary environment once
stability is restored.

Without disciplined sequencing and controlled failback, organizations risk delays, dependency failures,
data corruption, reinfection, or additional outages.

Strategic Objectives

Recovery Sequencing and Failback should:

restore critical services in businegsority order.

account for interdependencies across systems piotesses.

minimize operationatiowntime.
reduce recovery errors ancbnflicts.

=A =4 -4 A
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1 ensure safe and validated return to primargerations.
Recovery Sequencing Framework
Recovery should be executed in structured phases.
Phase 1: Incident Declaration and Mobilization
Activities include:
incident detection and confirmatian
crisis declaration

activation of response teams
executive notifications

= =4 -4 -4

Phase 2: Workforce Accountability and Communications
Activities include:

1 employee accountability checks

1 emergency communications

1 relocation or remote work instructions
Phase 3: Facility / Alternate Site Activation

Activities include:

{ activate alternatesites.
1 establish connectivity and workspameadiness.

Phase 4: Core Infrastructure Recovery
Recover:

networks

DNS
Gonnectivity.
security controls
identity services

=A =4 =4 -8 4

Phase 5: Data Platform Recovery
Recover:
1 databases

{ storage systems
1 replication services
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1 backuprestores.
{ data validation

Phase 6: Application Recovery

Recover applications based on service criticality:

¢CASNI N M ¢ASNI M h ¢ASNIH M ¢ASNI o

Phase 7: Business Process Resumption
Resume:

{ transaction processing

f customerfacing operations

7 internal operations
Phase 8: Validation and Stabilization
Validate:
functionality.
Integrity.

Security.
Performance

=A =4 -4 A

Phase 9: Returtto-Normal Operations

Transition from minimum continuity to full operational capacity.
DependencyAware Sequencing

Sequencing must account for dependencies such as:

identity before applications

databases before applications

network before data an@pps.
vendor connectivity before transaction processing

=A =4 -4 =4

Automated Orchestration
Automation should coordinate sequencing through:

1 Runbooks as Code

1 orchestration workflows

1 dependency maps

{1 automated approvals / notifications
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This reduces activation and decision time in RTC.

Failback Strategy

Failback is the controlled migration back to the primary site or environment.
Failback should only occur when:

primary environment is safe arslable.

infrastructure isrestored.

applications arevalidated.

data issynchronized.
security controls areerified.

=A =4 =4 -4 =4

Failback Process

TYPICAL FAILBACK SEQUENCE

g*
Safely return operations from the alternate environment back to the primary environment = @

PRIMARY ENVIRONMENT @ - e e e e e e e e e e e e = CONTROLLED FAILBACK R e >  ALTERNATE ENVIRONMENT
(Production) (DR Site / Secondary)

VALIDATE PRIMARY SYNCHRONIZE DATA TEST APPLICATIONS o REDIRECT USERS/ MONITOR DECOMMISSION ALTERNATE
ENVIRONMENT READINESS AND TRANSACTIONS AND INFRASTRUCTURE FOR ISSUES ENVIRONMENT
- -.- (\
» & Q y L E

A,
c =Q " ]

« Verify infrastructure health
(compute, storage, network)

+ Confirm security and access
controls

« Validate dependencies and
integrations

» Ensure capacity and

« Perform final data sync

(incremental + changes)

* Reconcile transactions

and ensure consistency

« Validate data integrity

and referential integrity

« Capture cutover point

* Execute functional tests

for critical applications

« Validate infrastructure

(performance, HA, DR)

« Test integrations, APls,

and dependencies

+ Confirm monitoring

« Update DNS, GSLB,

or load balancer routing

* Redirect users and traffic

to primary environment

« Communicate cutover to

stakeholders

« Confirm session handling

» Monitor application
performance and errors

* Monitor infrastructure
health and capacity

* Validate business
transactions

* Watch for anomalies

« Stop workloads and
services at DR site

« Backup any remaining
data if required

« Secure and release
resources

« Update documentation

performance readiness (point-in-time) and alerting and user experience and user feedback and runbooks
Outcome: Outcome: Outcome: Outcome: Outcome: a Outcome:
Primary environment (—] Data is complete, Applications and Users and traffic are @ Stable operations Alternate environment
is ready to receive wm® consistent, and infrastructure are successfully routed to confirmed with no un is safely decommissioned
production workloads. ready on primary. validated and ready. the primary site. critical issues. and costs are minimized.
KEY PRINCIPLES
i Minimize Disruption Visibilit Security First Document & Learn
Controlled & Planned N Data Integrity v ty S >
Eneors dat " - Communicate clearly and Maintain end-to-end Maintain security and Capture results and lessons
Follow a teeted plan with 2 v @ execute during low impact monitoring and situational compliance throughout learned to improve future
transaction completeness. . -
cloar spprovels. Nt windows. awareness. the process. recoveries.

Faster return to
- normal operations

Reduced risk of data °®
loss or inconsistenicy [

@ BENEFITS

s @ Improved customer $ Lower operational Stronger resilience
- | ] experience costs at DR site and confidence

Cyber Recovery Considerations
During cyber eventgailbacksmust include:

1 malwarefree validation
1 trust re-establishment
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T credential rotation
1 key/ certificatereplacement.

Testing and Validation
Organizations should regulayaluate

f sequencing workflows

1 dependency order correctness
{1 failback timing and integrity

1 application/data synchronization

Executive Reporting
Dashboards should display:

current recovery phase
progress by service
blockers / dependencies
failback readiness
estimated completiortime.

= =4 =4 -4 -4

Business Value

Recovery Sequencing and Failback reduce downtime, prevent recovery conflicts, ensure orderly
restoration, and minimize the risk of secondary outages during retmimormal operations.

15. Audit Trail, Executive Dashboard, and Management Reporting

Auditability, executive visibility, and management reporting are essential components of the Controlled
Business Resilience Factory (CBRF). These capabilities provitteeegierational awareness, support
executive decisiomaking, ensure compliance, dgreate an immutable historical record of resilience
activities, incidents, and recovery operations.

Without centralized visibility and evidence, organizations struggle to make timely decisions, prove
compliance, defend against legal claims, or continuously improve resilience performance.

Strategic Objectives
These capabilities should:

provide realtime operationalawareness.

support executive and crisis managemegtisions.
maintain immutable records of incidents aadtions.
automate compliance evidenamllection.

enable performance tracking and tremdalysis.

=A =4 -4 -4 A
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1 support audit, legal, and insurancequirements.
Audit Trail Log

CBRF should maintain immutable, searchable, and tarepielent audit logs for all critical resilience
activities.

Examples include:

incident declaration and escalation timestamps

failover and failback events

backup and restoreperations.

application deployments and rollbacks

policy exceptions and approvals

cybersecurity alerts and containment actions

alternate site activation and workforce relocation events
vendor and supply chain disruptians

compliance evidence collection activities

=A =4 =4 4 -4 -4 -8 -4 4

Audit Trail Requirements
Audit logs should support:

chainof-custodyrequirements.
forensic investigations
regulatory examinations

legal discovery

cyber insurance claims

root causeanalysis.

=A =4 =8 -8 -4 A

Recommended characteristics:

immutable storage
centralized aggregation
timestamp synchronizatian
role-based access controls
retention policies

= =4 =4 -4 =4

Executive Dashboard

The Executive Dashboard should provide-temaé visibility into resilience posture and active incidents.
Recommended dashboard widgets include:

Operational Resilience Metrics

1 RTC vs RTO by business service
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1 RPO compliance by service / data domain
1 backup and restore successes.
q failover readiness and success rates

Incident Management Metrics

active incidents by severity
Mean Time to Detect (MTTD)
Mean Time to Recover (MTTR)
Mean Time to Contain (MTT.C)

=A =4 -4 =4

Cybersecurity Metrics

active threats / threat level
ransomware / malware alerts
containment status
cleanrroom readiness

= =4 -4 =4

SPOF and Dependency Risk Metrics
f unresolved critical SPQFs
7 alternate path readiness
T critical dependency health
Workforce and Site Metrics
{ alternate site readiness
1 workforce availability
1 site restoration progress
Vendor and Supply Chain Metrics
§ critical vendor status
1 supply chairdisruptions.
1 SLA compliance
Financial / Business Impact Metrics
1 estimated downtimecost.
T business interruption losses
1 recovery spend tadate.
Crisis Management Dashboard

A crisisspecific dashboard may include:

1 current incident phase
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f recovery sequencing progress
1 blockers and dependencies
1 executive decisions pending

Management Reporting
Automated management reports should be generated on a scheduled and-driean basis.
Daily / Weekly Reports

{ active incidents and outages

 SLA/SLO breaches

1 cyber alerts and escalations
Monthly Reports

7 resilience posture scorecards

1 backup / restore succesgends.

1 CAF and CDF improvement metrics
Quarterly Reports

1 recovery exercise results

1 RTC/RTO trend analysis

f vendor resilience attestations
Annual Reports

1 compliance attestations

{1 audit evidencepackages.

1 ROI and cost savings analysis
Automated Evidence Collection
CBRF should automate collection of:
recovery test evidence
policy compliance evidence
audit logs

backup verification evidence
incident response evidence

=A =4 -4 -4 A4

CAF and CDF Feedback Loop
Reports and audit findings should feed back into CAF and CDF to improve:

1 architecture standards
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1 resilience patterns
! monitoring coverage
f automation workflows

Business Value

Audit Trail, Executive Dashboard, and Management Reporting improve detiaking, strengthen
compliance, accelerate audits, and provide measurable visibility into enterprise resilience performance.

16. Compliance, Cybersecurity, and Incident Management

Compliance, Cybersecurity, and Incident Management are foundational governance and operational
pillars of the Controlled Business Resilience Factory (CBRF). These disciplines ensure the organization
remains compliant with regulatory requirements, resili@gfainst cyber threats, arare operationally
prepared to detect, respond to, contain, recover from, and learn from incidents.

This section integrates governance, security operations, incident response, problem management, and
continuous compliance into a unified resilience framework.

Strategic Objectives
These disciplines should:

ensure compliance with internal and extermafjuirements.
protect the organization from cyber threats and operatioriaks.
accelerate detection, containment, amdcovery.

improve incident responseoordination.

reduce recurring incidents through problemanagement.
provide evidence for regulators, auditors, aexecutives.

=A =4 =4 4 -4 -4

Compliance Management
CBRF should map resilience controls to applicable frameworks, standards, and regulations.
Examples include:

ISO 22301 (Business Continuity)

NIST CSF (Cybersecurity)

NIST SSDF (Secure Software Development)
SOC 2

PCI DSS

HIPAA

FFIEC

DORA

GDPR / privacy regulations

=A =4 =4 -8 4 -4 -8 -4 4
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Compliance as Code
Where possible, compliance requirements should be codified and enforced automatically.
Examples:
T policy enforcement in CI/CD
f automated evidence collection
f automated configuration compliance checks
Cybersecurity Integration
Cybersecurity capabilities shoude integratedwith resilience operations.
Key functions include:
Security Operations Center (SOC)
Security Information and Event Management (SIEM)
Security Orchestration, Automation, and Response (SOAR)
vulnerability management

threat intelligence
endpoint detection and response (EDR/XDR)

=A =4 =4 -4 -4 4

Cyber Threat Detection and Monitoring
Organizations should monitor for:

ransomware
Malware
unauthorized access
insider threats
anomalous behavior
supplychainattacks.

=A =4 =4 -4 -4 -4

4/26/2026 © Data Center Assistance Group, LLC Page:60



Controlled Business Resilience Factoy - detailed document

Incident Management Lifecycle

CBRF should align with Fbhsed Incident Management.

— Q-
=

|

KE,

Identify potential or
actual incidents through
monitoring and alerts.

KEY ACTIVITIES

« Monitor systems, apps, |
networks, and security
tools

* Alert correlation and
anomaly detection

INCIDENT MANAGEMENT LIFECYCLE

A structured approach to detect, manage, and resolve incidents effectively and efficiently

P

15/

m>m>;

u_—]. > /?\ >
) had

—

Determine the nature,
category, and priority
of the incident.

ROMEIN

Investigate and implement
solutions to resolve or
mitigate the incident.

Route the incident to the
right team or individual
for action.

Restore normal service
operation and verify
full functionality.

Record incident details
in the incident management
system.

KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES KEY ACTIVITIES

« Capture incident information « Categorize incident type « Follow escalation matrix « Diagnose root cause « Verify resolution

« Record time, source, * Assess impact and « Notify and engage + Implement workoround « Restore systems/services

affected service urgency appropriate team or fix « Validate with users/
« Assign unique incident ID « Assign priority « Set expectations and « Communicate updates stakeholders
(P1, P2, P3, P4) communication channel

+ Initial impact recording

« Minimize business impact

+ Monitor for stability

* User or stakeholder « Determine affected

~

23

Faster Detection
and Resolution

Reduced Impact
on Business

Improved Stakeholder
Confidence

Operational Efficiency

BENEFITS and Consistency

e

v ) &

) o ( o \
) IS D

o)

Document closure and
capture lessons learned
for continuous
improvement.

KEY ACTIVITIES

+ Confirm closure criteria

+ Document root cause
and resolution

* Update knowledge base

« Conduct post-incident

« Update stakeholders review (PIR)
reporting services and users
OUTPUT D OUTPUT OUTPUT OUTPUT OUTPUT ~, OUTPUT D OUuTPUT
@ Potential incident E Incident logged 0 Incident classified > Incident escalated } Incident mitigated v ) Service restored % Incident closed
identified with unique ID and prioritized toresolver group or resolved « and verified and documented
ENABLING PRACTICES
Clear Roles 0@ Effective l!. Knowledge Metrics & Security & /N Continuous
& Responsibilities @ communication Management llll Monitoring Compliance K./ Improvement

'I Data-Driven
@ mprovements

Activities include:

incident logging

severity assignment
stakeholder notification
escalation and coordination
recovery execution
postincident review
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Major Incident Management
For severe incidents, activate a Major Incident process including:

crisis bridge / war room
executive communications
regulatory notifications
vendor engagement

=a =4 -4 =4

Problem Management and Root Cause Analysis

4/26/2026 © Data Center Assistance Group, LLC

Page:61




Controlled Business Resilience Factoy - detailed document

Problem Management should identify and eliminate recurring issues.

Activities include:

root causeanalysis.
known errortracking.
corrective action plans
preventive action plans

=A =4 -4 =4

Known Error Database (KEDB)
Maintain a repository of:
1 knownissues.

1 Workarounds
1 permanent fixes

This accelerates future incident resolution.

Vulnerability and Patch Management
Organizations should continuously:

1 scan for vulnerabilities
1 prioritize based omisk.
1 patch criticakystems.
1 validateremediation.

Regulatory and Legal Reporting
Processes should support:
breach notifications
outage reporting

regulatory filings
legal disclosures
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CAF and CDF Integration
CAF should embed:

secure SDLC
vulnerability scanning
security testing
compliance gates
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CDF should embed:

4/26/2026 © Data Center Assistance Group, LLC

Page:62



Controlled Business Resilience Factoy - detailed document

data protection controls
privacy controls
Auditability.

integrity monitoring

=A =4 -4 =4

Executive Reporting

ﬁ Executive Resilience Dashboard B May 12,2025
Enterprise Overview Last Updated: 9:30 AM
0o ope " . . .
B Ptoutive Sigamery Resilience Compliance Score Recovery Readiness Score Operational Recoverability Index
H B y with resilience F ar cover critical How well we can operate and recover under
() Resilience Scores ntrol real-world conditions

@ Business Services

Tests & Exercises

Excellent Very Good Very Good
Incidents
4%
Risks
@ On track @ On track @ Improving
Repcits Above target of 85% Above target of 80% Target 2 80%
€3 Settings
Score Trend (90 Days) By Business Tier Top Risk Contributors
@ ComplenceScore @ ReadinessScore @ ‘Recoverabilty Index = Compliance Readiness Recoverability
ier
Score Score Index ‘ @ Failover Complexity 24%
M" | &P Patium  96% 93% 90% @ Data Protection Gaps ~ 20%
%% ’___.___.___._.—/‘-"‘/ Top S ® RPO/RTO Target Gaps  18%
Gold 93% 89% 84% Risks .
50% > Testing Coverage Gaps  16%
. S
' ‘d Silver 85% 79% 75% N A @ Dependency Risks 12%
| @) sronze 72% 61% 58%
4 View al >
Critical Business Services Services Meeting RTO/RPO Tests Executed (YTD) A Open High Risks Incidents (30 Days)
/\
/1\ )
HA 128 © 107 56 N 1a 2
Monitored 84% of total 92% Success Rate Requires Attentio No Major Impact

Dashboards should track:

incident trends

cyber threat posture
vulnerability remediation status
compliance scorecards
unresolved problems
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Business Value

Compliance, Cybersecurity, and Incident Management reduce regulatory risk, improve security posture,
accelerate response and recovery, and drive continuous operational improvement.
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17. Cost vs Benefit and ROI Analysis

A comprehensive Cost vs Benefit and Return on Investment (ROI) analysis is essential to justify
investment in the Controlled Business Resilience Factory (CBRF). While resilience initiatives are often
perceived as operational expenses, CBRF should beopesitas a strategic investment that reduces

monetary lossimproves efficiency, strengthens compliance, and enhancestngbusiness
performance.

Key Design Principles

Guiding our approach to building resilient, secure, and compliant services

0 Policy as code e Resilience by design e Evidence by default o Automate first

A oQa

[1 1
7\

Define, version, and enforce Embed resilience into Automatically collect and Eliminate manual steps

policies as code to ensure architectures, processes, correlate evidence to prove through automation to

consistency, auditability, and controls from the compliance, tests, and improve speed, accuracy,
and scalability. start—not as an afterthought. operational readiness. and reliability.

</> Consistent. Auditable. Enforceable. @ Bilt-in. Not boited-on B rroveit Always. 4 Automate. Accelerate. Assure.

e Measure continuously @ Standardized patterns o Exception-based governance

=5 b foe

Continuously monitor, measure, Use approved, reusable patterns Enable speed with guardrails.
and analyze to drive improvements and reference architectures to Focus governance on exceptions
and validate outcomes. reduce risk and increase velocity. and higher-risk scenarios.

||| Observe. Analyze. Improve. mm Reuse. Repeat. Reduce Risk @ Guardrails, not roadblocks.

‘CJ’ Together, these principles enable a resilient and adaptive enterprise that can withstand disruption and deliver with confidence.

This analysis should quantify both the direct and indirect financial impacts of implementing CBRF.

Strategic Objectives
The financial analysis should:

justify capital and operationahvestment.
guantify avoided losses and operatiosalvings.
demonstrate measurable businegalue.
support executive and boa#gvelapproval.
establish payback period and R&pectations.

= =4 =8 -4 4

Cost Components
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Implementation costs typically include the following categories.
Technology and Platform Costs
Examples include:

resilience platforms and tooling

monitoring and observability tools

automation and orchestration platforms
backup and replication technologies

alternate site and cloud recovery environments

=A =4 -4 -4 =4

Implementation and Engineering Costs
Examples include:

architecture and design

automation engineering

application and data integration
consulting and professional services

=A =4 -4 -4

Operational Costs
Examples include:

software licensing

cloud usage

vendor contracts
alternate site contracts
support andmaintenance.

=A =4 -4 -4 =4

Training and Testing Costs
Examples include:

tabletop exercises

failover testing

workforce drills

cyber recovery simulations

=A =4 -4 =4

Compliance and Audit Costs
Examples include:
f assessments

1 Audits.
1 regulatory reporting
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Benefit Components
Benefits can be direct, indirect, and strategic.
Reduced Downtime Costs

Savings from reduced outages and faster recovery.

ANNUAL DOWNTIME SAVINGS

Quantifying the financial impact of improving availability and resilience

EXAMPLE FORMULA

2 8 - Current — Future
é 4 Annual Downtime Savmgs B ( Downtime Cost Downtime Cost )

CALCULATION EXAMPLE
@ CURRENT DOWNTIME COST (Today) @ FUTURE DOWNTIME COST (After Improvements) €© ANNUAL DOWNTIME SAVINGS

a Average Downtime S hoike Average Downtime Siiours
(hours per year) (hours per year)
-
Sy Cost of Downti 25, Costof Downti — III@
@ o o & o o
$2,700,000
Current Downtime Cost $3,600,000 Future Downtime Cost $900,000 Annual Downtime Savings

=

(Annual) (Annual)

=

(24 x $150,000)

(6 x $150,000)

=$3,600,000 - $900,000

Q Measure. Improve. Save. Repeat. Resilience creates measurable value.

WHAT THIS MEANS ASSUMPTIONS
O By reducing downtime from 24 hours to 6 hours per year j — « Cost of Downtime includes lost revenue, productivity, penalties,
through resilience and continuity improvements, the V= overtime, and customer impact.
organization saves $2.7M annually. « Cost per hour remains consistent before and after improvements.
KEY BENEFITS NOTE
Improved / Stronger Business Better Customer Reduced Risk Optimized Operations
( ) A S5 A 9 i Regularly review and update
s Financial 1 l Continuity and @ Experience and Q of Disruption O and Resource thise valkie t5 feflect

Performance " Resilience Trust and Penalties Utilization changing business conditions

and improvement results.

Reduced Incident Recovery Labor

Automation reduces manual recovery labor costs.
Reduced Outage Frequency

CAF and CDF feedback loops reduce recurring incidents.
Reduced Regulatory and Compliance Costs

Automation reduces:

T audit preparationcosts.
1 compliance labar
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1 regulatory penalties
Reduced Cyber Loss Exposure
Cyber recovery reduces:

! ransomware losses

1 business interruption losses

{ data breach costs
Increased Operational Efficiency
Automation improves:

1 deployment speed

1 monitoring efficiency

1 support productivity
Improved Customer Retention and Revenue Protection
Reduced outagemproved

f customer satisfaction

1 Retention.

1 revenue continuity

ROI Formula
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RETURN ON INVESTMENT (ROI)

A standard formula to evaluate the financial return of an investment

STANDARD ROI FORMULA

(Total annual monetary - (Total annual costs of (Total annual costs
benefits) the investment) of the investment)

ﬁ?e ROI = Annual Benefits Annual Costs Annual Costs x 100

EXAMPLE CALCULATION

Nt

@ Measure. Justify. Invest. Benefit. Use ROI to turn resilience investments into measurable business value

Payback Period Formula

0 wuscioms © wunccosns

@ Downtime savings $2,700,000 Q Solution implementation $1,200,000 ROI = ( $4,300,000 - $2,000,000 ) x 100
$2,000,000
e Productivity improvement $800,000 ’ Operations & maintenance $400,000 °
co— omm—@ ‘
@ [ ] *
oV % 0 . o .
@ Riskavoidance & penalties $500,000 an Training & enablement $200,000 ROI RESULT
ﬁi Other efficiency gains $300,000 ‘ Third-party services $200,000 1 1 5%
For every $1 invested,
TOTAL ANNUAL BENEFITS $4,300,000 TOTAL ANNUAL COSTS $2,000,000 the organization gains $1.15 in return.
WHAT THIS MEANS INTERPRETATION GUIDE B KEY TAKEAWAY
/ The investment generates $2.3M in * ROI>0% = Beneficial investment P O - Use ROI to compare alternatives,
net annual value ($4.3M - $2.0M) * ROI=100% = Break-even (1:1 retum) uy prioritize initiatives, and justify
resuiting in a 115% return on investment. * ROI>100%. = Strong retim i investments with measurable value.
* ROI < 0% = Loss (re-evaluate investment)
KEY BENEFITS S i o Demonetrates impect improves stakeholder Orivescontinuous | NOTE
@ with clear financial /l :’”"" S of resitience and ,'"‘ confidence and (&) improvementana | Ensure benefits and costs
value ] .I 9 availability funding approval optimization are measured consistently
and reviewed regularly.

@ Stronger Resilience. Higher Returns.
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PAYBACK PERIOD CALCULATION

Measures how long it takes to recover the initial investment from monthly net benefits.

PAYBACK

PERIOD

EXAMPLE CALCULATION

($120,000 - $30,000)

and lower risk. (e.g., <12 months). evaluation.

[\ —

‘9" INVEST TODAY. RECOVER FASTER. CREATE SUSTAINABLE VALUE.

Y INITIAL INVESTMENT . MONTHLY NET BENEFIT
. > = (Total upfront cost e (Total monthly benefits
0 of the solution) minus monthly costs)

@ INITIAL INVESTMENT (Uptront Costs) © MONTHLY NET BENEFIT © PAYBACK PERIOD CALCULATION
MONTHLY BENEFITS
+ Solution / Technology $420,000 + Downtime Savings $75,000 P 8800,000
« Implementation Services  $180,000 / « Productivity Gains $35,000 Payback Period = ——mM8M———
« Training & Enablement $50,000 + Risk Avoidance $10,000 $90,000
« Infrastructure / Licenses  $100,000 e . I e Total Monthly Benefits $120,000 e
« Project Management $50,000 MONTHLY COSTS = 8.89 Months
« Support & Maintenance $15,000
« Cloud / Hosting $10,000
« Other Operating Costs $5,000
TOTAL INITIAL INVESTMENT $800,000 Total Monthly Costs ($30,000) MR  The investment will be recovered in
MONTHLY NET BENEFIT E approximately 8.9 months.
$90,000

/ A Shorter payback period Compare with your organization's /\/ Use alongside ROI and NPV
o INTERPRETATION GUIDE 0 indicates faster retun U acceptable payback threshold ) [Q for a complete investment

TE
KEY BENEFITS Semoniindas Supports faster / Improves cash flow Reduces risk by ° Strengthens business NO
* S financial viability ‘ s) decision-making 1 Il and financial v recovering investment ".“ case for resilience Ensure benefits and costs
& quicky and approvals = predictability earlier initiatives 8 Fealieti Imenacr oW,

and reviewed regularly.

Example Financial Model

Illustrative annual costs:

Cost Category \ Example Annual Cost

Tooling / Platforms $500,000
Engineering / Automation $1,200,000
Alternate Site Contracts $300,000
Training / Testing $200,000
Vendor / Audit Programs $150,000
Total $2,350,000

Illustrative annual benefits:

Benefit Category | Example Annual Savings |
Downtime Reduction $2,000,000

Labor Savings $500,000

Compliance Savings $250,000

Reduced Incident Frequency $1,000,000

Reduced Cyber Loss Exposure $2,000,000

Revenue / Customer Retention $1,000,000

Total $6,750,000
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Example ROI Calculation
ROI = ((6,750,00®,350,000) / 2,350,000) x 100 = 187%
Example Payback Period
HXopnInnn K 6¢cITpnInnn kK MHO F non Y2yiKa
Sensitivity Analysis
Organizations should model:
{ conservative scenarios
1 expectedscenarios.
1 aggressive benefit scenarios
This provides realistic executive expectations.
Strategic / Intangible Benefits
Benefits may be difficult to quantify but are strategically valuable.
Examples include:
stronger brand reputation
improved customer trust
stronger regulatory relationships

improved employee productivity and morale
reduced executive and board riskposure.

=A =4 -4 -4 A4

Executive Reporting
Executive dashboards should track:

cumulative savings
avoided downtimecosts.
ROl realization progress
payback progress

=A =4 -4 =4

Business Value

A strong Cost vs Benefit and ROI analysis positions CBRF as a financially justified investment that reduces
losses, improves efficiency, and creates measurabletiemy enterprise value.
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18. Metrics and KPIs

Metrics and Key Performance Indicators (KPIs) are essential for measuring the effectiveness, maturity,
and continuous improvement of the Controlled Business Resilience Factory (CBRF). Without measurable
indicators, organizations cannot validate resilienbgectives, justify investments, identify gaps, or

optimize operations.

This section defines the quantitative framework used to monitor resilience posture, operational
performance, compliance readiness, and business value realization.

Strategic Objectives
Metrics and KPIs should:

measure resilienceffectiveness.

validate achievement of RTO, RPO, andtR@éts.

track operational efficiencynprovements.

support executivelecisionmaking.

demonstrate ROI and businesalue.

drive continuous improvement through the CAF and CDF feedbapk

=A =4 =4 -4 -4 A

Core Resilience Metrics
These metrics measure overall resilience performance.
Recovery Time Objective (RTO) Compliance

Measure the percentage of recoveries completed within target RTO.

RTO COMPLIANCE %

Measures the percentage of recoveries that met the defined Recovery Time Objective (RTO).

() Rrocompliances = (| B33 W |/ 28 e | ) x 100

EXAMPLE CALCULATION
@ RECOVERIES WITHIN RTO @) TOTAL RECOVERIES © RTO COMPLIANCE %
Number of recoveries completed Total number of recovery events
within or equal to the defined RTO. attempted in the measurement period
RTO Compliance% = ( 4 /( 5 )x100
Incident / Event RTO(hrs)  Actual Recovery Tame (brs)  Compliant? Summary
el —
oo < 92 7 o Total Recoveries Attempted 5 — 3
Inc-002 2 15 v
1nc-003 3 08 v Successful Recoveries 5 o,
Inc-004 4 40 v Failed / Incomplete Recoveries [+ 80 /O
s - 4 out of 5 recoveries were completed
R Within RTH s=9% Total R
@ Recoveries Within RTO 4 252 Total Recoveries 5 pldipimtenpaiey
INTERPRETATION GUIDE
/ 100% < 80% ~ofle- uwe‘m-s KP1 to track resilience
O Al recoveries met or Good performance, & Needs improvement: 2] pasformance, drive continuats
= improvement. and validate
beat the RTO. with minor gaps. investigate delays

RTO commitments.

KEY BENEFITS
Vabdates abdty to / Supports reporting identfies trends Builds stakehoider Drives continuous
() reetrecovery ] e Q[ it QS contircen LoP wimaons
commitments Ll requirements improvement o resiience program optimization

o High RTO Compliance % indicates your organization can recover services within the time your business needs.
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Recovery Point Objective (RPO) Compliance

Measure the percentage of recoveries meeting data loss thresholds.

RPO COMPLIANCE %

Measures the percentage of recoveries that met the defined Recovery Point Objective (RPO).

1 Recoveries ™ Total
. oL 2mw Within RPO Recoveries
EO RPO Comp"ance A’ 2 0 Number of recoveries with / '“‘ Total number of recovery " 100

data loss s RPO events in the period
EXAMPLE CALCULATION
@ RECOVERIES WITHIN RPO © TOTAL RECOVERIES © RPO COMPLIANCE %
Number of recoveries where actual data loss Total number of recovery events attempted
was less than or equal to the defined RPO. during the measurement period.
RPO | Actual DatalLoss RPO Compliance% = ( 4 / 5 )x100
o | (hour) [ R Summary P ( )
Event 1 4 25 (] ° —
e~ L i
Event 2 4 38 (/] ° :m Total Recoveries Attempted 5 S— ‘
Event 3 4 52 [x]
Brentd a 10 Y @  Recoveries Within RPO 8 0 )
Event 5 4 30 A)
st © €©  Recoveries Exceeding RPO 1
Recoveries Within RPO 4 4 out of 5 recoveries met the
@ . 2 R
(Events 1, 2, 4, and 5 met the RPO) agan Total Recoveries 5 Recovery Point Objective (RPO).

INTERPRETATION GUIDE

C/ 100% < 80% Use this KPI to monitor data

O All recoveries met or Good performance. & Needs improvement /‘f protection effectiveness and
beat the RPO. Minor risk of data loss Higher risk of data loss 1 I Ig I improve backup, replication,
Excellent performance. beyond the RPO. beyond the RPO. and recovery processes.

KEY BENEFITS

S \,dates ability to Supports compliance Identifies trends Strengthens data / Drives continuous Use a consistent
?0 recover data within ‘-/i' reporting and audit and areas for protection and i improvement in (rmasurem::u period o
+ s (.g., monthly, quarte
acceptable loss limit requirements improvement resilience posture recovery processes for accurate tracking

and trend analysis.

o High RPO Compliance % indicates your organization can recover data with acceptable data loss within the defined RPO.
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Recovery Time Capability (RTC)

Measure actual recovery capability and compare to target RTO.

RTC VARIANCE

Measures the difference between the actual recovery time and the target recovery time objective.

FORMULA
3 _=~¢ Actual RTC Target RTO 5 )
RTC Variance = = vs AesoulRacoveryTine. | ™ <O/, SuthadRacorery RTC Variance =
. to restore the service Time Objective Actual RTC - Target RTO

© ACTUALRTC

Actual time taken to

EXAMPLE CALCULATION

Committed recovery time

Difference between actual

Positive Variance

AN
( \
restore the service objective for the service recovery time and target RTO { f /\ (Actual RTC > Target RTO)
N\.__~/ Recovery took longer
— / p— than the target.
—_—
3'75 o 2'00 | 1 '75 /" O\ Zero Variance
hours hours hours '\ V ) (Actual RTC = Target RTO)
N 4 Recovery met the target
exactly.
Actual recovery started : 10:15 AM .
RTC Variance = 3.75 - 2.00 —_—
Service fully restored  : 2:00 PM Target RTO (SLA / BCP Plan) / ¢\ Negative Variance
% = Actual RTC < Target RTO)
: 2.00 hours 1.75 hours (&)« 9
Actual RTC : 3.75 hours \V) Recovery was faster
than the target.
INTERPRETATION GUIDE (Using Variance) EXAMPLE SCENARIOS
Scenario Actual RTC Target RTO RTC Variance Result
& & & —
L @ < >
Positive Variance (> 0) Zero Varianc Negative Variance (< 0) o 3.75 hours 2.00 hours +1.75 hours Miss (Slower)
Service recovery exceeded the target Recovery met the target Recovery was faster than target. 8 2.00 hours 2.00 hours Met
Investigate root causes and improve Maintain current controls Opportunity to optimize RTO
recovery process. and processes. commitments of resources (3] 1.25 hours 2.00 hours -0.75 hours Better (Faster)
A\ NOTE
Identifies gaps in Drives continuous Supports risk 713N

il

KEY BENEFITS

Q v

D, Helps meet SLA/ o@e 'mProves stakeholder
recovery performance BCProportingand gy confidence inrecovery

against commitments

improvement in
recovery processes

management and
resilience posture

Use RTC Variance as a KPI to monitor

recovery performance and drive
data-driven improvements,

Q Consistently monitor and reduce positive RTC Variance to strengthen your organization's resilience.

Mean Time to Recover (MTTR)

Average time to restore service after disruption.

Mean Time to Detect (MTTD)

Average time to detect incidents or outages.

Mean Time to Contain (MTTC)

Average time to contain cyber or operational incidents.
Availability Metrics

Measure uptime and reliability.

Examples:
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service availability %
SLA/SLO compliance
outage frequency
outage duration

=A =4 -4 =4

Incident Management Metrics
Measure incident response effectiveness.
Examples:

incidents by severity
major incidents per month
repeatincidents.
escalation time

closure time

=A =4 =4 -4 4

Cybersecurity Metrics
Measure cyber resilience and threat posture.
Examples:

ransomware detections
malware incidents
vulnerability remediation time
patch compliance %
endpoint coverage %

=A =4 =4 -4 =4

Backup and Data Recovery Metrics

Measure data protection performance.

Examples:
1 backup success rate
f restore successate.
1 replication lag
{1 integrity validation success rate

Automation Metrics
Measure automation effectiveness.
Examples:

f automation coverage %
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f automated recovery success rate
f automated test pass rate
1 reduction in manual effort

Workforce and Site Continuity Metrics
Examples:

alternate site readiness %
workforce availability %

communication success rate
relocation activation time

=A =4 -4 -4

Vendor and Supply Chain Metrics
Examples:

1 vendor SLA compliance %

1 alternate supplier readiness.%

1 supply disruptiorincidents.

Compliance Metrics

Examples:
T audit findings
1 control compliance %
{ evidence collection automation.%
1 policy exceptions

Financial Metrics

Measure business value and ROI.

Examples:
{ avoided downtimecost.
1 cumulative savings
1 ROl realized
1 payback progress

Maturity Metrics
Track progress toward autonomous resilience.

Examples:

4/26/2026 © Data Center Assistance Group, LLC

Page:75



Controlled Business Resilience Factoy - detailed document

! automation maturity level
1 resilience maturity score
1 compliance maturity scote

Dashboard Integration
Metrics should feed:
executive dashboards
crisis dashboards

management reports
operational monitoring platforms

=A =4 -4 -4

CAF and CDF Feedback Loop
Metrics should continuously improve:

architecture patterns
automation workflows
recovery procedures
monitoring coverage

=A =4 -4 -4

Business Value

Metrics and KPIs provide measurable proof of resilience performance, support continuous
improvement, and justify ongoing investment in the CBRF model.

19. FutureState Enhancements

The Controlled Business Resilience Factory (CBRF) is designed as an evolving resilience ecosystem rather
than a static program. As business services, cyber threats, technologies, and regulatory requirements
evolve, the resilience operating model must contusly mature.

Future-State Enhancements define the roadmap for advancing CBRF toward autonomous, predictive,
and intelligencedriven resilience.

Strategic Objectives
Futurestate enhancements should:

further reduce Recovery Time Capability (RTC)
improve prediction and prevention @iutages.

increase automation and autonomouscovery.
strengthen cyber resilience and adaptidefense.
improve executive decisiemaking with Addriveninsights.
optimize cost efficiency and operatiorsdalability.

=A =4 -4 -4 -4 -4
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Al-Driven Predictive Resilience

Artificial Intelligence and Machine Learning can be used to predict and prevent incidents before they
occur.

Examples include:

anomaly detection

predictive failure analysis

workload forecasting

predictive maintenance

cyber threat detection and behavioral analytics

=A =4 -4 -4 A4

Business value:

1 reduced outages
1 earlier intervention
1 reduced Mean Time to Detect (MTTD)

Autonomous Recovery and Seffealing
Futurearchitectureshould move toward selfiealing systems.
Examples include:

automatic failover

automated database promotian

workload relocation

service restart and autoemediation.
autonomous scaling

=A =4 -4 -4 =4

Business value:

1 reduced Mean Time to Recover (MTTR)
1 lower operational effort

Digital Twin for Resilience Simulation
Organizations can create digital twins of:
business services
applicationarchitecture

infrastructure environments
supply chains

=A =4 -4 A

This enables simulation of:
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outages

failover scenarios
Cyberattacks
recovery timing

=A =4 -4 =4

Business value:

1 safer testing
1 better forecasting
f improved planning accuracy

Advanced Chaos Engineering
Expand chaos testing to simulate:

regional outages

cloud provider failures
dependency failures
ransomware scenarios
supply chairdisruptions.

=A =4 =4 -4 =4

Business value:

f continuous validation of resilience assumptions
Zero Trust Recovery Architecture
Future recovery models should aligiith Zero Trust principles.
Examples include:
continuous authentication
least privilegeaccess.

micro-segmentation during recovery
trust revalidation beforgeconnect.

=A =4 -4 =4

Business value:

1 reduced reinfection risk
1 stronger cyber resilience

Hyper automationand Orchestration
Expand automation using:

1 workflow orchestration
1 eventdriven automation
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1 robotic process automation (RRA)
1 low-code/no-code orchestration

Business value:

{1 faster activation and recovery
1 reduced manuagffort.

GenAl for Crisis and Recovery Operations
Generative Al can support:

incident summarization

executive briefing generation
automated communications drafting
runbook recommendations

root cause analyssupport.

=A =4 =4 -4 =4

Business value:

1 faster decisions
1 reduced administrativeffort.

Quantum-Safe and Emerging Cybersecurity Controls
Prepare for future cyber risks with:

f quantumresistant encryption

1 advanced identity protections

{1 adaptive access controls
Sustainability and Green Resilience
Future resilience models should optimize:

1 energyefficient recovery operations

f carbonaware workload relocation

1 sustainable alternate site strategies
Integrated Enterprise Resilience Score
Develop a unified resilience score across:
business services
Applications

Data.
cyber posture

= =4 -4 =4
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1 vendor risk
1 workforce readiness

This can support executive and board reporting.
Expanded CAF and CDF Evolution
CAF future enhancements may include:

T Alassisted coding and resilience testing
! autonomous CI/CD optimization

CDF future enhancements may include:

{1 Akdriven data integrity monitoring
1 autonomous data reconciliation

Strategic Roadmap Governance

Organizations should maintain a mugar roadmap with:
prioritized initiatives

investment requirements

target maturitylevels.
expected ROI

=A =4 -4 A

Business Value

Future-State Enhancements ensure CBRF remains adaptive, innovative, and capable of meeting evolving
operational, cyber, and business resilience challenges.

20. Conclusion

The Controlled Business Resilience Factory (CBRF) represents a transformational shift in how
organizations design, govern, automate, and continuously improve resilience across business services,
applications, data, facilities, workforce, and supply chains.

Traditional business continuity and disaster recovery programs are often fragmented, manually
operated, infrequently tested, and difficult to measure. These legacy approaches create uncertainty in
meeting Recovery Time Objectives (RTO), Recovery Poirtti@dge(RPO), and actual Recovery Time
Capability (RTC), while increasing operational, financial, cybersecurity, and regulatory risk.

CBRF modernizes resilience by establishing an integrated, autonfiasipmpolicydriven, and
continuously validated operating model that embeds resilience engineering directly into enterprise
operations.
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Through integration with the Controlled Application Factory (CAF) and Controlled Data Factory (CDF),
CBRF ensures that resilience is engineenaot merely documented.

This white paper has defined a comprehensive resilience framework that includes:

Businesded resilience modeling and Business Impact Analysis. (BIA)
Recovery Time Capability (RTC) validation and optimization

Single Point of Failure (SPOF) identification and alternate path engineering
AutomationHirst recovery engineering and autonomous recovery principles
Application resilience through CAF integration

Data resilience through CDF integration

Cyber recovery and cleanom operations

Site protection, salvage, and physical restoration

Alternate site and workforce continuity

Vendor and supply chain continuity

Recovery sequencing and controlled failback

Audit trails, executive dashboards, and managenrepbrting.

Compliance, cybersecurity, incident, and problem management

Financial justification through cosenefit and ROI analysis

Metrics and KPIs for governance and optimization

Futurestate enhancements including Al, predictive analytics, anehealling systems

= =4 =4 =4 4 -4 a8 A a8 o oa s g

Collectively, these capabilities transform resilience from a reactive operational expense into a strategic
business enabler.

Organizations adopting CBRF can expect measurable outcomes such as:

reduced Mean Time to Detect (MTTD)

reduced Mean Time to Recover (MTTR)

improved RTO and RPO compliance

reduced outage frequency and duration

improved cyber resilience against ransomware and destrueiitaeks.
improved compliance readiness and auditability

reduced operational costs througtutomation.

stronger customer trust and revenue protection

=4 =4 =4 4 -8 -8 -4 A

CBREF also establishes a continuous improvement feedback loop into CAF and CDF, ensuring every
incident, outage, failed test, audit finding, and root cause analysis results in measurable enhancements
to architecture, automation, controls, and recovery prdoees.

As organizations face increasing operational complexity, cyber threats, regulatory pressure, and
customer expectations, resilience must become an engineered enterprise capability rather than an
isolated planning function.

CBRF provides the strategic vision, operating model, automation framework, governance structure, and
measurable performance model necessary to achieve that outcome.
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The future of Resilience

PREDICTIVE

See what's coming.
Leverage data, AI/ML, and analylccs
to predict risks, failures, and disrup!

PREVENTIVE

al
t

Stop issues before they start.
Implement controls, policies, and

before they happen.
+ Real-time monitoring & telemetry
+ Anomaly detection & trend analysis
- Risk scoring & impact prediction

- Early warning & foresight

PR

ive actions to elimi or reduce
the likelihood and impact of events.
« Threat-informed controls

Patch, harden, and configuration
management

- Capacity & dependency management

o W G

Resilience by design

Img

THE FUTURE OF RESILIENCE IS

AUTOMATED

to

Evolving from insight to intelligence—delivering self-healing, adaptive, and resilient operations.

R T 3 R+ T

) q
Respond at machine speed.
Use orchestration and automation

execute repeatable, consistent, and
rapid response and recovery.

- Automated runbooks & playbooks
+ Orchestrated failover & failback

- Continuous validation & testing

Policy-driven execution

AUTONOMOUS

o L‘

AUTONOMOUS

@)

Operate and heal on its own.
Systems continuously learn, adapt,
and make decisions to maintain resilience
with minimal human intervention.

+ Al-driven decision making
- Self-healing infrastructure
- Adaptive & context-aware responses

Conti learning &

[(ZSX- X

OUTCOME: Higher resilience, lower downtime, reduced risk, optimized cost,

() and the ability to adapt and thrive in any condition.

DATA CENTER ASSISTANCE GROUP, LLC
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@

From prediction to autonomy—building the resilient
foundation for a trusted, secure, and continuous future.

WHY THIS
MATTERS

Proactive over J
reactive

Sustainable
business continuity

o®e Strongertrust
'.‘ and confidence

Lower cost
of resilience

Faster recovery,
less disruption

Future-ready
aul I I operations

*

The Controlled Business Resilience Factory is designed to help organizations lead that future.

EMPOWERING RESILIENCE. ENSURING CONTINUITY. PROTECTING WHAT MATTERS.

Executive Call to Action

Transform Resilience from a Cost Center into a Competitive Advantage

Ly G2RlI&Qa SyYy@ANRYYSyiGsz S@S
regulatory exposure, and creates cybersecurity risk.

NE YAydzaiS 2F R26yGAYS

Most organizations still rely on fragmented business continuity plans, manual disaster recovery
processes, disconnected tooling, and unproven recovery assumptions.

The result?

Uncertain Recovery Time Objectives (RTOs)
Unvalidated Recovery Point Objectives (RPOS)
Excessive Recovery Time Capability (RTC)
Hidden Single Points of Failure (SPOFs)
Increased cyber, operational, and financiak.

=A =4 =8 -4 =4
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At Data Center Assistance Group, LLC, we help executive leadership move beyondplandimgo
engineered resilience

We design, tailor, and implement integrated enterprise resilience solutions including:

1 Controlled Business Resilience Factory (CBRF)
Business Continuity, Disaster Recovery, Cyber Recovery, Executive Reporting, Compliance, and
Automated Recovery Engineering.

1 Controlled Application Factory (CAF)
Secure SDLC, CI/CD resilience gates, Infrastructure as Code, Application Failover, and Continuous
Improvement.

1 Controlled Data Factory (CDF)
Data Protection, Backup/Replication, Integrity Validation, Reconciliation, and Recovery
Automation.

Our advisory and implementation services help organizations:

N Reduce downtime b80%;70%

N Reduce recovery times 0%80%

N Improve audit and compliance efficiency £§%€80%

N Strengthen cyber resilience against ransomware and destructive attacks
N Improve operational efficiency through automation and standardization
N Achieve measurable ROI with payback periods often betwle2d months

Engage DCAG to:

Assess your current resilience posture

Identify gaps in RTO, RPO, RTC, and SPOF mitigation

Build a tailored roadmap and executive business case

Design automated resilience architectures

Implement CAF, CDF, and CBRF operating models

Integrate cybersecurity, compliance, and observability

Establish dashboards, metrics, KPIs, and governance
Operationalize continuous improvement and autonomous recovery

Schedule folan Advisory Executivéession
Discover how your organization can move toward:

with expert guidance from Data Center Assistance Group, LLC.
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Contact
Thomas Bronack, President

Data Center Assistance Group, LLC
Engineering Resilience. Accelerating Recovery. Protecting What Matters.

bronackt@dcag.corh bronackt@gmail.conh www.dcag.comi (917) 6736992
Executive Advisory | Architecture | Implementation | Managed Services

Turn resilience into a strategic business advantagefore the next outageassessegour organization.
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