
ENTERPRISE CLOUD CONCEPTS 

Unit-5 

Important Q & A 

1) What is the Tuning Methodology? Explain its Methodologies? 

Ans) Tuning methodologies in enterprise cloud compuƟng involve opƟmizing the cloud 
environment to ensure it operates efficiently, cost-effecƟvely, and meets performance 
requirements. Here are key methodologies: 

1. ConƟnuous Monitoring: Regularly track performance metrics like CPU usage, 
memory uƟlizaƟon, network latency, and Input/Output OperaƟons per Second (IOPS) 
to idenƟfy boƩlenecks1. ConƟnuous monitoring helps in proacƟvely addressing 
issues. 

2. Load Balancing: Distribute workloads across mulƟple servers to avoid overloading 
any single server. This improves responsiveness and reliability2. 

3. Caching and Compression: Implement data caching and compression techniques to 
reduce storage requirements and minimize latency. 

4. Resource AllocaƟon: OpƟmize the allocaƟon of compute power, storage, and 
networking resources to ensure efficient uƟlizaƟon. 

5. Auto-scaling: Use auto-scaling features to automaƟcally adjust the number of 
compute resources based on current demand. This ensures efficient resource usage 
with minimal manual intervenƟon2. 

6. Database OpƟmizaƟon: Tune database queries and indexing to improve data 
retrieval speed and reduce query Ɵmes1. 

7. Edge CompuƟng: UƟlize edge compuƟng to process data closer to the source, which 
reduces latency and improves the performance of real-Ɵme applicaƟons. 

8. Data DeduplicaƟon: Eliminate duplicate copies of data to reduce storage 
requirements and improve efficiency. 

9. AI and PredicƟve AnalyƟcs: Use AI to predict workload paƩerns and manage 
resources proacƟvely. This helps maintain opƟmal performance even during 
fluctuaƟng workloads3. 

10. System IntegraƟon: Integrate various informaƟon systems to enhance operaƟonal 
efficiency and scalability. 

These methodologies ensure that enterprises can maintain opƟmal performance, scalability, 
and cost-effecƟveness in their cloud environments. 



2) What is Cloud-based Contract Management explain with benefits? How 
Cloud Contract Management compares to TradiƟonal Contract Management 
SoluƟons? 

Ans) Cloud-based contract management involves managing contracts digitally through a 
SoŌware as a Service (SaaS) plaƞorm. This approach eliminates the need for a manual 
fragmented approach, where contracts are stored across mulƟple systems or in physical 
form. 

Instead, businesses can store, track, and manage contracts in a centralized digital contract 
repository, accessible from anywhere with an internet connecƟon, improving efficiency and 
reducing errors. 

For example 

Imagine a company that previously stored contracts in physical files or on computers. This 
approach oŌen led to document loss, inefficient approval processes, and difficulƟes in 
collaboraƟon. With a cloud contract management system, the company can easily upload all 
contracts to a secure online repository. Team members now have easy access to the 
contracts and can automate workflows for approvals. 

6 Key benefits of using cloud-based contract management for your business 

1. Establishes a centralized contract repository for easy access 

2. Facilitates real-Ɵme collaboraƟon among teams 

3. Streamlines automaƟon of contract workflows 

4. Provides enhanced security and compliance measures 

5. Supports scalability and flexibility as your business grows 

6. Maximizes cost efficiency with subscripƟon-based models 

How cloud contract management compares to tradiƟonal contract management soluƟons 

Here is the table differenƟaƟng cloud contract management and tradiƟonal contract 
management with detailed informaƟon. 

 



Feature Cloud Contract Management TradiƟonal Contract 
Management 

Visibility Real-Ɵme access to contract 
data and performance metrics, 
improving transparency 

Limited visibility, oŌen 
relies on manual updates 
and tracking 

Control Centralized management for 
the enƟre contract lifecycle, 
reducing inconsistencies 

Decentralized control with 
potenƟal variaƟons across 
teams 

Compliance Automated compliance checks 
and alerts, lowering the risk of 
errors 

Manual compliance 
tracking, increasing the 
chance for oversight 

IntegraƟon Seamlessly integrates with 
CRM, ERP, and other business 
tools 

Limited integraƟon 
capabiliƟes, oŌen 
requiring manual data 
entry 

Deployment Hosted on secure cloud 
servers, minimizing local 
infrastructure 

Installed on local servers, 
requiring ongoing 
maintenance 

Accessibility Remote access via internet, 
available from any locaƟon 

Limited access, typically 
restricted to specific 
physical locaƟons 

Maintenance Managed by the cloud 
provider, reducing internal IT 
requirements 

Requires dedicated in-
house IT team for updates 
and support 



 

3) Explain about Cloud Infrastructure and What are its Components?  

Ans) Cloud Infrastructure which comes under the backend part of cloud architecture 
represents the hardware and soŌware component such as server, storage, networking, 
management soŌware, deployment soŌware and virtualizaƟon soŌware etc. In backend, 
cloud infrastructure enables the complete cloud compuƟng system. 

Why Cloud CompuƟng Infrastructure : 

Cloud compuƟng refers to providing on demand services to the customer anywhere and 
anyƟme irrespecƟve of everything where the cloud infrastructure represents the one who 
acƟvates the complete cloud compuƟng system. Cloud infrastructure has more capabiliƟes 
of providing the same services as the physical infrastructure to the customers. It is available 
for private cloud, public cloud, and hybrid cloud systems with low cost, greater flexibility and 
scalability. 

Cloud infrastructure components : 

Different components of cloud infrastructure supports the compuƟng requirements of a 
cloud compuƟng model. Cloud infrastructure has number of key components but not limited 
to only server, soŌware, network and storage devices. SƟll cloud infrastructure is categorized 
into three parts in general i.e. 

1. CompuƟng 

2. Networking 

3. Storage 

Cost 
Structure 

SubscripƟon-based model with 
predictable costs 

High upfront investment 
and potenƟal ongoing 
maintenance costs 

Scalability Easily scales up or down to 
match business needs 

Scaling requires addiƟonal 
resources, oŌen limited by 
infrastructure 

Security Enhanced security protocols 
managed by the cloud provider 

Relies on in-house security 
measures, potenƟally 
variable quality 



The most important point is that cloud infrastructure should have some basic infrastructural 
constraints like transparency, scalability, security and intelligent monitoring etc. 

 

                  Components of Cloud Infrastructure 

1. Hypervisor : 

Hypervisor is a firmware or a low level program which is a key to enable virtualizaƟon. It is 
used to divide and allocate cloud resources between several customers. As it monitors and 
manages cloud services/resources that’s why hypervisor is called as VMM (Virtual Machine 
Monitor) or (Virtual Machine Manager). 

2. Management SoŌware : 

Management soŌware helps in maintaining and configuring the infrastructure. Cloud 
management soŌware monitors and opƟmizes resources, data, applicaƟons and services.  

3. Deployment SoŌware : 

Deployment soŌware helps in deploying and integraƟng the applicaƟon on the cloud. So, 
typically it helps in building a virtual compuƟng environment. 

4. Network : 

It is one of the key component of cloud infrastructure which is responsible for connecƟng 
cloud services over the internet. For the transmission of data and resources externally and 
internally network is must required. 

5. Server : 

Server which represents the compuƟng porƟon of the cloud infrastructure is responsible for 
managing and delivering cloud services for various services and partners, maintaining 
security etc. 

6. Storage : 



Storage represents the storage facility which is provided to different organizaƟons for storing 
and managing data. It provides a facility of extracƟng another resource if one of the resource 
fails as it keeps many copies of storage. 

Along with this, virtualizaƟon is also considered as one of important component of cloud 
infrastructure. Because it abstracts the available data storage and compuƟng power away 
from the actual hardware and the users interact with their cloud infrastructure through GUI 
(Graphical User Interface). 

4) What are cloud infrastructure adopƟon models? What is the difference 
between cloud infrastructure and cloud architecture? 

Ans) 

OrganizaƟons use cloud infrastructure to extend their soŌware use cases beyond tradiƟonal 
compuƟng environments. They choose different cloud infrastructure opƟons to meet their 
operaƟonal requirements.  

Public cloud 

The public cloud model allows organizaƟons to access cloud compuƟng capabiliƟes in a 
mulƟ-tenant arrangement. Instead of owning the underlying infrastructure, you rent cloud 
infrastructure from third-party service providers. 

Public cloud services provide companies with several opƟons to access infrastructure. You 
can pay more for dedicated physical infrastructure that's fully managed by the provider but 
accessible and usable only by your organizaƟon. AlternaƟvely, you can also choose a cost-
friendly opƟon to access shared physical resources as fully isolated virtual environments. You 
can enjoy the elasƟcity, recoverability, and availability that public cloud providers offer at 
very low costs.  

Private cloud 

A private cloud is a physical infrastructure owned and managed by a single organizaƟon. 
OrganizaƟons set up on-premises cloud environments in their data centers. Unlike the public 
cloud, they don't share underlying physical resources with other users. OrganizaƟons are 
responsible for provisioning, managing, and maintaining all hardware and soŌware 
components of a private cloud architecture. Moreover, the cost of seƫng up and expanding 
private cloud environments is comparaƟvely higher than the public cloud. Therefore, some 
organizaƟons use a managed private cloud service to host their internal workloads. 

Hybrid cloud 

The hybrid cloud model allows an organizaƟon to use both private and public clouds 
simultaneously. You can use a public cloud to access and share resources from different 
geographical locaƟons. Meanwhile, a private cloud provides a self-managed infrastructure 
for storing sensiƟve data in an isolated environment.  

What is the difference between cloud infrastructure and cloud architecture? 



Cloud architecture describes the methods, technologies, and frameworks developers use to 
design cloud applicaƟons. This includes microservices, APIs, containers, and resources that 
make it possible to deploy, maintain, and scale services in the cloud. You can think of cloud 
architecture as a blueprint that lays out how individual cloud technologies interact. 

Meanwhile, cloud infrastructure consists of physical resources and soŌware components 
that enable an architected cloud service. Cloud infrastructure provides compuƟng power, 
interconnecƟvity, storage, and other capabiliƟes developers need to support cloud 
technologies. 

5) What are the Next GeneraƟon Cloud Services? 

Ans) Next-generaƟon cloud services are revoluƟonizing the way companies operate by 
introducing advanced technologies and methodologies that drive efficiency, scalability, and 
innovaƟon. Here's an overview of some key aspects and trends: 

1. Distributed Cloud SoluƟons: This enables businesses to use a combinaƟon of public, 
private, and edge cloud environments that are integrated seamlessly. It helps in 
reducing latency and brings compuƟng closer to the source of data2. 

2. Unikernels: These are specialized, single-address-space machine images constructed 
by using library operaƟng systems. They are opƟmized for performance, security, and 
minimal footprint, making them ideal for microservices. 

3. Blockchain IntegraƟon: Blockchain technology is being used to enhance data security 
and provide decentralized soluƟons. It offers new ways to verify transacƟons, 
manage idenƟƟes, and enforce smart contracts. 

4. Serverless CompuƟng: Services like AWS Lambda and Azure FuncƟons allow 
developers to build and run applicaƟons without managing servers. This saves Ɵme 
and resources, as the cloud provider handles the underlying infrastructure. 

5. ArƟficial Intelligence and Machine Learning: These technologies are embedded into 
cloud services to provide predicƟve analyƟcs, automaƟon, and enhanced decision-
making capabiliƟes. AI and ML are used for tasks ranging from data analysis to 
improving operaƟonal efficiency and security3. 

6. AutomaƟon and OrchestraƟon: Next-gen cloud soluƟons focus on automaƟng 
various processes, including deployment, scaling, and monitoring. This reduces the 
need for manual intervenƟon and ensures consistent performance. 

7. Hybrid and MulƟ-Cloud Strategies: Businesses are adopƟng hybrid (combining on-
premises and cloud) and mulƟ-cloud (using mulƟple cloud providers) strategies for 
beƩer flexibility, redundancy, and cost opƟmizaƟon. 

8. Enhanced Security and Compliance: Security is an ongoing focus with conƟnuous 
compliance measures in place. Advanced encrypƟon, idenƟty, and access 
management, and threat detecƟon tools are integral parts of next-gen cloud services. 



Next-generaƟon cloud services enable enterprises to leverage cuƫng-edge technologies, 
opƟmize costs, and achieve greater agility and scalability. They are shaping the future by 
enabling businesses to innovate quickly and efficiently. 

6) What are Service Infrastructures Explain about that? 

Ans) Iaas is also known as Hardware as a Service (HaaS). It is one of the layers of the cloud 
compuƟng plaƞorm. It allows customers to outsource their IT infrastructures, such as 
servers, networking, processing, storage, virtual machines, and other resources. Customers 
access these resources on the Internet using a pay-as-per-use model. 

 

IaaS provider provides the following services - 

 

CompuƟng: To provision virtual machines (VMs) for end users, IaaS providers offer virtual 
central processing units (CPUs) and virtual main memory. As a result, users may run their 
workloads and apps on the provider's infrastructure without having to worry about 
managing the underlying hardware. 

Storage: Back-end storage services are provided by IaaS providers, enabling users to store 
and access their files and data. This offers scalable and trustworthy storage soluƟons for a 
variety of use cases and can include block storage, object storage, or file storage 
alternaƟves. 



Network: IaaS providers provide networking tools, including routers, switches, and bridges 
for the VMs through Network as a Service (NaaS). This enables connecƟvity and 
communicaƟon between VMs and other resources while also allowing customers to create 
and maintain their network architecture within the IaaS environment. 

Load balancers: Infrastructure-layer load balancing services are provided by IaaS providers. 
Incoming network traffic is split up among many virtual machines (VMs) or resources by load 
balancers, resulƟng in effecƟve resource management and excellent applicaƟon and service 
availability. 

Security: Security features and services are frequently offered by IaaS providers as part of 
their offering. To safeguard data and resources housed on the IaaS plaƞorm, this can include 
network security, firewall configuraƟons, access controls, encrypƟon, and other security 
measures. 

Backup and disaster recovery services are provided by some IaaS providers, enabling 
customers to create backup copies of their data and soŌware and put recovery plans in 
place in the event of data loss or system problems. This promotes business conƟnuity and 
data security. 

Monitoring and Management: IaaS suppliers provide tools and services for monitoring and 
controlling the resources and infrastructure. This can involve managing VMs, storage, and 
network configuraƟons using management panels or APIs, as well as measuring resource 
uƟlizaƟon, automaƟng scaling, and monitoring performance. 

Advantages of IaaS Cloud CompuƟng Layer 

1. Shared infrastructure 
2. Web access to the resources 
3. Pay-as-per-use model 
4. Focus on the core business 
5. On-demand scalability 

Disadvantages of IaaS Cloud CompuƟng Layer 

1. Security 
2. Maintenance and Upgrade 
3. Interoperability Issues 
4. Performance Variability 
5. Dependency on Internet ConnecƟvity 
6. Learning Curve and Complexity  
7. Cost Management 

7) What is Cloud Infrastructure SoluƟon? List some Names of Major Cloud 
Infrastructure Providers?  

Ans) Cloud infrastructure soluƟons are essenƟally services provided to manage and deliver 
compuƟng resources over the internet. 



Major Cloud Infrastructure Providers 

1. Amazon Web Services (AWS): Offers a comprehensive suite of cloud infrastructure 
services, including EC2 for compute, S3 for storage, and VPC for networking. 

2. MicrosoŌ Azure: Provides a wide range of cloud services, including virtual machines, 
Azure Blob Storage, and Azure Virtual Network. 

3. Google Cloud Plaƞorm (GCP): Known for its powerful data analyƟcs and machine 
learning services, GCP also provides robust compute and storage soluƟons. 

4. IBM Cloud: Focuses on hybrid cloud soluƟons and offers infrastructure as a service 
(IaaS), including bare metal and virtual servers. 

5. Oracle Cloud Infrastructure (OCI): Provides a range of cloud services with a focus on 
enterprise applicaƟons and workloads. 

These soluƟons help businesses achieve scalability, flexibility, and cost efficiency while 
maintaining high performance and security standards. 

8) What are Clouds for Business ConƟnuity? 

Ans) Cloud soluƟons for business conƟnuity are strategies and services designed to ensure 
that businesses can maintain operaƟons and recover quickly in the event of disrupƟons. 
Here's a brief overview of how the cloud supports business conƟnuity: 

1. Regular Backups: Cloud services provide automated, regular backups, ensuring that 
criƟcal data is constantly updated and recoverable. 

2. Failover Mechanisms: They offer failover capabiliƟes, meaning if one system fails, 
another one takes over seamlessly. 

3. Reduced DownƟme: Cloud providers offer high availability and redundancy, which 
significantly reduces downƟme. 

4. BeƩer Security Management: Cloud services oŌen include robust security measures 
to safeguard data. 

5. Scalability: Businesses can scale their applicaƟons and storage needs up or down 
based on demand, ensuring flexibility during crises. 

6. DisrupƟon MiƟgaƟon: Cloud soluƟons reduce the impact of service disrupƟons, such 
as Distributed Denial-of-Service (DDoS) aƩacks 

9) Explain about The Emergence of Enterprise Clouds (EvoluƟon of Cloud 
CompuƟng)? What are its advantages & disadvantages? 

Ans) The emergence of enterprise clouds has been a significant milestone in the evoluƟon of 
cloud compuƟng, offering businesses the flexibility, scalability, and efficiency they need to 
thrive in today's digital age. 

Historical Context 



The concept of cloud compuƟng has been around since the early 2000s. The iniƟal phases 
saw the adopƟon of SoŌware-as-a-Service (SaaS) by applicaƟons like Salesforce and Office 
3651. By the mid-2010s, the use of Infrastructure-as-a-Service (IaaS) and Plaƞorm-as-a-
Service (PaaS) had significantly increased. 

Key Trends 

1. Hybrid Cloud AdopƟon: Many enterprises have adopted hybrid cloud models, 
combining public and private cloud environments to take advantage of both flexibility 
and control. 

2. Regulatory Compliance: As regulatory requirements become more stringent, 
businesses have turned to private clouds to ensure compliance while leveraging the 
benefits of cloud compuƟng2. 

3. Scalability and Performance: Enterprise clouds provide scalable resources that can 
be adjusted based on demand, ensuring opƟmal performance with predictable costs. 

4. IntegraƟon with AI and IoT: The integraƟon of arƟficial intelligence (AI) and the 
Internet of Things (IoT) with cloud services has driven innovaƟon, allowing 
businesses to harness data analyƟcs and machine learning for beƩer decision-
making. 

The phrase “Cloud Computing” was first introduced in the 1950s to describe internet-
related services, and it evolved from distributed computing to the modern technology 
known as cloud computing. Cloud services include those provided by Amazon, Google, and 
Microsoft. Cloud computing allows users to access a wide range of services stored in the 
cloud or on the Internet. Cloud computing services include computer resources, data 
storage, apps, servers, development tools, and networking protocols. 

 
 



Advantages of Cloud CompuƟng 

 Cost Saving 

 Data Redundancy and ReplicaƟon 

 Ransomware/Malware ProtecƟon 

 Flexibility 

 Reliability 

 High Accessibility 

 Scalable 

Disadvantages of Cloud CompuƟng 

 Internet Dependency 

 Issues in Security and Privacy 

 Data Breaches 

  LimitaƟons on Control 

 

 


