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GROUP STANDARD TERMS AND CONDITIONS 

OF PURCHASE 

Definition 

In these Standard Terms and Conditions of Purchase: 

“Cyan” means the Cyan entity ordering the Works as specified on the Order. 

“Cyan Group” means Cyan and its parent, affiliated and subsidiary companies, and its and their 

respective officers, employees and agents. 

“Order” means all purchase orders which Cyan may place with the Supplier. 

“Supplier” means the party named on the Order who is bound to supply and deliver the Works. 

“Supplier Group” means the Supplier and its parent, affiliated and subsidiary companies, and their 

contractors of any tier and its and their respective officers, employees and agents. 

“Terms and Conditions” means the terms and conditions set out below. 

“Work” means the materials, products, equipment, goods, services, information or data as specified in 

the Order. 

General Conditions 

1. Terms 

1.1 These Terms and Conditions will apply to all Orders unless and to the extent otherwise stated 

explicitly in the Order. 

1.2 To the extent of any inconsistency between the terms of the Order and of these Terms and 

Conditions, the terms of the Order shall prevail. 

1.3 Any modifications the Orders or these Terms and Conditions must be in writing and signed by both 

parties. 

2. Acknowledgement and Acceptance of Orders 

2.1 An Order will be deemed to have been accepted by the Supplier upon the earlier of: 

2.1.1 commencement of the performance of Work by the Supplier; and 

2.1.2 Supplier’s written or verbal acceptance of an Order. 

2.2 By acceptance of the Order, the Supplier agrees to be bound by and comply with these Terms and 

Conditions. 

2.3 The Order and these Terms and Conditions comprise the entire agreement between the parties in 

relation to the Order and supersede all prior negotiations, representations and/or agreements 

relating to the Order whether oral or in writing. 

3. Revision 
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3.1 Cyan reserves the right at any time prior to delivery or completion of the Works to make a revision 

to the Order to correct any errors or omissions or to make any changes to the Works which may 

include additions or reductions (“Revision”). 

3.2 Upon receipt of a Revision from Cyan, the parties will in good faith negotiate any increase or 

reduction in the quoted price for the relevant Order and any changes to the delivery timeframes 

associated with the Revision. Where appropriate the basis of computation of any increase or 

decrease in the quoted price will be by reference to the Supplier’s rates under the existing Order. 

4. Completion and Delivery 

4.1 The Supplier must complete the Works by the delivery date specified in the Order. 

4.2 The Supplier will provide (at its own expense) such information as necessary concerning the status 

and progress of the Works as Cyan requests from time to time. 

4.3 The Supplier, at its expense, will package and deliver all the Works strictly in accordance with good 

industry practice, all applicable laws as well as the delivery instructions and terms of the Order. The 

Supplier will release, defend and indemnify the Cyan Group in respect of all loss, expenses, 

damages, claims and liability incurred by the Cyan Group if the supplier fails to comply with its 

obligations in respect of this clause 4.3. 

4.4 Delivery of the Works will occur at Cyan’s designated location. Unless otherwise stated in the Order, 

the Supplier will, at its own cost, unload the Works at Cyan’s designated location. 

4.5 If the Supplier fails to commence performance of the Works such that it will be able to complete 

or deliver the Works on the delivery date or if it appears to Cyan that the Supplier may not be able 

to complete or deliver the Works on the delivery date specified in the Order, Cyan and the Supplier 

shall use reasonable endeavours to agree a mutually acceptable revised delivery date. However, if 

Cyan and the Supplier cannot agree, Cyan may in its absolute discretion, elect to terminate the 

Order. 

4.6 The Supplier will release, defend and indemnify the Cyan Group for all loss, expenses, damages, 

claims and liability incurred by the Cyan Group as a result of any delay or failure by the Supplier to 

complete or deliver the Works by the delivery date specified in the Order. 

4.7 At completion and/or delivery of the Works, the Supplier will provide Cyan with all drawings, 

certificates and other documentation as may be required by Cyan. The Supplier shall give sufficient 

notice to Cyan of its intention to cease supply of any component parts or replacements for goods, 

to enable Cyan to purchase such component parts or replacements goods from the Supplier, 

should Cyan so wish. 

4.8 Time is of the essence in relation to the Supplier’s obligation to deliver and/or complete the Works 

by the delivery date specified in the Order. 

4.9 If it ever appears that the time for delivery of the Works will not be met, the Supplier must 

immediately notify Cyan of any anticipated delay, with complete information regarding the cause 

and the earliest possible delivery date. 

4.10 In the event of late delivery, Cyan may (without prejudice to any other rights which it may have for 

late delivery): 
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4.11 terminate all or any part of the Order; or 

4.12 accept late delivery of the Works. 

4.13 If Cyan agrees to accept late delivery of the Works, the Supplier shall pay Cyan liquidated damages: 

4.14 commencing from the date on which the Works should have been delivered until the 

date until the Works are delivered; and 

4.15 payable at a rate of 0.5% of the purchase price for the Works, for each day of delay, to 

a maximum of 20% of the Order price. 

5. Title and Risk 

5.1 Title to and property in the Works will pass to Cyan upon the earliest of: 

5.1.1 payment of any part of the Order price by Cyan; 

5.1.2 delivery of the goods to Cyan’s designated location (if applicable); and 

5.1.3 completion of the Works by the Supplier. 

5.2 Works paid for but not yet delivered or completed by the Supplier will be appropriately marked, 

segregated and identified as the property of Cyan. 

5.3 Risk in the Works will remain with the Supplier until the later of: 

5.3.1 in respect of goods, delivery of the goods, to Cyan’s satisfaction, at Cyan’s designated 

location; and 

5.3.2 completion of the Works by the Supplier. 

5.4 Risk in the Works and/or any part of them that do not comply with the requirements of the Order 

and which are rejected by Cyan shall revert to or remain with the Supplier. 

5.5 Subject to clause 5.6 below, the Supplier will reimburse Cyan for any loss or damage to the Works 

while risk in the Works rests with the Supplier. 

5.6 Where the Works are destroyed or damaged prior to completion and/or delivery to Cyan’s 

designated location and acceptance by Cyan, Cyan may (in its absolute discretion) cancel the Order 

and where any payment has been made by Cyan, the Supplier must immediately refund the monies 

paid by Cyan in relation to the Order. 

6. Inspection and Rejection of Works 

6.1 An authorised representative of Cyan will have the right but not the obligation to inspect and 

test all items of the Works prior to acceptance of the Works. The Supplier will allow Cyan access 

to Supplier’s premises to inspect and test the Works, if so requested. 

6.2 Cyan, in its absolute discretion, will have the right to: 

6.2.1 reject and/or return any item of the Works at the Supplier’s expense that Cyan 

considers to be defective or inferior in quality of material, workmanship or design or 

which fails to comply with the Order; and/or 

6.2.2 notify the Supplier in writing of any fault or defect of the Works or non- compliance 

with the Order. 
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6.3 If the Works are rejected and/or returned by Cyan in accordance with clauses 6.2.1 and/or 6.2.2 

above, Cyan will have the right at its discretion to either have Supplier repair or replace the 

Works or purchase similar Works elsewhere and to claim any additional expense(s) incurred by 

Cyan from the Supplier. The Supplier must refund any payments received from Cyan in relation 

to the rejected or returned Works. 

6.4 The Supplier will provide and maintain an inspection and testing system for the Works 

acceptable to Cyan. The Supplier will maintain a record of all quality procedures and test data 

in relation to the Works for a period of not less than two years after completion of an Order and 

will provide such information to Cyan (including test certificates) at the request of Cyan. 

6.5 The Supplier will make available at its own expense all tools, instruments, apparatus, facilities, 

services and materials for testing and inspection of the Works by Cyan. 

6.6 The Supplier will not be relieved from any responsibility regarding defects or other failures to 

meet the Order requirements which may be subsequently discovered, including latent defects 

by virtue of Cyan’s inspection, testing or acceptance of the Works. 

7. Invoices/Payments 

7.1 Unless otherwise stated in the Order, the total Order price as indicated in the Order is the 

currency specified in the Order and is fixed and firm, not subject to escalation for the duration 

of the Order, and includes all taxes, duties and other charges, packing, testing, delivery and 

documentation costs. 

7.2 The Supplier must issue a tax invoice satisfying all requirements of the laws of the relevant 

jurisdiction (“Invoice”). 

7.3 The Supplier’s invoice must contain: 

7.3.1 a description of the Works supplied by the Supplier; 

7.3.2 the Order number to which the invoice relates; 

7.3.3 an invoice number; 

7.3.4 statement of the currency of the invoice; 

7.3.5 the GST payable; 

7.3.6 the Supplier’s bank account details; 

7.3.7 details of associated costs (which the Supplier is entitled to recover); and 

7.3.8 any other information as required in the Order. 

7.4 Unless otherwise stated in the Order, payment of the Order price will be made in full within 

forty-five days from the end of the month in which Cyan receives a correct and proper Invoice 

with relevant supporting documentation. 

7.5 If Cyan disputes any Invoice, then Cyan will promptly notify the Supplier of any such dispute. 

The Supplier will issue a credit note for the disputed value of the Invoice and upon receipt of 

this credit note Cyan will pay the undisputed portion of any such Invoice. At the earliest 

opportunity Cyan and the Supplier will endeavour to resolve any such dispute. 

7.6 No claim for payment arising from the Order will be valid unless received by Cyan within three 

months of the date of completion of the Order. 

7.7 Cyan has the right to set off any monies due to Cyan Group by the Supplier Group against 

monies owing to the Supplier by Cyan. 

8. Insurance 
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8.1 The Supplier will, at its sole cost, effect and maintain adequate material loss or damage 

insurance for the full replacement value of the Works (including adequate transit insurance 

and covering unloading if the Supplier is required to unload goods at Cyan’s designated 

location). 

8.2 Such insurance will cover the parties’ respective rights and will be in the joint names of the 

parties. The Cyan Group will be named as additional insured at Cyan’s election. Coverage in 

respect of Cyan or the Cyan Group must be endorsed to be primary and non-contributory. 

8.3 The Supplier will also carry the following insurances (to the extent that they are relevant to the 

provision of the Works): 

8.3.1 workers Compensation/employer’s liability as required by law with (where legally 

permitted) an indemnity for Cyan Group and Cyan’s client (as applicable). The 

Supplier will ensure that its sub-contractors have similarly insured its employees; 

8.3.2 public & product liability insurance coverage for no less than AU$10,000,000 or less 

if Cyan approves in writing; 

8.3.3 professional indemnity insurance for no less than AU$5,000,000 or less if Cyan 

approves in writing; and 

8.3.4 Any other insurance required pursuant to Clause 16 (if applicable) or as required by 

law. 

8.4 Upon request, the Supplier will provide Cyan with the certificates of insurance confirming 

coverage and copies of underlying policies. 

8.5 The Supplier must ensure that the insurer provides an express waiver in favour of the Cyan 

Group of all rights, remedies or relief to which it might become entitled by way of subrogation. 

9. Confidential Information and Intellectual Property 

9.1 Any Order placed by Cyan will be treated as confidential and the Supplier will not make use 

of Cyan’s name (or the name of any companies associated with Cyan) for publicity purposes 

without the prior written consent of Cyan. 

9.2 Designs, drawings, specifications and information including software (“Information”) which 

may be provided by Cyan in connection with the Order are confidential and will only be used 

for the purpose of the Order. Such information will not be disclosed to any third party without 

the prior written consent of Cyan and will remain the property of Cyan. All Information 

belonging to Cyan will be returned to Cyan at the conclusion of the Order. 

9.3 All intellectual property rights in the “Cyan” name and logo and in any drawings, designs, 

reprints, patterns, technical information, data, translations, samples, tools or equipment and 

in all specifications or data furnished to the Supplier or prepared or made by the Supplier, 

Supplier’s employees, agents or sub-contractors for the purpose of fulfilling the Order will vest 

in and remain Cyan’s property and any property which is the subject of such intellectual 

property rights will be returned to Cyan immediately on request. 

9.4 Unless otherwise agreed to in writing by Cyan, all drawings, models, specifications, and other 

documents including software prepared by or acquired by the Supplier in connection with the 

Works required by an Order will become Cyan’s property. The Supplier hereby assigns any and 

all rights in relation to such documentation and will deliver such documentation to Cyan upon 

completion of the Order, or upon termination, abandonment, or postponement of the Order. 

Cyan will have full right to use such documents for any purpose without any claim on the 

Supplier’s part for additional compensation for such use. The Supplier will not place any 

proprietary notice on such documents inconsistent with the proprietary rights of Cyan, and 

the Supplier authorises Cyan to obliterate or disregard any such notice appearing on the 
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documents. 

9.5 The Supplier warrants that the sale or use of the Works will not infringe or contribute to the 

infringement of any patents or any other intellectual property or proprietary rights owned by 

third parties. 

9.6 The Supplier will release, defend and indemnify Cyan against all claims, losses, costs (including 

legal costs), expenses and damages of every kind and nature for, arising out of or in connection 

with any such alleged infringement of any patent or any other intellectual property or 

proprietary right arising out of or in connection with the order which may be brought against 

CYAN, its related entities or clients/customers and to pay all expenses (including legal 

expenses and fees) which are incurred in defending, and all costs, losses, damages, profits or 

other recoveries of every kind and nature for, arising out of or in connection with in every such 

claim. If any of the Works or part of the Works is held to constitute an infringement, the 

Supplier will at its expense, obtain for Cyan a royalty free license to use the item, or replace or 

modify the item in a manner satisfactory to Cyan so as to avoid the infringement without any 

degradation in performance.   

9.7 The Supplier shall use its reasonable endeavours to identify any infringement of patent or any 

other intellectual property or proprietary right in connection with or arising out of the Order. 

Should the Supplier become aware of such infringement or possible infringement then the 

Supplier shall inform Cyan immediately. 

10. Warranty 

10.1 The Supplier warrants that Works supplied are of merchantable quality (or, where the relevant 

jurisdiction for the purposes of clause 19.1 is Singapore, satisfactory quality), fit for the purpose 

intended, are of sound materials, workmanship, and design, free of defects in materials, 

workmanship and design, comply with all applicable laws and are capable of the standard of 

performance for which it is intended. The Supplier warrants that the Works are provided in 

strict accordance with the requirements specified in the Order and if Cyan supplied 

manufacturing drawings to the Supplier, the Supplier warrants that the Works are 

manufactured and supplied strictly in accordance with such drawings. 

10.2 If the Works or any part of the Works are found to be defective in material or workmanship, 

unsuitable for the purpose intended or not in conformity of the requirements of the Order 

within 24 months from the date of delivery of the Works (“Warranty Period”), the Supplier 

will (at the option of Cyan) either replace or repair and rectify any of those Works or parts of 

Works supplied by Supplier at the Supplier’s expense. If the Supplier fails to comply with its 

obligations within a reasonable period as determined by Cyan, Cyan may engage a third-party 

provider to replace or repair and rectify the defective, unsuitable or non-conforming Works 

and without prejudice to Cyan’s other rights the Supplier must pay Cyan’s costs in respect of 

the same. 

10.3 If the Supplier repairs or replaces or rectifies those Works during the Warranty Period then a 

new warranty will apply to those Works for a period of 12 months from the date that such 

repairs or replacements or rectification were completed to Cyan’s satisfaction. 

10.4 The Supplier will release, defend and indemnify the Cyan Group against all claims by any third 

party for loss or damage, directly or indirectly caused by Works supplied by the Supplier which 

are found to be defective in material or workmanship, unsuitable for the purpose intended, 

fail to comply with all applicable laws or incapable of the standard of performance intended 

or non-compliant with the Order. 

11. Safety 
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11.1 If the Works include a service or delivery which is being undertaken on property occupied by 

Cyan or its clients (“the Property”) the Supplier will be responsible for the safety of all persons 

on the Property engaged in the work and will ensure that such persons will comply with all 

Cyan safety regulations and procedures, including Cyan’s Contractor Safety Standards and 

General Requirements (which are available at Supplier’s request) and with all applicable safety 

legislation. 

11.2 The Supplier will provide full information on the use for which all Works supplied are designed 

and tested and of any conditions necessary to ensure such materials will be safe and without 

risk to health when handled, stored, transported and used. This information will be provided 

by the Supplier in writing, marked with the Order number and the relevant item number. 

11.3 The Supplier will perform all activities under the Order compliance with all applicable laws, 

rules and regulations. 

12. Force Majeure 

12.1 Neither party will be liable to the other for any failure or delay in performing any obligation 

under an Order where such failure or delay is due to a force majeure occurrence. For the 

purposes of the Order only the following occurrences shall constitute force majeure 

occurrences: riot, war, invasion, act of foreign enemies, hostilities (whether war has been 

declared or not), acts of terrorism, civil war, rebellion, revolution, insurrection of military or 

usurped power; ionizing radiations or contamination by radio activity from any nuclear fuel or 

radio-active, toxic, explosive or other hazardous properties of any explosive nuclear assembly 

or nuclear component thereof; pressure waves caused by devises travelling at sonic or 

supersonic speeds; earthquake, fire, flood, explosion or and other natural physical disaster, but 

excluding weather conditions regardless of severity; national or regional level strikes by labour 

not employed by the affected party, maritime or aviation disasters or any delays connected 

with existing and known circumstances (such as the COVID-19 pandemic). 

12.2 If the Supplier fails to fulfill an Order due to a force majeure occurrence beyond its reasonable 

control, Cyan may obtain substitute Works from elsewhere for this period, reducing the items 

ordered under such Order accordingly. If the Supplier is unable to continue fulfilling the Order 

within 15 days from specified delivery date, Cyan will have the right to terminate the Order 

without further obligation to the Supplier. 

13. Suspension 

13.1 Cyan may suspend all or part of the supply of the Works at any time after acceptance of the 

Order by the Supplier for any period by notice in writing to the Supplier. 

13.2 The Supplier must comply with the notice and recommence supply when notified by Cyan. 

13.3 The Supplier will not be entitled to any additional payment in respect of the suspension. 

13.4 Unless the suspension is because of a default on the part of the Supplier, the delivery date 

specified in the Order will be extended by a duration equal to the duration of the suspension 

or longer if agreed by Cyan. 

13.5 During any period of suspension, the Supplier must properly protect and secure Works and 

associated materials, equipment and other items used for the performance of the Order. 

14. Cancellation 

14.1 Cyan, at its option, may cancel the Order or any part of the Order at any time. 

14.2 If Cyan cancels an Order in accordance with clause 14.1 above, Cyan’s sole liability will be to 

pay for materials manufactured and supplied in accordance with the Order as at the date of 
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cancellation and for costs of custom materials and other items ordered for which the Supplier 

is legally bound to pay and cannot cancel or mitigate with use of reasonable efforts. Upon 

such payment, title to and property in all those materials and other items will pass to Cyan. 

15. Termination 

15.1 Without prejudice to the term of clause 14.1, in the event of any default of any of the 

conditions of the Order or these Terms and Conditions by the Supplier, Cyan may by written 

notice of default to the Supplier terminate the Order or any part of the Order. 

15.2 In the event Cyan terminates an Order in whole or in part because of any default by the 

Supplier, Cyan may procure, upon such terms and in such manner as Cyan may deem 

appropriate, works similar to those terminated and the Supplier will be liable to Cyan for any 

excess costs of such similar Works. 

16. Indemnity 

16.1 In this clause, “Indemnified Person” means: 

16.1.1 Cyan Group; and 

16.1.2 each of their clients, contractors and subcontractors. 

16.2 Supplier shall supply the Works and enter onto Cyan’s premises at Supplier’s sole risk and 

Cyan shall not be liable to Supplier for any loss, damage, injury or death sustained by any 

person or to any property or for any pollution, howsoever caused arising out of or in 

connection with the Works. 

16.3 Supplier must indemnify, keep indemnified and hold harmless the Indemnified Person, against 

any liability, loss, damage, cost or expense, suffered or incurred by the Indemnified Person or 

any action, claim, liability, suit, proceeding, application or demand of any kind brought against 

the Indemnified Person by any person in respect of: 

16.3.1 injury to or death of any person; 

16.3.2 loss or damage to any property and for losses resulting from such loss or damage; and 

16.3.3 pollution and for losses and clean-up costs resulting from such pollution. 

16.4 All irrespective of the negligence, omission or breach of duty (whether statutory or otherwise) 

of the Indemnified Person and irrespective of any claim that the Supplier Group has in tort, 

under contract or at law. 

17. Waiver and Amendment 

17.1 Neither a waiver of any provision of the Order nor consent to any departure from the Order 

will be effective unless given in writing by Cyan. 

17.2 Except as provided by law or equity or elsewhere in the Order, none of the provisions of the 

Order will be varied or amended without the prior written consent of the parties. 

18. Assignment and Sub-Contracting 

18.1 The Supplier will not assign the Order or any of its rights or obligations in these Terms and 

Conditions without the prior written consent of Cyan. 

18.2 No part of the Order is to be sub-contracted without prior written agreement of Cyan. The 

Supplier will be required to seek such agreement in writing with full particulars of each item 

and the proposed sub-contractor. Permitted sub-contracting will not in any way relieve the 

Supplier from its obligations under the Order or these Terms and Conditions. 
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19. Applicable Law and Dispute Resolution 

19.1 The Order and the rights and obligations of the parties will be construed in accordance with 

and be governed by the laws applicable in the jurisdiction in which the relevant Cyan entity 

named in the Order is incorporated except to the extent indicated otherwise in Annexure A. 

19.2 Any dispute arising from the Order or these Terms and Conditions will be dealt with in the first 

instant by senior levels of management within Cyan and the Supplier. If no solution is reached, 

either party is entitled to take the matter to litigation in the jurisdiction and courts identified 

in clause 19.1 above. 

20. Service of Notice 

20.1 Unless otherwise agreed to by the parties, any notice (and other documents) required or 

permitted to be given or delivered under an Order will be delivered and addressed to the party 

at the address of the relevant party as set out in the Order. Notice will be deemed to have 

been received by any party, and will be effective: 

20.1.1 on the day given (during normal business hours), if personally delivered or if sent by 

confirmed facsimile or electronic mail transmission (including any attached scanned 

documents), receipt verified, to a facsimile number or electronic mail address provided 

by the receiving party for the purpose of receiving such notices; or 

20.1.2 on the third day after which such notice is deposited, if mailed by certified or prepaid 

post. 

21. Hazardous Materials 

21.1 The Supplier will ensure that the Works will comply with the requirements of all applicable law 

and, to the extent that they contain toxic, corrosive or hazardous materials, the Supplier will 

ensure that a notice to that effect accompanies each consignment, together with appropriate 

care and handling instructions. 

21.2 Works supplied under the Order, which are contaminated beyond use, at the time of delivery, 

shall be regenerated or disposed of by the Supplier. The title and risk of the contaminated 

Works will remain with the Supplier, who will bear all expenses for the said processes. 

22. Free Issue Materials 

22.1 Where Cyan provides free issue materials for incorporation in the Order such materials shall 

remain the property of Cyan but shall become the risk and responsibility of the Supplier and 

shall so remain until the later of delivery to or acceptance of the Order by Cyan. 

22.2 The Supplier shall use such materials economically and any surplus shall be accounted for to 

Cyan and disposed of in accordance with Cyan’s instructions. Waste, loss of or damage to such 

materials arising from bad workmanship or failure of the Supplier to maintain such materials 

in good order and condition shall be made good at Supplier's expense and replacements of 

such materials to be equivalent quality and specification and subject to Cyan’s approval. 

22.3 All such free issue materials provided by Cyan shall be deemed to be in good condition when 

received by or on behalf of the Supplier unless the Supplier otherwise notifies Cyan within 48 

hours. 

23. Anti-Bribery and Corruption 

23.1 The Supplier must not and must ensure that its subcontractors and personnel do not, in 

connection with the Works, either directly or indirectly offer or give to any person in the 

services of Cyan any gift or consideration of any kind as an inducement or reward for any act 
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or omission of that person or another in relation to the obtaining or execution of an Order or 

any other agreement with Cyan. 

23.2 The Supplier warrants that it has not made and will not make, with respect or in connection 

with the Works, any payments, loans, gifts, or promises or offers of payments, loans or gifts, 

directly or indirectly to or for the use or benefit of any official or employee of any relevant 

government or to or for the use of any political party, official or candidate or to any other 

person .The Supplier must immediately notify Cyan if the Supplier knows or should have 

known or has reason to suspect that any part of such payment, loan, or gift or such promise 

or offer, would violate any applicable governmental laws, rules or regulations including but 

not limited to the United States Foreign Corrupt Practices Act 1977 and the United Kingdom 

Bribery Act 2010. 

23.3 The Supplier will ensure that the requirements of this clause form part of or are otherwise 

imposed on any party from which the Works are procured, including the obligation to impose 

such terms on any subcontractor. 

23.4 The Supplier shall provide, upon request by Cyan, written certification that the Supplier has 

complied with the provisions of this clause. 

24. Modern Slavery 

24.1 Cyan works to comply with the requirements of the Modern Slavery Act 2018 (Cth) to prevent 

exploitative practices including without limitation, slavery, servitude, forced labour, human 

trafficking, child labour and other slavery-like practices. 

24.2 The Supplier warrants that it will: 

24.2.1 comply with the Modern Slavery Act 2018 (Cth) and other analogous legislation in the 

jurisdictions in which it operates including (Modern Slavery Act 2015 (UK)); and 

24.2.2 conduct reasonable due diligence on its subcontractors, to investigate the risk of 

modern slavery within its operations and supply chain. 

24.3 The Supplier will ensure that the requirements of this clause form part of or are otherwise 

imposed on any party from which the Works are procured, including the obligation to impose 

such terms on any subcontractor. 

25. Cyber Security 

25.1 In this Clause the following terms shall mean: 

“Cyber Security Incident” is the loss or unauthorised destruction, alteration, disclosure of, 

access to, or control of a Digital Environment. 

“Cyber Security” is technologies, processes, procedures and controls that are designed to 

protect Digital Environments from Cyber Security Incidents. 

“Digital Environment” is information technology systems, operational technology systems, 

networks, internet-enabled applications or devices and the data contained within such 

systems. 

25.2 The Supplier shall implement (and regularly review) appropriate Cyber Security to protect its 

Digital Environment and respond effectively to a Cyber Security Incidents. 

25.3 The Supplier shall use reasonable endeavours to ensure that any third-party providing services 

on its behalf in connection with these Terms and Conditions complies with the terms of 

subclause 25.2. 

25.4 If the Supplier becomes aware of a Cyber Security Incident which affects or is likely to affect 
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either Party it shall promptly notify Cyan. 

25.5 If the Cyber Security Incident is within the Supplier’s Digital Environment, the Supplier shall: 

25.5.1 promptly take all steps reasonably necessary to mitigate and/or resolve the Cyber 

Security Incident; and 

25.5.2 as soon as reasonably practicable, but no later than 12 hours after the original 

notification, provide Cyan with any information it may have which may assist Cyan in 

mitigating and/or preventing any effects of the Cyber Security Incident. 

25.6 The Supplier shall share with Cyan any information that subsequently becomes available 

to it which may assist Cyan in mitigating and/or preventing any effects of the Cyber Security 

Incident. 

26. Severability 

Any provision of these Terms and Conditions which is found to be illegal, void or unenforceable is 

only ineffective to the extent of that illegality, invalidity or unenforceability, without invalidating 

the remaining provisions. 
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Annexure A – Jurisdictional Matrix 

 
CYAN Entity 

incorporated 
in 

Laws and 

Courts 
applicable 

 

Jurisdictional specific contract provisions. 

Australia Western 

Australian 

Laws & 

Western 

Australian 
Courts 

1) The operation of Part 1F of the Civil Liability Act 2002 (WA) is 

expressly excluded. 

England or 

Scotland 

English Laws 

& English 

Courts 

1) Any person (other than Cyan and the Supplier) who is given any 

rights or benefits under clauses 9, 10 or 16 (a “Third Party”) will be 

entitled to enforce those rights or benefits against CYAN and the 

Supplier in accordance with the Contracts (Rights of Third Parties) 

Act 1999. 

2) Except as provided in clause 1 above, the operation of the 

Contracts (Rights of Third Parties) Act 1999 is expressly excluded. 

3) Cyan and the Supplier may amend, vary or terminate these Terms 

and Conditions in such a way as may affect the rights or benefits 

of any Third Party which are directly enforceable against the 

parties under the Contracts (Rights of Third Parties) Act 1999 

without the consent of any such Third Party. 

4) Any Third Party entitled pursuant to the Contracts (Rights of Third 

Parties) Act 1999 to enforce any rights or benefits conferred on it 

by these Terms and Conditions may not veto any amendment, 

variation or termination of these Terms and Conditions which is 

proposed by Cyan and/or the Supplier and which may affect the 

rights or benefits of any such Third Party. 

Singapore Singaporean 

Laws & 

Singaporean 

Courts 

1) Any person (other than Cyan and the Supplier) who is given any 

rights or benefits under clauses 9, 10 or 16 (a “Third Party”) will be 

entitled to enforce those rights or benefits against Cyan and the 

Supplier in accordance with the Contracts (Rights of Third Parties) 

Act, Cap. 53B. 

2) Except as provided in clause 1 above, the operation of the 

Contracts (Rights of Third Parties) Act, Cap. 53B is expressly 

excluded. 

3) Cyan and the Supplier may amend vary or terminate these Terms 

and Conditions in such a way as may affect any rights or benefits 

of any Third Party which are directly enforceable against the 

parties under the Contracts (Rights of Third Parties) Act, Cap. 53B 

without the consent of any such Third Party. 

4) Any Third Party entitled pursuant to the Contracts (Rights of Third 

Parties) Act, Cap. 53B to enforce any rights or benefits conferred 

on it by these Terms and Conditions may not veto any 

amendment, variation or termination of these Terms and 

Conditions which is proposed by Cyan and the Supplier and which 

may affect the rights or benefits of any such Third Party. 

 

 


