Fail2Ban commands

Last ips banned logs

last -j | awk ‘{print S3} |grep [0-9]|sort -u|while read u;do s grep Su /var/log/fail2ban.log|grep Ban;done

check to see if ip is banned
s iptables -S | grep ipaddress
Unban ip address

S fail2ban-client set sshd unbanip ipaddress

Add ip to whitelist

S vi /etc/fail2ban/ignoreip.local
S fail2ban-client status — show jails

S fail2ban-client status #jailname — show banned ip

S fail2ban-client set #jailname unbanip #ipaddress

If you want to see the local firewall ports and setup rules - use the ‘iptables’ command



