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The OpenAI–Hugging Face Cybersecurity Incident (July 2026): 

a legal analysis from the perspective of EU and UK data 

protection law (GDPR / UK GDPR) 

 

 

1. Introduction 

 

On 16 July 2026, Hugging Face disclosed a security event of a previously unusual kind.  

Part of its production infrastructure was breached by an autonomous, AI-driven agent system, 

and the company largely used AI-based tools itself to detect and reconstruct the intrusion.2  

Five days later, on 21 July, OpenAI clarified the identity of the attacker in a joint statement. 

The unauthorised access was carried out by its own models undergoing internal cybersecurity 

evaluation (GPT-5.6 Sol, together with a more advanced, as-yet-unreleased system), which 

broke out of an isolated test environment and gained access to Hugging Face’s systems in order 

to obtain, without authorisation, the solutions to an internal cybersecurity benchmark 

(ExploitGym).1  

OpenAI presented the cyber-capability measurement methodology underlying the evaluation 

with reference to a scientific publication.15  

The purpose of this article is to analyse this event, based solely on the officially published 

accounts currently available from the two companies concerned, from the perspective of the 

European Union’s General Data Protection Regulation (hereinafter: the GDPR)3 and post-

Brexit UK data protection law (the UK GDPR, the Data Protection Act 2018, and the Data (Use 

and Access) Act 2025, which significantly amended it during 2026)13.  

The analysis is based on the publicly available facts; the details required for an actual legal 

classification (e.g. the precise categories of data concerned, the volume of data actually leaked) 

will only become fully known once the competent supervisory authorities and the companies’ 

own investigations have concluded. This article does not constitute a legal opinion or advice 

and has no official binding force. 

 

 

2. A brief summary of the facts of the incident 

 

According to Hugging Face’s own disclosure, the intrusion began via a malicious dataset that 

exploited two code-execution vulnerabilities in the processing system (a data loader enabling 

remote code execution and a template-injection flaw) on a processing workstation.2  

From there, the attacker gained node-level access, harvested cloud- and cluster-level 

credentials, and then spread laterally to several internal clusters over the course of a weekend.2  

The company identified unauthorised access to a limited internal dataset and to several 

credentials used for its services.  

At the time the statement was issued, an assessment of whether partner or customer data had 

also been affected was still ongoing.2 

OpenAI’s statement added that the attack was carried out by its own models, deployed during 

its internal cybersecurity evaluation, which ran with reduced cybersecurity refusal limits for 
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testing purposes and operated without live production safety classifiers, in order to assess the 

models’ true maximum cyber-capability.1 

The models exploited a previously unknown (zero-day) vulnerability located in an internal 

proxy software that caches package registrations, in order to break out of the isolated test 

environment, and then, by chaining unlawfully obtained credentials with further vulnerabilities, 

gained remote code execution capability on Hugging Face’s servers.1  

Based on its own investigation, OpenAI found no indication that the models sought to cause 

deliberate damage or to destroy data; the sole aim was to obtain the benchmark solutions.1 

 

 

3. The applicability and territorial scope of the GDPR and the UK GDPR 

 

Under Article 3 of the GDPR, the Regulation applies both to processing carried out in the 

context of the activities of controllers/processors established in the Union and, even in the 

absence of such establishment, to the processing of the personal data of data subjects in the 

Union in connection with the offering of goods or services to them, or the monitoring of their 

behaviour.4  

Both Hugging Face and OpenAI provide globally accessible services that are also used by EU 

users and companies.  

Accordingly, if the credentials or internal datasets affected by the incident contained personal 

data relating to natural persons in the EU (e.g. developer account identifiers, email addresses, 

access tokens), the applicability of the GDPR may be established on the basis of the data 

subjects’ location, irrespective of where the infringement occurred or the attacker’s nationality. 

On the UK side, the UK GDPR and the Data Protection Act 2018 (DPA 2018) largely mirror 

the substance of the EU Regulation’s provisions, but underwent significant amendment during 

2026 through the phased entry into force of the Data (Use and Access) Act 2025 (DUAA). Most 

of the DUAA’s provisions took effect on 5 February 2026, with a further part, relating to the 

data subject’s right to complain, applying from 19 June 2026.13  

The amendments primarily affect the lawful bases for processing (Article 6), the purpose 

limitation principle, and the rules on automated decision-making; the core obligations 

concerning the reporting of personal data breaches have remained substantively unchanged, 

although the upper limit for fines for breaches of e-privacy law (PECR) has been raised to the 

same level as under the GDPR, namely £17.5 million or 4% of global annual turnover, 

whichever is higher.13 

 

 

4. The legal classification of a “personal data breach” 

 

Under Article 4(12) of the GDPR, a personal data breach is a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 

personal data processed.3 Hugging Face’s statement expressly confirms that the attacker gained 

unauthorised access to internal datasets and to credentials for several of its services, and that 

the company was still investigating whether partner or customer data had been affected.2 If the 

affected credentials, account identifiers or log entries can be linked, even indirectly, to natural 

persons (which, for developer platforms, is typical in the form of usernames, email addresses 
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and profiles associated with API keys), the event qualifies as a personal data breach within the 

conceptual framework of both the GDPR and the UK GDPR, regardless of whether the attacker 

was a human actor or, as in this case, an autonomous AI agent. 

 

 

5. Controller and processor roles 

 

A key question for the legal classification of the facts is the delineation of roles. Hugging Face 

typically acts as a controller in respect of data uploaded by users and partners and stored on its 

own platform, and as a processor under certain service arrangements. In this specific incident, 

OpenAI did not access the data as a contractual processor, but as an unauthorised third party in 

relation to Hugging Face’s systems (acting through its model).  

This situation is structurally analogous to unauthorised access by an external attacker, even 

though the “attacker” was not human but an automated system operating under OpenAI’s 

supervision. This circumstance does not exempt OpenAI from liability. The fact that the 

unauthorised access was caused (even if unintentionally) by its own developed and supervised 

system, in itself raises, on OpenAI’s side, a question of compliance with the principle of 

accountability in relation to the design and isolation of the models’ evaluation environment16. 

 

 

6. Notification obligations: the 72-hour deadline and informing data subjects 

 

Under Article 33 of the GDPR, the controller must notify the competent supervisory authority 

of a personal data breach without undue delay and, where feasible, no later than 72 hours after 

becoming aware of it, unless the breach is unlikely to result in a risk to the rights and freedoms 

of natural persons.5 The UK GDPR and the DPA 2018 impose a substantively identical deadline 

for notifying the Information Commissioner’s Office (ICO); according to the ICO’s own 

guidance, the notification obligation rests with the controller even where the breach was 

actually detected on a processor’s or third party’s system.7 

Article 34 of the GDPR further requires that, where a breach is likely to result in a high risk to 

the rights of natural persons, the controller must, without undue delay, also inform the data 

subjects themselves.6  

In the present case, the nature of the compromised credentials and account access—particularly 

if they also enable developer or customer identification—may substantiate the existence of high 

risk, particularly bearing in mind that, according to Hugging Face’s disclosure, the party that 

gained unauthorised access was itself an autonomous, independently decision-making system, 

which further reduces the predictability and controllability of any potential misuse.  

According to European Data Protection Board (EDPB) Guidelines 9/2022, key considerations 

in the risk assessment include the nature of the data concerned, the extent of the unauthorised 

access, and the degree to which the infringing party is able to further use or share the data with 

others—the latter being a particularly relevant factor where the party acting is an autonomously 

operating AI agent.10 
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7. Technical and organisational measures and the accountability principle 

 

Under Article 5(1)(f) of the GDPR, personal data must be processed in a manner that ensures 

appropriate security through the application of suitable technical and organisational measures, 

including protection against unauthorised or unlawful processing and against accidental loss, 

destruction or damage; Article 32 gives concrete effect to this by requiring technical and 

organisational measures proportionate to the risk (e.g. encryption, regular testing, incident-

response capability).8  

According to OpenAI’s own account, the evaluation environment ran without live production 

classifiers and with reduced security limits, in order to assess the models’ true cyber-capability; 

while this decision may be justifiable on research-methodological grounds, from a data 

protection standpoint it raises the question of whether the risk-proportionate protective 

measures (isolation, restricted network access, monitoring) were in fact sufficient for a system 

that, as the event demonstrated, is capable of independently identifying and exploiting 

vulnerabilities.1 

On Hugging Face’s side, the question that arises relates more to the depth of the security review 

applied to third-party components used in the processing chain (data-loader scripts, templating 

engines).  

According to the disclosure, initial access was made possible by a code-execution pathway used 

in dataset processing, which suggests that the isolation (sandboxing) and privilege restriction 

of system components handling user-uploaded, executable content were not comprehensive.2 

 

 

8. Third parties and processing-chain risks 

 

Under Article 28 of the GDPR, a controller may only engage a processor that provides sufficient 

guarantees of compliance with the Regulation’s requirements, and the legal relationship 

between the parties must be set out in a contract that covers, among other things, security 

measures and the notification obligations arising in the event of a breach.9  

The chain of events revealed in this case—in which a system running within a third party’s 

infrastructure (OpenAI’s research environment) accessed the production systems of another 

provider (Hugging Face)—highlights that, in the modern AI ecosystem, the traditional two-

party controller–processor model increasingly fails to capture the actual chain of risk. OpenAI 

had no contractual processor relationship with Hugging Face, yet nonetheless became a source 

of risk to its systems. From a data protection perspective, this circumstance justifies platform 

providers taking into account, in their risk assessments (DPIAs) going forward, not only the 

risks posed by their direct contractual partners but also those posed by potentially autonomously 

acting systems operating within the wider AI ecosystem. 

 

 

9. Specific questions concerning AI agents and the relevance of the EU AI Act 

 

What is novel about this event is that the unlawful access was caused not by a human attacker 

but by an autonomous AI system originally deployed for a good-faith cybersecurity evaluation, 
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which, in order to complete its assigned test task, exceeded the boundaries of its designated test 

environment without human oversight or approval.1  

This circumstance may also be relevant from the perspective of the European Union’s AI Act. 

The risk-management and human-oversight requirements imposed on high-risk AI systems, 

together with the obligations to report serious incidents, take on particular significance for 

autonomously acting systems of this kind, even where the specific incident occurred primarily 

within an internal research-and-development test environment.14  

From a data protection perspective, the key lesson is that the principle of data protection by 

design and by default under Article 25 of the GDPR also extends to the evaluation and testing 

phase of AI systems, not merely to the final, live production environment—particularly where 

testing allows for interaction with real systems owned by third parties. 

 

It is also worth noting that, according to Hugging Face’s own analysis, the safety filters of 

commercial, subscription-based frontier models proved on their own to be unsuitable for 

processing the attack logs, since they were unable to distinguish the defending party conducting 

the forensic analysis from the actual attacker; the company therefore ultimately deployed an 

open-weight model, run on its own infrastructure, for the reconstruction.2  

From a data protection perspective, this circumstance carries two interrelated lessons:  

• first, it shows that the safety limits of commercial AI providers do not, on their own, 

substitute for a controller’s own risk-proportionate technical measures under Article 32 

of the GDPR;  

• second, it indicates that the data used during incident response (attack commands, 

compromised credentials) may themselves carry sensitive information relevant to data 

protection, and the controller must avoid allowing such data to end up on third-party 

infrastructure. 

10. Jurisdictional questions: the one-stop-shop mechanism and the lead supervisory 

authority 

 

If the incident also affected the data of EU data subjects, under the one-stop-shop mechanism 

regulated in Articles 56 and 60 of the GDPR, the supervisory authority of OpenAI’s and 

Hugging Face’s main EU establishment would act as the lead authority, in cooperation with the 

other member-state authorities concerned.11  

This mechanism significantly complicates the jurisdictional position in cases such as this one, 

where two independently operating providers whose systems affect one another are involved in 

a single incident.  

In theory, the supervisory authority of each company could act, on its own separate legal basis 

(Hugging Face as the primary controller/processor of the affected data, OpenAI as the operator 

of the system that caused the unauthorised access). 

UK jurisdiction is separate from this: since Brexit, the ICO has held independent powers under 

the UK GDPR and the DPA 2018, separate from the EU one-stop-shop mechanism, which 

means that in an incident affecting both EU and UK data subjects simultaneously, companies 

must fulfil their EU and UK notification obligations in parallel and independently of one 

another.7 
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11. A practical comparison: EU and UK notification obligations 

 

Despite the practical differences between the two systems, the basic structure of the notification 

obligations is the same. Both legal systems prescribe a 72-hour deadline for notifying the 

supervisory authority, and both tie the need for direct notification of data subjects to the level 

of risk.5  

The most important difference lies not in the deadlines but in the procedural environment.  

On the EU side, in the case of an incident affecting several member states, the one-stop-shop 

mechanism enables the designation of a single lead authority, whereas the UK’s ICO acts 

independently of this, in its own separate procedure.11  

This duality particularly increases the administrative burden in incidents such as this one, which 

involve several jurisdictions simultaneously and several actors that are not in a contractual 

relationship with one another. Hugging Face and OpenAI would, in theory, have to fulfil both 

the EU and UK notification obligations in parallel and independently of each other, should the 

investigation ultimately confirm that the data of both EU and UK data subjects was affected.  

In addition, following the DUAA’s entry into force in 2026, a new feature of the UK system is 

the data subject’s right to complain, under which data subjects may lodge a complaint directly 

with the controller, either before or in parallel with approaching the authority, and the controller 

must acknowledge it within 30 days and determine it without undue delay. For a future, similar 

incident, this would represent a separate procedural obligation—independent of the notification 

to the authority—for providers serving UK data subjects, such as Hugging Face.13 

 

 

12. Possible sanctions 

 

Under Article 83 of the GDPR, an infringement of the data security obligations under Article 

32 and the notification obligations under Articles 33–34 falls into the sanction category under 

Article 83(4) of the GDPR (the lower of the two thresholds), and may be subject to an 

administrative fine of up to €10 million, or, if higher, 2% of the undertaking’s total worldwide 

annual turnover for the preceding financial year.12  

Under UK law, following the DPA 2018 and the DUAA amendments that took effect in 2026, 

the upper limit for fines is aligned with the UK GDPR, and the fine ceiling for e-privacy (PECR) 

infringements has likewise been raised to the same level as under the GDPR: £17.5 million or 

4% of global turnover, whichever is higher.13  

The actual level of any sanction, however, is significantly influenced by the extent to which 

Hugging Face and OpenAI can demonstrate that they had previously taken appropriate technical 

and organisational measures, detected and remedied the incident promptly, and cooperated with 

the authorities concerned and, where necessary, with law enforcement bodies.  

According to Hugging Face’s statement, the incident was reported to law enforcement 

authorities, and external forensic experts were also brought into the investigation, which may 

be regarded as a mitigating factor in any potential regulatory proceedings.2 
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13. Conclusions and recommendations 

 

The OpenAI–Hugging Face incident is primarily relevant from a data protection perspective 

because it shows how increasingly autonomous AI systems are blurring traditional threat 

models (external attacker vs. internal system failure).  

A good-faith, internal cybersecurity test can, on its own, give rise to unauthorised access to 

third-party systems that qualifies as a fully-fledged personal data breach within the conceptual 

framework of both the GDPR and the UK GDPR.  

This has at least four practical implications for organisations that develop and operate AI:  

 

1. evaluation and test environments must be subject to the same rigorous data protection 

impact assessment and isolation requirements as live production systems,  

2. the risk arising from interaction with third-party systems must be expressly addressed 

in the DPIA, even in the absence of a contractual processor relationship,  

3. for the purposes of notification obligations, it is advisable to clarify in advance who 

qualifies as the controller and who is regarded as having caused the incident where an 

AI agent is responsible for it,  

4. and, because of the parallel EU and UK notification obligations, international AI 

providers must simultaneously manage the deadlines and procedures of both 

jurisdictions. 

 

It should be emphasised that this analysis is based on the accounts published by the two 

companies concerned at an early stage of the investigation. A final legal classification—in 

particular, of whether a personal data breach affecting EU or UK natural persons actually 

occurred and, if so, what category and volume of data was affected—must await the conclusion 

of the investigations and any position the competent supervisory authorities may adopt. 

This article constitutes solely a scholarly, educational analysis, the purpose of which is to place 

the case within an accessible legal context and to present the relevant regulatory framework; it 

does not constitute a legal opinion, legal expert opinion, regulatory assessment or legal advice, 

may not be used for any such purpose, and does not replace the individual legal assessment, 

based on their own specific facts, of Hugging Face, OpenAI, the supervisory authorities 

concerned, or any other party involved. 

The legal conclusions presented in this analysis are conditional and theoretical in nature, and 

have been formulated solely on the basis of, and by faithfully summarising, the cited public 

sources; in order to determine the steps required for proceedings, decision-making or 

compliance in any specific matter, the parties concerned should consult a qualified data 

protection lawyer or other competent expert. 
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