Instructions for using “Secure Login” in the
Electronic Patient Service system
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1. Introduction

The IT mechanism “Secure Login” is fully secure and compliant with the
NIS-2 Directive. It is worth noting that Directive (EU) 2022/2555 of the
European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972
and repealing Directive (EU) 2016/1148 (the NIS-2 Directive), extends the
scope of application of the provisions of Regulation (EU) No 910/2014 of
the European Parliament and of the Council on electronic identification
and trust services for electronic transactions in the internal market.

Article 8(3) of Regulation (EU) No 910/2014 refers to Commission
Implementing Regulation (EU) 2015/1502 of 8 September 2015
establishing minimum technical specifications and procedures for
assurance levels for electronic identification means pursuant to Article
8(3) of Regulation (EU) No 910/2014.

Therefore, the implementation of “dynamic authentication” in accordance
with the definition set out in Annex, point 1(3) of Regulation (EU)
2015/1502 is required pursuant to point 2.3.1 of Regulation (EU)
2015/1502. For the substantial and high assurance levels, it is established



that:

“Disclosure of person-identifying data shall be preceded by reliable
verification of the electronic identification means and its validity by
means of dynamic authentication.”

2. Registration and Activation of “Secure Login”

To activate “Secure Login”, the user must accept the terms of use during
registration by selecting the checkbox labeled “I consent to Secure Login”,
as shown in Figure 1 below.
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Fig. 1. Acceptance of the Secure Login terms and conditions

Then, a window containing a QR code will be displayed. To activate
“Secure Login”, the QR code must be scanned using the “CyberAuth2”
mobile application. An example of the QR code is shown below in the
figure.

2. Access to the application is granted individually.

If you need access or are interested in collaborating or integrating the
“Secure Login” solution with your system, please go to the “Contact”
section and send us a message. Our team will get in touch with you within
three business days.



For more information about “Secure Login” and the CyberAuth2 mobile
application, please visit cyberauth.pl.
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Jesli chcesz sie zarejestrowac, pobierz aplikacje "Bezpieczne logowanie".
Informacja tutaj

Fig. 2. Activation of “Secure Login” by scanning the QR code

3. Secure Login to the System

After scanning the QR code, proceed to the “Login” page. On this page, a
green “Secure Login” button will be visible — click on it.

e

Logowanie

ZALOGUJ

& & 0

Fig. 3. Starting the Login Procedure



After clicking the “Secure Login” button, a window with a QR code
required for login will appear. Scan the QR code using the “CyberAuth2”
application. The system will automatically detect the login request and
securely authenticate the user in accordance with the highest security
standards (including NIS-2), allowing access to their account in the
Electronic Patient Service system.
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Jesli chcesz sie zalogowac, pobierz aplikacje "Bezpieczne logowanie" i zarejestruj sie.
Informacja tutaj

Fig. 4. QR code that the user scans to log in to the system automatically

N 4



