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Executive Summary 

Teachers are already using AI 
to cope with workload, but 
unmanaged use can leak 
sensitive data and create a 
real compliance risk.  

This paper shows Executive 
Headteachers how to adopt 
classroom AI safely, with clear 
rules, practical boundaries 
and controls, and measurable 
time savings. 

Where schools are right now 

Teachers are under pressure 
to plan, differentiate, assess, 
and communicate faster than 
ever.  

Schools are using AI tools to 
cope, but they’re used 
informally and governed 
lightly. 

The shift underway 

Generative AI has become 
easy to access and hard to 
police, so adoption is 
happening whether leaders 
approve it or not. 

 At the same time, public 
scrutiny around student 
safety, data privacy, and 

trustworthy technology has 
increased.  

When you add tighter budgets 
and recruitment challenges, 
leaders face a tough question: 
how do you modernise 
without creating new risks? 

Why this matters now 

Without clear rules, staff may 
paste sensitive information 
into the wrong tool, and the 
provider may store it outside 
your control. 

If you block everything, 
teachers keep struggling with 
workload and will often find 
workarounds anyway. 

Either way, you end up with 
inconsistency: some 
classrooms move ahead, 
others fall behind, and you 
can’t confidently explain your 
approach to governors, 
parents, unions, or regulators. 

What this paper covers: a 
practical, step-by-step 
roadmap to give teachers time 
back while reducing data-leak 
risks. It covers policy, 
permissions, safe workflows, 
training, and simple ways to 
measure impact. 



Evidence of the 
Challenge  

Unmanaged AI Use Is 
Already Here 

Teachers are trying to keep up, 
and so many of them are 
quietly using AI to plan 
lessons, create resources, and 
get admin done after hours.  

In that context, it’s no surprise 
that in October 2025, Teacher 
Tapp reported that the number 
of teachers using AI for their 
work “tipped over the line into 
‘majority’ territory, with 58% 
reporting they used an AI tool 
to help them with their school 
work”.1 

In other words, AI isn’t a future 
pilot project; it’s already part 
of daily working life for many 
staff. 

 In its June 2025 explainer on 
AI in schools and colleges, the 
Department for Education 
says that teachers may use AI 
to help with lesson planning, 
resource creation, marking, 
feedback and administrative 
tasks, provided they use their 
professional judgement, 

 
1 Teacher Tapp, “The rise of ‘AI 
enabled’ teachers, stressed 
teachers, and our Tapp behaviour 
tracker,” blog post, 14 October 2025. 
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2 Department for Education, “AI in 
schools and colleges: what you need 
to know,” Education Hub, June 2025.   
 

check that outputs are 
accurate and appropriate, and 
understand that final 
responsibility rests with them 
and their school or college.2  

That creates a leadership 
problem: you now have 
widespread use without 
shared standards for quality, 
safety, or consistency. 

 Left alone, this produces 
uneven practice, anxious staff, 
and preventable errors, 
alongside wasted spend when 
trust is low. 

Policy is struggling to keep 
pace, and that’s where risk 
grows. 

 In its early-adopters research, 
the Department for Education 
warns that adoption by 
leaders “is not keeping pace 
with teacher, pupil and learner 
use”.3  

When that happens, “shadow 
AI” becomes the norm: staff 
test unapproved tools, pupils 
use AI for homework, and 
nobody can clearly explain 
what’s allowed.  

Archived here (archived 25 Jan 2026).  
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Now add data protection: the 
ICO notes that vendors 
develop and deploy many gen-
AI models using datasets that 
include personal data, and 
models may also process 
personal data when they 
generate outputs.4 

 Put simply, if personal data 
enters prompts or appears in 
outputs, your legal 
responsibilities don’t 
disappear, even if the tool sits 
outside your control.  

That’s how a “time-saving 
shortcut” becomes a 
compliance incident, fast.  

Once leaders lose trust, they 
overcorrect by blocking 
everything, which pushes staff 
back into unsustainable 
workload. 

Preliminary 
Approach 1  

Just Ban AI 

One common response is to 
block AI tools on school 
networks and tell staff and 
pupils not to use them. 

 It sounds simple: no tools, no 
risk. But it often pushes usage 

 
4 Information Commissioner’s Office, 
“Generative AI fourth call for 
evidence: engineering individual 
rights into generative AI models,” 
2024. 
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5 Ofsted, “‘The biggest risk is doing 
nothing’: insights from early adopters 

off-site, onto personal devices 
and home Wi-Fi. 

 You will lose visibility, while 
the workload pressure that 
drove AI use in the first place 
stays exactly the same. 

As Ofsted’s early-adopters 
study notes, “its adoption by 
school and college leaders is 
not keeping pace with teacher, 
pupil and learner use”.5 

That gap makes blanket bans 
hard to enforce in real life. 
People keep experimenting 
because the tools are 
everywhere, and the time 
pressure is real.  

The result is usually “shadow 
AI”: unapproved use, 
inconsistent practice, and 
weaker safeguards, not fewer 
risks. 

Preliminary 
Approach 2 

Let Staff Use Any AI Tool 
They Want 

Another approach is to “trust 
professional judgement” and 
let staff use any public AI tool 
that helps them work faster.  

of artificial intelligence in schools 
and further education colleges,” 
research report commissioned by the 
Department for Education, 27 June 
2025. 
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Leaders might share a few 
tips, then leave it to each 
school or teacher to decide 
what’s safe.  

On paper, it avoids conflict 
and speeds up adoption.  

In practice, it creates a 
patchwork of tools, 
inconsistent quality, and a 
bigger privacy risk. 

Many public tools don’t target 
regulated environments, so 
leaders can’t see what staff 
paste into them.  

UK government guidance is 
blunt about this risk:  

"Never put sensitive 
information or personal data 
into these tools”. 

“Beyond existing data 
protection laws, the 
government has no oversight 
over how data, which is 
entered into web-based 
generative AI tools, is then 
used".6  

If you don’t control the tools or 
set clear rules, you can’t 
reliably stop staff from 
entering sensitive data or 
prove afterwards that they 
didn’t. 

 

 

 

 
6 UK Government (Cabinet Office), 
"Guidance to civil servants on use of 
generative AI," 29 January 2024,   

Recommended 
Approach 

Adopt AI With Safeguards 

The real solution is a trust-led 
roll-out that gives staff 
approved AI tools and safe 
workflows, instead of leaving 
everyone to figure it out alone.  

It combines clear rules (what’s 
allowed, what data is off-
limits) with training, support, 
and light-touch monitoring.  

Done well, it reduces 
workload and lowers the 
chance of data leaks, because 
teachers have a safer way to 
get the help they already need. 

This beats a blanket ban 
because it accepts a basic 
truth: AI use is already 
happening, so leadership 
needs to shape it, not ignore 
it.  

And it also beats “anything 
goes” because you 
standardise tools and set 
shared safeguards, so staff 
aren’t guessing what’s safe at 
10 pm on a Sunday. 

 Early adopters show this 
works best when leaders are 
deliberate: they start small, 
bring together curriculum and 
IT expertise, and build staff 
confidence through clear, 
evidence-led communication.  
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Over time, you get consistency 
across schools, clearer 
accountability, and a calmer 
conversation with governors, 
parents, and regulators. 

As the early-adopters study 
puts it: “The emphasis here is 
on intentionality – knowing the 
‘why’ behind the adoption is 
just as critical as the ‘how’”.7 

Recommended 
Approach: 
Addressing the First 
Major Concern  

Close the Data-Leak Gap 

Your first concern is 
straightforward: how do you 
stop staff from copying pupil 
or staff data into prompts and 
leaking it, quietly and at scale? 

Rolling out safeguards starts 
by approving a small set of 
tools and settings that match 
your data-protection 
expectations, then making 
those tools the easiest option 
to use day to day. 

 It sets clear “never share” 
rules (names, SEN details, 
safeguarding notes, contact 
data) and gives staff safer 
alternatives, such as 

 
7 Department for Education (Ofsted-
commissioned study), "'The biggest 
risk is doing nothing': insights from 
early adopters of artificial 
intelligence in schools and further 
education colleges," 27 June 2025. 

 Archived here (archived 25 Jan 
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anonymised templates and an 
everyday routine of removing 
sensitive details.  

It also builds accountability 
into the workflow: staff know 
what to do, leaders can 
evidence training, and you can 
spot risky patterns early 
without policing every 
keystroke.  

If something does go wrong, 
you have an agreed response 
plan, not a last-minute 
scramble. 

UK government guidance is 
clear: "Generative AI tools can 
consume and store sensitive 
government information and 
personal identifiable 
information if the proper 
assurances are not in place".8  

That’s exactly why 
safeguarding here beats 
leaving things to chance. 

 

 

 

 

 

8 UK Central Digital and Data 
Office, Generative AI framework for 
HM Government, Cabinet Office, 
January 2024, p. 9 (Principle 3). 
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Recommended 
Approach: 
Addressing the 
Second Major 
Concern  

Turn Workload into Time 
Back 

Your second concern is 
workload: teachers need time 
back, but you can’t afford an 
AI roll-out that adds new 
admin, creates inconsistent 
outputs, or demands more 
verification than the time it 
saves. 

A safeguarded roll-out focuses 
first on the few tasks that drain 
the most time, planning drafts, 
resource creation, first-pass 
feedback, and routine 
communications, and then 
standardises safe ways to do 
them. 

 It gives staff ready-made 
templates, prompt patterns, 
and “do-not-share” rules, so 
they spend less time 
experimenting and less time 
fixing mistakes. 

It also trains a simple habit: 
generate, then do a quick 
human check for accuracy, 
tone, and suitability before 
anything reaches pupils or 
parents. 

 
9  https://educationhub.blog.gov.uk
/2025/06/artificial-intelligence-in-
schools-everything-you-need-to-
know/. 

Finally, it measures impact 
with a baseline and light touch 
follow-up (short staff check-
ins and samples), so you can 
prove what’s working and drop 
what isn’t. 

"From drafting curriculum 
plans to producing high-
quality teaching resources, AI 
has the potential to reduce the 
amount of time teachers 
spend doing administrative 
tasks, so they can focus on 
what they do best – teaching 
and supporting their 
students".9 

That’s the goal of safeguards: 
use AI for repetitive work, keep 
professional judgement for 
everything that matters. 

Recommended 
Approach: 
Addressing the Third 
Major Concern  

Keep Students Safe 

Your third concern is pupil 
safety: if students use open AI 
chatbots without supervision, 
they may encounter harmful 
content, unsafe advice, or 
manipulative interactions.  

Worse, they can start to treat a 
chatbot like a trusted adult. 

A structured safeguarding 
framework gives students a 
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safer route: approved tools, 
age-appropriate settings, and 
clear “what to do if…” rules.  

It also builds active 
supervision into the model—
teachers can teach with AI, 
not hand pupils an unfiltered 
chatbot and hope for the best.  

You then add simple 
safeguards: moderation, 
escalation paths, and lessons 
that build AI literacy and 
healthy scepticism. 

That way, students get 
benefits without the hidden 
risks that come with 
unmanaged use. 

“Services that are likely to be 
accessed by children must 
prevent children of all ages 
from encountering legal 
content that encourages, 
promotes or provides 
instruction for suicide and 
self-harm”.10  

As the quotation makes clear, 
“suicide” and “self-harm” may 
sound extreme, but they are 
real safeguarding risks. With 
unsafe AI tools already in use, 
this is not a risk schools can 
afford to take. 

 

 

 
10 UK Government, Online Safety Act: 
explainer, Department for Science, 
Innovation and Technology, 2025. 

Implementation 
Case Study  

A Safer Roll-Out That Still 
Saves Time 

A large further-education 
provider saw staff 
experimenting with generative 
AI, but leaders worried that 
unmanaged use would create 
confusion, uneven practice, 
and new data risks. 

An “AI champion” with 
leadership responsibility 
demonstrated practical use to 
senior leaders and governors, 
helping them recognise AI’s 
potential impact on teacher 
workload and teaching quality.  

The organisation then set up 
an approval approach so staff 
could innovate, but only with 
tools judged safe and 
appropriate, bringing together 
teaching and learning, IT, and 
GDPR expertise.  

They backed this with clear 
“do / don’t” guidance and 
policy updates so staff and 
learners knew what was 
acceptable.  

The result was a more 
controlled path to adoption: 
less “shadow AI”, clearer 
accountability, and a safer 
way for staff to use AI for 
everyday work.11 
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Additional Benefits 
of the Recommended 
Approach 

Build Consistency, Not 
Chaos 

A safeguards roll-out replaces 
“every teacher for 
themselves” with shared, 
practical ways of working. 

 You give staff a few approved 
workflows for the tasks they 
do most: planning, 
differentiation, student 
feedback, and parent 
communications.  

That makes quality more 
consistent across schools and 
year groups, even when 
staffing changes. 

 It also reduces duplication of 
effort, because teachers stop 
reinventing prompts and 
templates from scratch. 

 Over time, you build a calm, 
repeatable standard that 
helps new staff onboard 
quickly and helps experienced 
staff work faster. 

Reduce Unapproved Tools 
and Unexpected Costs 

Without safeguards, schools 
often end up with a messy mix 
of free tools, trials, and 
personal subscriptions.  

That creates duplicated 
spend, uneven access, and 

 
artificial intelligence in schools and 

further education colleges, 27 June 

2025 

lots of “how do I use this?” 
support noise. 

A trust-led approach narrows 
the toolset, so training 
becomes simpler and support 
becomes realistic.  

It also makes buying decisions 
clearer because you can 
compare like-for-like and 
avoid paying for five tools that 
do the same job. 

Most importantly, you stop 
rewarding random adoption 
and start funding what 
actually helps teachers. 

Create Defensible 
Governance and Measurable 
Results 

The best advantage is 
confidence: you can show that 
you’ve acted responsibly while 
still improving productivity.  

You define what “safe use” 
looks like, train it, and then 
check that it’s happening in 
real life.  

You track simple metrics: time 
saved, adoption, quality 
checks, and incident 
reporting.  

You can then make 
adjustments quickly, instead 
of guessing.  

This also protects confidence: 
governors, parents, unions, 
and regulators can see you 
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took a thoughtful approach, 
not a rushed risk.  

And when AI changes (it will), 
you already have the operating 
model to update tools, rules, 
and training without starting 
again.  

The DfE’s early-adopters 
research supports this focus 
on intentional leadership—
knowing why you’re adopting 
AI and building the right 
conditions to do it safely and 
effectively.12 

Conclusion  

AI can ease workload, but 
unmanaged use can expose 
sensitive data and damage 
trust.  

The answer is a trust-wide 
deployment with safeguards: 
approve a small toolset, 
define safe workflows, train 
staff, and review results each 
term.  

For UK trusts, the safest route 
is an Enterprise deployment 
that includes a UK GDPR Data 
Processing Agreement. 

If you’d like a concrete 
example of how this can work 
in practice, book a 20-minute 
MagicSchool AI walkthrough. 

 

 
12 Department for Education, 'The 

biggest risk is doing nothing': 

insights from early adopters of 

artificial intelligence in schools and 

 

further education colleges, 27 June 

2025. 
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