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1.0 Executive Summary 
Nuclear security is a national responsibility and a mission-critical enabling 
function for safe, reliable, and publicly credible nuclear operations. While 
international instruments and guidance provide an essential baseline (e.g., 
IAEA Nuclear Security Series recommendations), the security regime in one 
country cannot be “lifted and shifted” into another without deliberate 
translation into local legal authorities, threat assessments, workforce 
competencies, and operating realities. 

This white paper provides executives and senior decision-makers with (1) the 
principal factors that constrain transferability, (2) the operational and 
governance risks created by direct transplantation, and (3) a practical, phased 
adaptation framework that strengthens assurance, improves integration with 
plant operations, and builds indigenous capability for long-term sustainment. 
The recommended approach emphasizes risk-informed design (including 
Design Basis Threat alignment), measurable program maturity, and clear 
accountability across regulators, operators, and response stakeholders.  

2.0 Introduction 
Nuclear security programs are complex, human-centric systems that must 
operate reliably under uncertainty and evolve with the threat. Effective 
implementation depends on alignment across (a) national legal and 
regulatory authority, (b) a credible national threat assessment and Design 
Basis Threat (DBT) or representative threat statement, and (c) operational 
capability within the operator and supporting response organizations. 
International guidance establishes common objectives and recommended 
elements; however, program effectiveness is ultimately determined by how 
well those elements are integrated into local institutions, behaviors, and day-
to-day operating practices. 

3.0 Key Factors Limiting Transferability 
Governance, law, and oversight 
• Legal authorities and enforcement mechanisms, including use-of-force 
boundaries and prosecutorial pathways 
• Regulatory maturity, independence, resourcing, and inspection capability to 
provide credible oversight and continuous improvement 
 



 

 
Nuclear Security Is Not Plug-and-Play 

Translating International Nuclear Security Guidance into 
Nationally Sustainable Programs 

 

Page 4 of 7   
© 2026 GSSLA 

Threat and risk context 
• National threat environment and intelligence-to-operator pathways; DBT 
variability and review cadence 
• Insider threat characteristics shaped by access models, contracting practices, 
and workforce mobility 
 
People, culture, and competence 
• Security culture maturity (leadership expectations, questioning attitude, 
procedural adherence, and learning behaviors) 
• Workforce capability, recruiting pipelines, clearance/fitness processes, and 
experience with performance-based security operations 
• Language, terminology, and communication reliability across multi-agency 
interfaces and shift teams 
 
Operations, technology, and sustainment 
• Integration with plant operations (work control, maintenance, outage 
planning, emergency preparedness, and safety interface) 
• Technology infrastructure and lifecycle sustainment (spares, vendor 
dependence, cybersecurity hygiene, configuration control) 
• Training, qualification, and exercise programs (job task analyses, 
requalification cycles, force-on-force or performance testing where applicable) 
• National strategy and stakeholder alignment (operator, regulator, law 
enforcement/military response, customs/border, intelligence, and policy 
leadership) 

4.0 Risks of Direct Transplantation 
Direct transplantation of external frameworks can create a high-risk illusion of 
compliance—where documentation exists, but the system is not operationally 
credible. Common failure modes include: (1) misalignment between 
prescribed measures and the national DBT (or absence of a maintained DBT), 
(2) controls that are technically installed but not sustainably maintained or 
tested, (3) procedures that conflict with local legal authorities, labor practices, 
or plant work management, and (4) weak ownership—resulting in 
dependency on external consultants and erosion of capability over time. 
Consequences can include operational disruption, degraded defensive 
effectiveness against insider and outsider threats, regulatory credibility 
challenges, and increased cost from rework and retrofit. 
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5.0 Framework for Adaptation 
Step 1 — Establish the baseline and decision rights 
• Map current arrangements against international recommendations and 
national legal obligations; confirm who owns requirements-setting, oversight, 
and delivery 
• Define assurance mechanisms (inspections, performance testing, corrective 
action, and governance forums) to prevent “paper compliance” 
 
Step 2 — Conduct a national context assessment 
• Validate threat assessment processes and DBT development, dissemination, 
and maintenance; ensure timely updates and protected information handling 
• Assess institutional capacity: regulator staffing, operator security 
organization design, response-force availability, and interagency interfaces 
 
Step 3 — Translate requirements into an integrated security architecture 
• Tailor the physical protection system concept of operations (people, 
procedures, and technology) to local site design, operations, and emergency 
arrangements 
• Integrate physical and information/cyber considerations where relevant to 
critical security functions and command-and-control pathways 
 
Step 4 — Build indigenous capability and culture 
• Establish competency frameworks, recruiting and retention strategies, and 
training/qualification pathways for key roles (managers, supervisors, guards, 
analysts) 
• Implement a structured security culture enhancement program with 
measurement, feedback, and leadership reinforcement 
 
Step 5 — Phase implementation by maturity with measurable deliverables 
• Prioritize foundational enablers first (legal authorities, DBT, governance, 
training systems), then harden technology and expand performance testing 
• Use maturity milestones, leading indicators, and operating experience to 
iterate—ensuring the program remains effective as threats and operations 
evolve 
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6.0 Strategic Insights 
Executives should treat nuclear security as an enterprise performance 
system—not a discrete set of devices. Effectiveness is driven by leadership 
expectations, disciplined execution, and the quality of interfaces between 
security, operations, engineering, IT, and external response stakeholders. A 
robust program sustains capability through (1) clear accountability and 
independent oversight, (2) credible, regularly reviewed threat assumptions 
(including DBT maintenance), (3) a learning system that captures operating 
experience and drives corrective action, and (4) a strong security culture that 
reinforces vigilance, procedural compliance, and reporting of anomalies. 
Senior leaders should require measurable indicators (training completion and 
requalification rates, exercise outcomes, maintenance backlogs for critical 
security equipment, corrective-action closure quality, and periodic 
culture/self-assessment results) to support governance and investment 
decisions. 

7.0 Conclusion 
The objective is not to replicate another nation’s nuclear security model, but 
to translate international expectations into a nationally owned, legally 
grounded, and operationally integrated regime that can be sustained for 
decades. Leaders should prioritize governance and assurance, establish and 
maintain credible threat assumptions, and invest in indigenous competence 
and culture—so that security performance remains effective as technology, 
adversaries, and operational demands evolve. 
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