
Chapter 1: SECURITY & SAFETY
Definition

Safety is generally defined as the condition of being protected from or unlikely to cause
danger, risk, or injury. In the hospitality context, it primarily deals with accidents and
preventing harm that results from negligence, environmental hazards, or operational
failures. This includes ensuring proper maintenance of physical structures, compliance with
health regulations, and implementation of fire prevention measures.

Security is the state of being free from danger or threat, specifically the protection of people,
property, and information from intentional hostile acts. Unlike safety, which often addresses
unintentional harm, security focuses on preventing crimes, terrorism, theft, fraud, espionage,
and other deliberate acts designed to cause damage or loss.

Differentiation between Safety & Security

While often used interchangeably, safety and security are distinct but interdependent
functions within a hotel. The core difference lies in the nature of the threat:

 Safety addresses unintentional occurrences.
o Examples:Wet floors causing slips, a burnt-out lightbulb leading to trips, food

poisoning from improper handling, or a boiler malfunction.
o Focus: Risk management, maintenance, compliance, and procedural control to

mitigate hazards.
 Security addresses intentional occurrences.

o Examples: Theft of guest property, physical assault, an active shooter threat,
data breach of customer records, or industrial espionage.

o Focus: Deterrence, detection, delay, and response to malicious or criminal
activities.

Both functions require proactive measures and a strong organizational culture, but they are
managed through separate systems and protocols. A secure hotel is not necessarily a safe one
(e.g., a well-guarded property with poor fire exits), and vice versa.

Potential Threats to the Guests, Employees & Property

The modern hospitality environment faces a diverse range of threats, requiring
comprehensive protection strategies for all stakeholders.

Threats to Guests:

 Physical Threats: Robbery, assault, unauthorized entry into rooms, and being caught
in a security incident (e.g., fire, terror attack).

 Theft: Loss of personal belongings, including valuables from rooms, luggage, or
vehicles.

 Privacy & Data Theft: Compromise of credit card information, passport details, or
personal data stored in the hotel's Property Management System (PMS) via cyber-
attacks or internal breaches.



 Health & Safety Risks: Foodborne illness, slips, trips, falls, and injuries caused by
poorly maintained equipment (e.g., gym equipment or elevators).

Threats to Employees:

 Workplace Violence: Verbal or physical abuse from guests or colleagues, including
harassment.

 Theft: Pilferage of hotel supplies or cash by employees, or theft of personal items
from staff lockers.

 Safety Hazards: Injuries from lifting heavy objects, operating machinery (e.g., in the
kitchen or laundry), or exposure to hazardous chemicals.

 Internal Fraud: Embezzlement, false claims, or manipulation of records.

Threats to Property & Assets:

 Physical Damage: Vandalism, fire, water damage (e.g., burst pipes), and natural
disasters.

 Theft of Assets: Stealing high-value operational equipment, inventory, or cash from
registers/safes.

 Espionage/Sabotage: Competitors or disgruntled individuals attempting to gain
access to confidential business data or disrupt operations.

 Cyber Threats: Malware, ransomware, Distributed Denial of Service (DDoS)
attacks, and unauthorized access to critical infrastructure systems.

Importance & Advantages of Security

Robust security is not merely a cost center; it is a fundamental pillar of business success in
the hospitality industry.

1. Ensuring Guest Welfare and Confidence: The primary advantage is protecting
guests. When guests feel secure, their satisfaction increases, leading to positive
reviews, repeat business, and a willingness to pay premium rates. A well-known
security reputation acts as a powerful marketing tool.

2. Protecting Assets and Revenue: Effective security measures minimize losses due to
theft, fraud, and vandalism, directly protecting the hotel's revenue stream and physical
investment. This includes protecting high-value assets like liquor stocks, technical
equipment, and cash.

3. Maintaining Business Continuity: By preparing for and responding quickly to
emergencies (like fire or natural disaster), security protocols minimize operational
downtime, ensuring the hotel can resume service swiftly.

4. Legal and Regulatory Compliance: Strong security and safety programs ensure the
hotel complies with local, national, and international laws, reducing the risk of costly
litigation, fines, and license revocation arising from negligence or security failures.

5. Employee Retention and Morale: Employees are more productive and committed
when they know their employer prioritizes their safety and security. A secure
environment reduces stress and turnover, leading to a more experienced and stable
workforce.

Chapter 2: SECURITY HIERARCHY



Hotel Security Hierarchy

A typical hotel security department operates under a clear chain of command to ensure
efficient and accountable operations. This structure varies by hotel size but generally flows
from a department head down to frontline personnel.

1. Director of Security / Chief Security Officer (CSO): The highest position,
responsible for the overall security strategy, budget, policy development, liaison with
law enforcement, and reporting to the General Manager or Owner.

2. Assistant Director of Security / Security Manager: Oversees daily operations,
manages scheduling, supervises shifts, handles mid-level incidents, and often focuses
on internal investigations and training.

3. Security Supervisor: A shift leader responsible for the execution of daily security
tasks, deployment of officers, responding to immediate incidents, and ensuring all
standard operating procedures (SOPs) are followed during their duty.

4. Security Officer / Guard: The frontline personnel responsible for patrolling,
monitoring surveillance systems, managing access control points, conducting
inspections, and responding to initial alarms or calls for assistance.

Duties & Responsibilities of Different Positions

Director of Security / CSO:

 Develops and reviews the annual security plan, policies, and emergency response
procedures.

 Manages the security budget and procurement of equipment.
 Acts as the hotel's primary contact for police, fire, and other emergency services.
 Conducts risk assessments and security audits of the entire property.

Security Manager / Assistant Director:

 Manages the training program for all security staff and hotel employees.
 Investigates security incidents, including theft, fraud, and internal misconduct.
 Maintains daily operational logs and schedules.
 Ensures all security equipment is functional and maintained.

Security Supervisor:

 Briefs and debriefs security officers at the start and end of shifts.
 Directly manages all security responses to minor and major incidents during their

shift.
 Oversees the monitoring room, ensuring proper use of the Closed-Circuit Television

(CCTV) system.
 Ensures proper documentation and reporting of all events.

Security Officer / Guard:

 Conducts regular, unpredictable patrols of the property's interior and exterior.
 Monitors access points, verifying employee and vendor credentials.
 Responds immediately to alarms or calls from guests/staff.



 Performs car inspections and manages baggage scanning protocols.

Qualities of Security Personnel

Effective hotel security personnel require a specific blend of professional, physical, and
interpersonal skills to handle sensitive public-facing duties while maintaining vigilance.

 Integrity and Honesty: This is paramount, as personnel handle keys, confidential
information, and high-value assets. They must be trustworthy and incorruptible.

 Vigilance and Observation Skills: The ability to notice anomalies, suspicious
behavior, and subtle signs of risk is crucial for proactive security.

 Discretion and Diplomacy: Security interactions often involve sensitive guest
situations. Personnel must handle issues quietly, maintaining the guest's privacy and
dignity while resolving the situation effectively.

 Physical Fitness and Presence: While not solely reliant on brute force, personnel
must be physically capable of patrolling and handling potential restraints or
emergency situations. A professional physical presence also acts as a strong visual
deterrent.

 Excellent Communication: Clear, calm, and articulate communication is essential
for reporting incidents, coordinating with emergency services, and providing clear
instructions to staff and guests during a crisis.

Role of Hotel Security & Employee Security Training & Reviews

The hotel security department acts as the primary agency for loss prevention and asset
protection. Their role is multifaceted:

1. Deterrence: Maintaining high visibility patrols, effective lighting, and visible
surveillance to discourage criminal activity.

2. Response: Serving as the first responder to all emergency and security incidents,
including medical, fire, and criminal matters.

3. Investigation: Conducting preliminary investigations into incidents before handing
off serious crimes to law enforcement.

4. Consultation: Advising hotel management on risk mitigation, safety practices, and
new security technology.

Employee Security Training & Reviews: Security is the responsibility of every employee,
not just the security department. Training is mandatory and must be continuous.

 Training Content: Must cover awareness of potential threats (e.g., unattended bags,
suspicious persons), key control procedures, emergency evacuation routes, and the
"See Something, Say Something" principle.

 Specific Training: Department-specific training is required (e.g., front desk on
handling guest disputes, housekeeping on suspicious room activity, kitchen staff on
chemical safety).

 Reviews (Drills): Regular, unannounced security drills (e.g., bomb threat scenario,
active shooter walk-throughs, fire evacuation) and periodic knowledge tests ensure
staff retain critical information and procedures.

Security Systems & Equipment



Security Equipment & Its Usage

Hotels utilize a variety of physical and electronic tools to enhance security posture.

 Handheld Metal Detectors (Wands): Used for security screening, particularly
during high-profile events or for VIP security, to quickly detect metallic objects on a
person's body or in small bags.

 Two-Way Radios (Walkie-Talkies): Essential for maintaining instant, reliable
communication between patrolling officers, the monitoring room, and supervisors,
ensuring rapid coordination during an incident.

 First Aid and Trauma Kits: Must be strategically placed and well-stocked, allowing
security officers to provide immediate medical assistance before professional services
arrive.

 Flashlights/Torches: Necessary for effective patrolling of dark areas, emergency
lighting during power outages, and for inspecting car undercarriages.

 Body-Worn Cameras (Optional): Used to record interactions and incidents,
providing an unbiased record for investigations and liability protection.

Advanced Security Systems

Modern hotels rely on integrated electronic systems for comprehensive property protection.

 Integrated Surveillance System (CCTV): A network of cameras (fixed, dome, Pan-
Tilt-Zoom) monitored from a central control room. Modern systems use Video
Analytics (Advanced Surveillance Systems) to automatically detect anomalies, such
as loitering, unattended objects, or wrong-way entry, alerting operators instantly.

 Advanced Locking Systems: Moving beyond traditional mechanical locks, systems
use electronic key cards (RFID or magnetic stripe), Mobile Key technology (access
via a smartphone app), or biometric locks (fingerprint, facial recognition) to provide
dynamic, trackable, and easy-to-change access control.

 Access Control Systems (ACS): Electronic systems that control and log who enters
specific areas (e.g., server rooms, liquor storage, back office). They utilize key cards
or biometrics, ensuring only authorized personnel can access sensitive locations, and
maintaining an audit trail of every entry attempt.

Security Communication System & Training

A functional communication system is the lifeline of the security operation, crucial for daily
efficiency and emergency response.

 Duress Alarms: Silent alarms or panic buttons installed in critical locations (e.g.,
cashier desks, front office, management offices) that instantly alert the security
control room to an emergency situation, often providing the exact location.

 Internal Communication Channels: Use of digital communication platforms, phone
systems, and two-way radios is standardized. Code Words are used to communicate
serious, sensitive situations (e.g., "Code Red" for fire, "Code 10" for suspicious
activity) without alarming guests.

 Training: Training must focus on the proper use of all equipment, emphasizing clear,
concise, and professional radio communication. Officers must practice using code
words and be proficient in transmitting accurate information under stress.



Chapter 3: SECURITY PROCEDURES & PROTOCOLS
Different Security Procedures & Protocols

Security operations rely on clearly defined Standard Operating Procedures (SOPs) for routine
and exceptional situations to ensure consistency and speed of response.

 Scanty Baggage Procedure: This refers to the protocol for handling guests who
check-in with very little or no luggage, which can be an indicator of potential fraud,
prostitution, or intent to cause harm.

o Procedure: The front desk staff discreetly alerts security. Security may be
instructed to keep a low-profile watch, require payment in full upon check-in,
or require additional identification.

 Lost & Found Procedure (L&F): This detailed protocol ensures the ethical and legal
handling of property found on the premises.

o Procedure: Any found item is immediately recorded in a dedicated L&F
logbook (date, time, location, finder's name). Items are tagged, secured in a
locked storage area, and held for a specified legal period (e.g., ninety days).
Staff must be trained never to touch an item they suspect is dangerous or
illegal, reporting it immediately to security.

 Other Scenarios (e.g., Intoxicated Guest): Protocols cover non-criminal
disturbances, such as handling an unruly or highly intoxicated guest. The goal is de-
escalation, minimizing disruption, and ensuring the safety of the guest and others,
often involving escorting the guest to their room or arranging external transport.

Securing Hotel Premises

Effective security is achieved by dividing the hotel into zones, each with tailored security
requirements.

 Hotel Entrance & Periphery (The Outer Ring): Focuses on creating a secure
perimeter. This includes patrolling the parking areas, ensuring proper lighting,
monitoring entrance points with CCTV, and implementing vehicle/baggage checks.
The primary goal is detection and deterrence before a threat reaches the internal
property.

 Guest Areas (Lobby, Corridors): High-traffic areas requiring visible patrols and
discrete CCTV coverage. Patrols must be unpredictable in timing and route to prevent
offenders from calculating security response times.

 Back Area & Entrance (The Nerve Center): This includes loading docks, receiving
areas, employee entrances, and storage rooms. Security here is critical to prevent
pilferage and unauthorized entry. Strict access control (key cards) and logging of all
delivery vehicles/vendors are mandatory.

 Guestrooms (The Inner Sanctum): The most critical area for guest privacy. Security
focuses on controlled access via key cards (which are changed upon checkout),
regular patrols of corridors, and responding rapidly to 'Do Not Disturb' signs being
left up for suspiciously long periods.

 F & B Outlets: Requires monitoring for cash handling procedures, preventing
underage drinking, and managing public disturbances or theft of table settings.



 Swimming Pool: A safety-critical area. Procedures include enforcing operating
hours, ensuring required life-saving equipment is present, and performing regular
checks for unauthorized access, especially after closing.

Operational Security Protocols

 Car Inspection: A mandatory and visible deterrent, especially in high-risk areas.
Security uses mirrors on telescoping poles to inspect the undercarriage and may
request to check the trunk, always maintaining courtesy and explaining the procedure
is for guest safety.

 Baggage Scanning: Using X-ray scanners or manual inspection at the entrance to
detect weapons or explosives. This must be done efficiently to avoid congestion but
thoroughly according to SOP.

 Exit & Entrance Manning: Stationing officers at main access points to control and
log traffic, verify credentials for staff/vendors, and observe all people entering and
exiting the property.

 Patrolling: Security officers conduct systematic checks of all areas. Randomness is
key; fixed routes and times are avoided to prevent offenders from predicting
movements. Patrols check doors, locks, lights, and look for suspicious items or
activity.

 VIP Security Procedure: Enhanced, often customized, security for high-profile
guests. This includes dedicated, trained protection officers, close coordination with
the VIP's own security detail, securing an entire floor or wing, inspecting the room
beforehand, and pre-approving all visitors.

Fire Safety Procedure

Fire is one of the greatest threats to a hotel. Protocols must be clear, simple, and practiced
frequently.

 Fire Safety Procedure (RACE):
1. Rescue: Remove anyone in immediate danger.
2. Alarm: Pull the nearest fire alarm and/or call the emergency line.
3. Confine: Close all doors and windows to contain the fire and smoke.
4. Evacuate/Extinguish: Attempt to extinguish small, contained fires (using the

appropriate extinguisher) or begin immediate evacuation following designated
routes.

 Mock Fire Drills: Regular, often mandatory, drills conducted for all staff to practice
the RACE procedure, test communication systems, and evaluate evacuation routes
and timing. These drills are reviewed post-action to identify gaps and improve
response.

 Fire Fighting Equipment: Staff must be trained in the PASS method for using
extinguishers: Pull the pin, Aim at the base of the fire, Squeeze the handle, Sweep
side to side. All equipment (hoses, alarms, sprinklers) must undergo routine
maintenance checks.

Law Enforcement Liasoning

Maintaining a professional relationship with local police and emergency services is vital.



 Procedure: A single point of contact (usually the Director of Security) manages all
non-emergency interactions. In an emergency, security immediately calls the police,
provides clear, concise information (location, type of incident, danger level), and
secures the area until law enforcement arrives.

 Role During Investigation: Hotel security assists law enforcement by providing
necessary access (CCTV footage, logbooks, room access) but never interferes with an
official investigation. Security's role shifts to protecting the crime scene and
supporting the police without compromising the operation.

Chapter 4: KEY CONTROL PROCEDURE
Various Kinds of Locks

Locks are the first line of physical defense for a hotel, and their security depends on their type
and the procedures governing their use.

 Mechanical Locks (Traditional Key): Used primarily in back-of-house areas,
offices, and storerooms. While reliable, they offer poor control, as keys can be easily
copied and lost keys require expensive, time-consuming rekeying of the entire lock
set.

 Magnetic Stripe (Magstripe) Locks: A common older electronic lock. Keys are
inexpensive, disposable cards encoded with data. They allow for easy re-keying for
every new guest and can be programmed to expire, but the magnetic stripe can be
easily damaged or demagnetized.

 Radio Frequency Identification (RFID) Locks: The current industry standard. Keys
are contactless cards or fobs (or even mobile phones). They are more reliable than
magstripes, less susceptible to damage, and offer enhanced security features. They are
linked to the Property Management System for detailed access logging.

 Smart/Mobile Locks: Allow guests to use their smartphone to open their door via
Bluetooth or Near-Field Communication (NFC). This is highly convenient and adds a
layer of security, as a phone is less likely to be misplaced than a physical key card.

Types of Keys

In a secure hotel, different keys or access cards are issued to specific groups, limiting access
based on need and ensuring audit trails are relevant.

 Guest Keys: Single-use access cards valid only for a specific room and a specific
time period (the length of the stay). These keys should never open another room or a
common access area (e.g., employee entrance).

 Master Keys: Electronic cards or physical keys that can open all guest rooms and
some common areas. These are strictly issued to authorized personnel only (e.g.,
General Manager, Executive Housekeeper, Security Supervisor). Their usage is
recorded in detailed audit logs.

 Emergency Keys (or Grand Master Keys): Can override all other access (including
mechanical deadbolts) and are only used in extreme emergencies (e.g., fire, medical
crisis). They are often physical keys kept in a sealed, controlled box in the security
office, requiring management sign-off to be deployed.



 Department Keys: Keys or cards restricted to specific areas, such as the laundry,
kitchen, engineering shop, or executive offices, issued only to the staff working in
those zones.

Key Control Procedure

Key control is arguably the most critical security procedure, directly protecting the guest's
physical safety and belongings.

1. Issuance and Documentation: All keys, especially master and department keys,
must be recorded in a secure, audited logbook or electronic system upon issuance.
Employees must sign for them, and they are issued only for the duration of a shift.

2. Strict Storage: Master and emergency keys are stored in a key cabinet or vault, often
requiring dual-signature access or an electronic tracking system. The location of the
emergency key must be known only to senior security and management.

3. End-of-Shift Accountability: All employees must return their keys before leaving
the premises. A Security Supervisor or Manager verifies that the returned keys match
the issuance log. Any missing key triggers an immediate, documented search
procedure and a possible immediate recoding of affected locks.

4. Guest Key Handling: Guest key cards must be destroyed or de-activated upon
checkout to prevent their reuse. The Front Desk staff should always ask guests to
return cards. If a guest reports a lost key, the existing key code must be immediately
invalidated and a new card issued.

5. Audit Trail and Review: The electronic locking system generates a log of every door
opening (who, when, what key). This audit trail is routinely reviewed by security
management, particularly after an incident (e.g., theft), to identify unauthorized access
attempts.

Chapter 5: COMPREHENSIVE EMERGENCY
SITUATION RESPONSE PLANS
Terror Attack

The response plan focuses on protecting life and minimizing casualties through clear,
practiced procedures.

 Immediate Action (Run, Hide, Fight):
1. Run/Evacuate: Move guests and staff away from the threat area via pre-

designated evacuation routes.
2. Hide/Shelter-in-Place: If evacuation is impossible, find a secure room,

barricade the door, turn off lights, silence phones, and wait for law
enforcement.

3. Fight: As a last resort, if confronted, staff may be trained to act aggressively
to defend themselves.

 Communication: Alert security using code words and the established communication
system. Only law enforcement should communicate with the attackers.

 Law Enforcement Liaison: Security establishes a clear Command Post and acts as
the immediate liaison, providing floor plans, access codes, and critical information
(e.g., number of people hiding, attacker location) to the arriving tactical teams.



Bomb Threat

The primary goal is the safety of people, not property, through an orderly and quick search
and evacuation.

 Reception: All staff must be trained on a standardized form to capture details if the
threat is received by phone (caller's voice, background noise, specific wording).

 Search Procedure: A pre-determined search team (often security and engineering)
conducts a systematic search of designated areas, looking for anything out of the
ordinary (as staff know what belongs).

 Evacuation: If a suspicious object is found, no one should touch it. Immediate and
controlled evacuation is initiated to a safe assembly point far from the structure. Law
enforcement and the bomb disposal unit are immediately called.

Theft/Fraud

The response is based on non-confrontation, documentation, and coordination with
authorities.

 Theft (Internal or External): If a guest reports theft, security immediately secures
the room (to preserve evidence), takes a detailed report, reviews the key card audit
trail, and checks CCTV footage. The guest is assisted in reporting the crime to the
police. Staff are trained never to accuse anyone, only to document facts.

 Credit Card/Identity Fraud: If fraudulent activity is suspected (e.g., using a stolen
card), the hotel's policy is to refuse the transaction discreetly, notify security, and
follow established banking and law enforcement protocols for reporting financial
crime.

Natural Disaster

Plans must be location-specific (e.g., hurricane, earthquake, flood) and focus on pre-planning,
shelter, and post-event recovery.

 Warning and Preparation: Activating a communication tree to notify staff. Securing
outdoor furniture, boarding windows (for hurricanes), or activating emergency
generators.

 Shelter-in-Place: Directing guests and staff to pre-identified, structurally safe internal
areas away from windows and glass.

 Post-Disaster: Assessing structural damage, accounting for all guests and staff,
administering first aid, securing utilities (gas, electricity), and distributing emergency
supplies (food, water, blankets) from pre-stocked caches.

Accident

The response is focused on providing immediate care, securing the scene, and detailed
documentation.



 Incident Response: Immediate activation of the first aid team (usually security).
Administering necessary care and calling external emergency medical services (EMS)
if required.

 Scene Security: Securing the area (e.g., marking a wet floor, taping off an area where
a slip occurred) to prevent further accidents and preserve the accident scene for
investigation.

 Documentation: Completing a detailed Accident Report Form, including statements
from the injured person (if possible), witnesses, and the responding staff/security
officer. The report must contain photos and details on the scene's condition.

Murder

The protocol is strictly about protecting the integrity of the scene for law enforcement.

 Immediate Action: Security's first duty is to verify the situation and ensure no further
harm can occur.

 Scene Control: The area is immediately isolated and secured. No one (not even
management or maintenance) is allowed to enter. Security ensures the area remains
untouched until the police arrive and take control.

 Privacy and Public Relations: Management focuses on discretely managing the
impact on other guests, relocating rooms near the incident, and controlling internal
and external communications to maintain privacy and manage the hotel's reputation.

Handling Sickness/Injuries/Death

This procedure is based on compassion, medical response, and legal compliance.

 Sickness/Minor Injury: Security or first aid-trained staff provides basic care (e.g.,
calling a doctor, helping with prescriptions).

 Serious Injury/Medical Emergency: Calling EMS immediately. Providing detailed
information to responders and ensuring a clear path to the room/scene.

 Death (Natural or Unattended): Security secures the room immediately. EMS is
called to officially declare death. Police are called for unattended or suspicious deaths.
The hotel’s priority is sensitivity, legal compliance (e.g., contacting the consulate for
foreign nationals), and managing the deceased person's belongings with strict
inventory control.

Cyber Crime

The plan shifts from physical response to digital containment and recovery.

 Detection and Containment: The moment a data breach or system compromise is
detected (e.g., ransomware message, abnormal data transfer), the system or affected
segment of the network is immediately isolated (disconnected) to prevent the spread
of the attack.

 Reporting: The IT or Security Director immediately informs senior management and
legal counsel. External cybersecurity experts and relevant law enforcement agencies
are notified according to protocol.

 Recovery: Implementation of the Business Continuity Plan to restore systems from
secure, tested backups, ensuring minimal operational disruption.



 Communication: A clear communication strategy is deployed for guests and affected
parties, including offering credit monitoring, as legally required, without admitting
negligence.


