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Disconnect from unknown sites; do not approve any prompts. Turn
off WiFi/cellular if needed; close suspicious tabs/apps. Write down
the time and the suspicious link/app/account involved.

 

Open tickets with official support (typed URLs only).
Add notes: addresses involved, timestamps, screenshots of Tx IDs.
Consider filing a report with relevant authorities if funds are stolen.

 

Change email, exchange, and password manager master passwords.
Enable/refresh 2FA using an authenticator app; regenerate backup codes.
Revoke and recreate exchange API keys if you use them.

 

Audit all connected apps; keep only what you use.
Move to hardware wallet for long-term holdings.
Educate friends to ignore any urgent messages from compromised accounts.

Create a NEW wallet with a NEW seed phrase; back it up on paper.
Send remaining funds to the new wallet; confirm network and address carefully.
Record transaction IDs and addresses for later reference.

 

Revoke token approvals / connected sites in your wallet and on official explorers.
Disconnect dApps inside your wallet settings; remove unknown browser extensions.
Log out of exchange and email sessions you don’t recognize.

 

If you suspect a compromise, act quickly and calmly. Work through these steps in order.
 

After 60 Minutes: Hardening

0–5 Minutes: Stop the Bleed

5–15 Minutes: Revoke & Contain

15–30 Minutes: Move What’s Left

30–45 Minutes: Rotate Credentials

45–60 Minutes: Notify & Document


