@ HerCryptoClub Crypto Scam Red Flags — Quick Checklist

Keep this by your desk. If you tick even one of these, pause and verify through official channels.

12 Red Flags
[0 Guaranteed returns or “no risk”.
[0 Fake airdrops asking to connect and sign unknown transactions.
[ Unsolicited “urgent support” DMs or emails.
O Celebrity imposters or look alike accounts.
U Copycat sites/domains with minor misspellings.
Too good to be true presales or mystery tokens.
“Verification” pages asking for seed phrase/private key.
QR code tricks or wallet draining approvals.
. Requests for remote access (AnyDesk/TeamViewer).
0 “Send 1, get 2 back” giveaways. Fake “recovery tools” that promise to unlock wallets.
] Pressure & secrecy: “act now,” “don’t tell anyone.”

Phishing 101 — 4-Step Check

[ Sender: exact domain/handle (letterforletter)?

O URL: hover/long press preview; any odd spellings?
[ Format: poor grammar, odd layout, unusual urgency?
0 Who benefits if | rush? If not me, close it.

Decision Rules (Use These)

] Wait 24 hours before large transfers or signing unknown transactions.
] Get a second opinion from a trusted friend or official help center.
] Use bookmarks. Never click “support” links in DMs.

My Official Contacts (Fill & Print)
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