Did you miss this
critical Salestorce
security update?

(I almost didl)
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*~ A Salesforce enforces new security requirements in June 2026.

&The original banner |
almost ignored.
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Phishing-Resistant MFA

Enforcement for Privileged Users,

Including Admins

e Sandboxes: Starting June 22, 2026, staggered
over approximately 7 days

* Production: Starting July 1, 2026, staggered over
approximately 30 days

The change that really
caught my eye
(especially those dates!)

Source: https://help.salesforce.com/s/articleView?id=005321563&type=1 ‘
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Salesforce is enforcing phishing-resistant Multi-Factor Authentication (MFA) for all
users with the System Administrator profile, Modify All Data, View All Data, Customize
Application, or Author Apex permissions). This applies to direct UI logins and Single-
Sign-On (SSO) logins, across both production and sandbox orgs.

The nitty-gritty details

Source: https://help.salesforce.com/s/articleView?id=005321563&type=1
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Direct Salesforce SSO Authentication SSO Authentication
Login (Salesforce | Method Reference (AMR) | Context Class Reference
MFA verifiers) Signals (ACR) Signals

Security Keys
(WebAuthn), Built-in | cert, face, fido, fido2, fpt, fido, fido2, fpt, hwk,
Phishing- Authenticators hwk, iris, passkey, phr, pin, passkey, phr, pki,
Resistant (Touch ID, Windows pki, pop, pwlesspasskey, pwlesspasskey, retina, Successful login.
MFA Hello), Admin- retina, sc, smartcard, swk, smartcard, swk, tlsclient,
Generated Temporary | tlsclient, vbm, wia, x509 vbm, wia, x509

Verification Codes

The phishing-resistant
MFA required otherwise
log-in will be blocked.

Source: https://help.salesforce.com/s/articleView?id=005321563&type=1 ‘
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Direct Salesforce SSO Authentication SSO Authentication
Login (Salesforce | Method Reference (AMR) | Context Class Reference
MFA verifiers) Signals (ACR) Signals

Security Keys
(WebAuthn), Built-in | cert, face, fido, fido2, fpt, fido, fido2, fpt, hwk,
Phishing- Authenticators hwk, iris, passkey, phr, pin, passkey, phr, pki,
Resistant (Touch ID, Windows pki, pop, pwlesspasskey, pwlesspasskey, retina, Successful login.
MFA Hello), Admin- retina, sc, smartcard, swk, smartcard, swk, tlsclient,
Generated Temporary | tlsclient, vbm, wia, x509 vbm, wia, x509

Verification Codes

The phishing-resistant
MFA required otherwise
log-in will be blocked.

Source: https://help.salesforce.com/s/articleView?id=005321563&type=1 ‘
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Yubico - YubiKey 5C NFC - Multi-Factor authentication
(MFA) Security Key and passkey, Connect via USB-C or
NFC, FIDO Certified - Protect Your Online Accounts

Visit the Yubico Store
4.6 bk ko

4K+ bought in past month

CAD8084

FREE International Returns
CAD 14.48 Shipping & Import Charges to Canada Details
Size: USB-C NFC

USB-C NFC | |USB-ANFC | see 1 options
CADS0 84 CADS80 84 with no featured
offers

Brand Yubico

Vacdicimon labtaclana Lien

My persondl
(unsponsored)
solution
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The deadline is coming faster than
you think. Be prepared BEFORE
July T* tor these changes or risk

?]System admins having their
log-ins blocked.
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