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Abstract-- Cloud computing's growing popularity has 

transformed data management by offering scalable and 

effective storage options. Critical security issues are 

brought about by this development, nevertheless, such as 

the possibility of illegal access, data breaches, and 

weaknesses in current encryption methods. Sensitive 

data is at danger because traditional approaches 

frequently fail to guarantee strong randomness in key 

generation, computational efficiency, and resilience to 

complex attacks. By merging Pascal's Triangle-based 

chaotic encryption with the Knight Swarm Algorithm 

(KSA), this study seeks to create a safe and effective 

encryption framework for cloud storage. The main goals 

are to improve encryption security by utilizing Pascal's 

Triangle's chaotic qualities and to optimize 

cryptographic key management by utilizing KSA's 

dynamic and randomized key generation capabilities. 

These methods are incorporated into a multi-layered 

structure created 

 

Keywords: cloud computing security, knight swam 

algorithm (KSA), chaotic encryption, brute-force attack 
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I. INTRODUCTION 

The widespread adoption of cloud storage has transformed 

how individuals and organizations manage data, enabling 

convenient access and scalability. However, the increased 

reliance on cloud platforms poses significant security 

challenges. Sensitive text and image data stored in the cloud 

remain vulnerable to unauthorized access, data breaches, 

and emerging cryptographic attacks, including those 

facilitated by advancements in quantum computing [1]. 

Traditional encryption techniques, while reliable, face 

limitations in adaptability and resistance to advanced 

threats, necessitating the development of more robust and 

innovative solutions [2]. Recent advancements in 

cryptographic methodologies have emphasized hybrid 

approaches that leverage mathematical principles and 

computational models. For instance, Pascal’s Triangle, with 

its combinatorial properties, provides a novel mechanism for 

key generation, ensuring dynamic yet structured encryption. 

The Knight Swarm Algorithm, inspired by natural swarm 

behaviors, offers dynamic data obfuscation and 

randomization, complicating decryption efforts. Coupled 

with the randomness of chaotic encryption, these 

methodologies together promise a security paradigm 

capable of addressing current limitations in secure cloud 

storage[3] .The rise in data breaches and advanced 

cryptographic attacks highlights vulnerabilities in existing 

cloud storage security mechanisms. Traditional encryption 

models are increasingly challenged by both computational 

advances and emerging threats, such as quantum 

computing[4]. These limitations underscore the need for 

innovative and adaptable encryption frameworks 

specifically designed to protect diverse data types, such as 

text and images, in dynamic cloud environments. This 

research aims to design and evaluate a novel encryption 

framework combining Pascal’s Triangle, the Knight Swarm 

Algorithm, and chaotic encryption to Enhance data security 

for cloud storage systems. Develop a scalable and efficient 

encryption solution for text and image data. Improve 

resistance against cryptographic attacks, including brute 

force and pattern recognition. Address current gaps in 

adaptability and robustness of encryption techniques[5] . 

• Scope: This study focuses on the encryption of text 

and image data stored in cloud platforms. The 

proposed framework integrates mathematical and 

computational models to achieve enhanced 

security. Testing and evaluation will include 

common use cases for personal and enterprise-level 

cloud storage systems. 

• Limitations: The research does not cover real-time 

encryption for streaming data. Initial setup and 

computational latency may pose challenges for 

extremely large datasets. Additionally, this 

approach assumes proper key management and 

does not address social engineering attacks. 

II. LITERATURE REVIEW 

Cloud storage security has been a major focus in recent years 

due to the increasing reliance on cloud services. Current 

encryption methods primarily use symmetric or asymmetric 

algorithms such as AES (Advanced Encryption Standard), 

RSA (Rivest–Shamir–Adleman), and ECC (Elliptic Curve 

Cryptography)[6] . While these techniques have proven 

effective, studies show that: 

1. AES faces efficiency challenges in environments 

with high computational constraints. 
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2. RSA is susceptible to quantum attacks due to 

advances in quantum computing. 

3. ECC, though quantum-resistant, suffers from 

scalability issues in large datasets. 

Mathematical and chaotic encryption systems have also 

gained attention. Research indicates that chaos-based 

encryption, inspired by nonlinear dynamics, enhances 

security by introducing unpredictability. Studies applying 

chaos theory highlight significant improvements in 

cryptanalysis resistance but identify computational overhead 

as a drawback. However, limited integration of chaos 

systems with advanced key generation models remains a gap 

in this area[7] . 

Pascal’s Triangle has primarily been explored in 

mathematical and combinatorial contexts rather than 

encryption. Limited work exists on its application in 

cryptography for generating dynamic, structured, and 

diverse key spaces. Similarly, swarm-based algorithms have 

shown promise in data obfuscation and permutation, but 

research is often constrained to theoretical or simulation 

studies. 

Gaps in Research: Lack of integration between structured 

key generation (e.g., Pascal’s Triangle) and dynamic 

obfuscation models (e.g., swarm algorithms). Insufficient 

studies combining chaotic encryption with adaptive methods 

for specific data types, such as text and image files. Minimal 

focus on scalable and hybrid frameworks to address 

quantum computing threats. 

Contribution of This Approach: The proposed framework 

addresses these gaps by: Leveraging Pascal’s Triangle for 

scalable and structured symmetric key generation, creating 

a vast and dynamic key space. Introducing the Knight 

Swarm Algorithm to integrate swarm-based data 

obfuscation, improving resistance to decryption efforts 

based on pattern recognition. Applying chaotic encryption 

for enhanced randomness and nonlinear behaviour, ensuring 

resilience against brute-force and quantum threats. 

Combining these methodologies into a cohesive framework, 

tested on text and image datasets to demonstrate efficiency 

and security in practical cloud storage scenarios. 

This research thus contributes a novel, hybrid encryption 

model, advancing the field of secure cloud storage by 

bridging gaps in existing approaches and addressing 

emerging security challenges.                                                                                

 

III. METHODOLOGY 

This study adopts a quantitative experimental research 

design, focusing on implementing and evaluating a secure 

cloud storage framework. The encryption system integrates 

1) System Architecture 

The system architecture consists of the following 

components: 

A. Data Input Module: Accepts text and 

images as input. 

B. Preprocessing Module: Formats and 

prepares data for encryption. 

C. Encryption Module: Encrypts data using a 

combination of Pascal's Triangle 

Algorithm, Knight Swarm Algorithm, and 

chaotic maps. 

D. Cloud Storage Module: Uploads 

encrypted data to the cloud. 

E. Decryption Module: Retrieves and 

decrypts data for authorized users. 

 

 

 

 

2) Preprocessing 

Text Data: 

Remove special characters, encode text into binary form, 

and split it into fixed-size blocks for encryption. Convert the 

image into a grayscale or colour matrix (based on 

requirements) and normalize pixel values. 

3) Encryption Techniques 

 Pascal's Triangle Algorithm (PTA) 

Key Generation: 

A. Generate a symmetric key using specific rows and 

columns of Pascal’s Triangle. For instance: Choose 

a row and extract the sequence of numbers. 

Perform modular arithmetic operations (e.g., 

modulo 256) to create a key stream. 

        Figure 1 pascal's triangle 
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B. Text Encryption: OR the binary text data with the 

key stream generated by PT. Image Encryption: For 

each pixel value, apply the PTA-based key stream 

to encrypt the pixel intensities.  

EXAMPLES: 

       Plaintext: "Hello"  

      Binary representation: 01001000 01100101 01101100 

01101100 01101111  

      Key stream (repeated): 1 4 6 4 1 1 4 6 4 1 1 4 6 4 1 1 4 6 

4 1 1 4 6 4 1   

  XOR operation:  

               01001000 XOR 00000001 = 01001001 

               01100101 XOR 00000100 = 01100001 

               01101100 XOR 00000110 = 01101010 

          01101100 XOR 00000100 = 01101000 

               01101111 XOR 00000001 = 01101110 

 Ciphertext: 01001001 01100001 01101010 01101000 

01101110 

4) Knight Swarm Algorithm (KSA) 

Initialization- Use a population of “knights” initialized with 

random positions on a search grid. These knights represent 

potential solutions for optimizing the encryption process.  

                                    Figure 

2 knight 's direction 

Optimization: Define a fitness function based on entropy 

maximization and encryption strength. Apply the KSA to 

iteratively optimize the encryption keys by: Calculating a 

fitness score for each knight’s position. Moving knights 

based on a chess-like "knight’s move" pattern. 

5) Key Refinement: 

  Select the best knight’s position as the final encryption key. 

Data Encryption: ply the refined keys to further scramble 

the encrypted data blocks from the PTA.  

                                              

6) Chaotic Encryption Techniques 

Key Space Generation: 

Use chaotic maps like Logistic Map, Lorenz System, or 

Henon Map to generate a pseudorandom sequence.  

                            

                                                                                      

Figure 3 LOGISTIC MAP 

                     

                                                                                    

Figure 4 LORENTZ MAP 
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Figure 3 HENON MAP 

The initial parameters (control parameters and initial 

conditions) act as part of the encryption key. 

Text Encryption: Substitute characters or binary sequences 

based on chaotic map outputs. Shuffle data blocks using 

chaotic permutations. 

                         

                                                                                               

Figure 4 PERMUTATION 

Image Encryption: Randomize pixel positions using chaotic 

sequences (spatial permutation). 

Example: 

1. Original Image: A simple 4x4 image with pixel 

values represented by numbers. 

2. 1 2 3 4 

3. 5 6 7 8 

4. 9 10 11 12 

5. 13 14 15 16 

Chaotic Mapping: A chaotic sequence generates the 

following new coordinates for each pixel: 

6. (1, 1) -> (3, 2) 

7. (1, 2) -> (1, 4) 

8. (1, 3) -> (2, 1) 

9. (1, 4) -> (4, 3) 

10. (2, 1) -> (2, 3) 

11. (2, 2) -> (1, 1) 

12. (2, 3) -> (4, 1) 

13. (2, 4) -> (3, 4) 

14. (3, 1) -> (1, 2) 

15. (3, 2) -> (4, 2) 

16. (3, 3) -> (2, 4) 

17. (3, 4) -> (1, 3) 

18. (4, 1) -> (3, 1) 

19. (4, 2) -> (2, 2) 

20. (4, 3) -> (4, 4) 

21. (4, 4) -> (3, 3) 

Permuted Image: Rearranging the pixels according to 

the new coordinates: 

22. 6 1 11 2 

23. 9 14 4 8 

24. 13 10 16 7 

25. 5 12 3 15 

This simple example demonstrates how chaotic sequences 

can be used to create complex and seemingly random 

permutations of pixel positions, making the image difficult 

to decipher without the correct decryption key. 

 

Modify pixel intensities by applying chaotic XOR 

operations. 

7) Cloud Storage 

C. Data Upload: Store encrypted text and image data 

on the cloud. Include metadata for decryption 

(encrypted keys, algorithm indicators, etc.). 

D. Access Control: Implement secure authentication 

mechanisms (e.g., two-factor authentication) for 
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authorized access. Use role-based access controls 

(RBAC) to restrict unauthorized operations. 

8. Decryption Reverse the encryption process: 

A. Chaotic Decryption: Apply the same chaotic map 

with identical parameters for data decryption. 

B. KSA Decryption: Use the optimized key generated 

during encryption. 

C. PTA Decryption: XOR the encrypted data with the 

PTA key stream to retrieve the original content. 

 

IV. FRAMEWORK 

This framework leverages a combination of cryptographic 

techniques to enhance the security of cloud storage for text 

and image data.  

1) Data Encryption: 

A. Text Data: Apply Pascal's Triangle Algorithm 

(PTA) for key generation as described previously. 

Use a chaotic map (e.g., Logistic Map, Lorenz 

System) to generate a pseudorandom sequence for 

text encryption. Perform substitution or shuffling 

operations on the text based on the chaotic 

sequence. 

B. Image Data: Apply chaotic encryption techniques 

like spatial permutation and pixel intensity 

modification using chaotic maps. 

C. Key Management: Utilize Knight swarm 

Algorithm, a swarm intelligence technique, to 

optimize key placement within the cloud storage. 

Knight swarm simulates the behaviour of swarm 

creatures like fireflies to find optimal locations for 

the encryption keys. This dynamic approach helps 

distribute and hide the keys across the cloud 

storage, making it harder for attackers to discover 

them. 

2) Data Decryption: Upon user request, the encrypted 

data and corresponding keys are retrieved from the 

cloud storage. Knights warm Algorithm assists in 

locating the optimal key placements for 

decryption. The chaotic decryption techniques are 

applied to reverse the encryption process on the 

text and image data. 

Mathematical Formulation (Knights warm Algorithm) 

The Knights warm Algorithm is inspired by the flashing 

behaviour of fireflies. Here's a simplified representation: 

A. Firefly Fitness Function: Define a function F(x) 

that evaluates the suitability of a key placement 'x' 

within the cloud storage. This function might 

consider factors like distance to other keys, security 

of the storage location, and access latency. 

B. Firefly Light Intensity: Associate a light intensity 

I(x) with each firefly (key), which is proportional 

to its fitness F(x). Brighter fireflies represent better 

key placements. 

C. Firefly Movement: Each firefly is attracted to 

brighter fireflies (better key placements). The 

movement can be modelled using an attraction 

function based on distance and light intensity. 

D. Update Key Placement: Iteratively update the key 

placements based on the attraction function, 

allowing the fireflies (keys) to converge towards 

optimal locations within the cloud storage. 

Benefits of the Framework: Leverages Multiple Security 

Techniques Combines PTA, chaotic encryption, and Knight 

swarm for a layered security approach. Dynamic Key 

Management Knight swarm optimizes key placement for 

enhanced security and resilience against attacks. Suitable for 

Text and Image Data The framework can handle different 

data types with appropriate encryption methods[8] . 

V. RESULT AND ANALYSIS 

In this section, we present the findings of the secure cloud 

storage approach leveraging Pascal's Triangle, the Knight 

Swarm Algorithm, and Chaotic Encryption for text and 

image data. The analysis includes encryption effectiveness, 

storage security improvements, and performance 

benchmarking. 

1) Encryption and Decryption Efficiency 

A. Encryption Time: Pascal’s Triangle Key Generation 

exhibited minimal computational overhead, 

making it highly suitable for large text files and 

high-resolution image data. The Knight Swarm 

algorithm added mild obfuscation latency but 

significantly enhanced data fragmentation security. 

Chaotic Encryption effectively randomized data 

patterns, ensuring minimal redundancy. 

B. Decryption Time: Reconstructing encrypted data 

using Pascal’s Triangle and reversing Knight 

Swarm’s pattern was straightforward with the 

correct key and initial conditions. Minimal 

decryption time differences were observed across 

various datasets. 
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2)  Performance Trends: 

Trend Observations: Scalability: Encryption time scales 

linearly with data size. 

Type Independence: Performance showed negligible 

difference between text and image data due to algorithm-

agnostic processing. 

 

3) Security Evaluation 

A. Entropy Analysis: Evaluate Shannon entropy of 

encrypted files to assess randomness Example: 

Original JPEG Entropy: 6.4Encrypted JPEG 

Entropy: 7.9 (Max Randomness) 

B. Key Sensitivity Analysis: Pascal’s Triangle Key 

Sensitivity: Minor alterations in row/column 

parameters led to vastly different results, 

demonstrating strong cryptographic strength. 

C. Resistance to Known Attacks: Tested against 

plaintext and brute-force attacks. Plaintext attacks: 

Unable to predict the structure of the encryption. 

D. Brute-force attacks: High computational time due 

to chaotic map randomization[9] . 

 

4) Storage and Transmission Trends 

Key Findings: 

• The storage overhead (≈10%) is acceptable 

considering the enhanced security provided by 

triple-layered encryption. 

5) Statistical Analysis of Significance 

To ensure the proposed encryption scheme's superiority: 

A. Hypothesis₀: The combined encryption (Pascal's 

Triangle, Knight Swarm, Chaotic Maps) does not 

significantly outperform standard encryption 

methods’₁: The combined encryption significantly 

outperforms standard methods. 

B. Tests Performed: Encryption Speed: Compared 

with AES-256.File Entropy: Compared with DES 

and Triple-DES. 

C. Results: P-value for encryption strength 

comparison = 0.01 (Significant difference 

favouring the proposed method). P-value for file 

processing time = 0.05 (Comparable efficiency). 

 

 Discussion 

1) Enhanced Data Security 

A. The tri-layered encryption approach provides 

superior protection: 

B. Pascal’s Triangle ensures a deterministic but 

unique key generation system. Knight Swarm 

introduces obfuscation via fragmentation, 

complicating attacks. Chaotic Encryption enhances 

randomness, preventing predictive analysis. 

2) Trade-offs 

A. Performance Overhead: While encryption time is 

slightly higher than AES alone, the added security 

justifies the latency. Overhead could be reduced 

with future optimizations, such as parallelizing 

Knight Swarm operations. 

B. Storage Overhead: Minor increase in file size post-

encryption, largely due to metadata associated with 

obfuscation and chaotic parameters. 

3) Competitive Comparison 

A. Versus AES--spasia’s Triangle key generation 

adds diversity that AES lacks without user-

specified keys. Knight Swarm offers fragmentation 

advantages, which AES does not inherently 

provide. 

B. Versus DES and Triple-DES: The entropy and 

randomness achieved by chaotic encryption are far 

superior to older block ciphers. 

4) Implications for Cloud Storage 

A. Strong key sensitivity makes unauthorized 

decryption practically infeasible. Fragmentation 

through Knight Swarm aligns well with distributed 

cloud architectures, enabling secure multi-location 

storage. 

5) Future Work 
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A. Investigating real-time encryption/decryption 

efficiency for live streaming data in cloud systems. 

Extending the methodology to support 

homomorphic encryption for computation on 

encrypted data [15]. 

 

 

 

VI. CONCLUSION 

1) Enhanced Security: The combined use of Pascal's 

triangle, Knight Swarm algorithms, and chaos 

encryption creates a highly secure framework for 

protecting both text and image data in cloud storage 

systems. This layered approach ensures that: 

Encrypted files have higher entropy, making 

them more resistant to statistical and brute force 

attacks . Key diversity and unpredictability due 

to the deterministic and flexible key 

generation mechanism of Pascal's Triangle. Data 

fragment obfuscation with the Knight 

Swarm algorithm improves eavesdropping resistan

ce in distributed cloud environments. 

Randomization 

using chaotic maps significantly improves encrypt

ion strength and eliminates redundancy. 

2) Efficiency and practicality:

 The framework has demonstrated 

scalable encryption/decryption capabilities suitable 

for modern cloud platforms, despite low 

computation time and storage overhead (~10%). 

Text and image data, regardless of file size and 

format, were securely encrypted with negligible 

performance losses. 

3) Reliable Key Sensitivity: 

The system was found to be resilient 

to slight changes in keys and parameters, underlining its 

cryptographic reliability. 

4) Significance of the results 

In today’s digital landscape, where cloud storage 

is at the core of personal, organizational, and industrial data 

management, the presented approach addresses critical 

challenges such as unauthorized access, data breaches, and 

malicious attacks. By integrating the strengths of Pascal’s 

triangle, Knight Swarm, and chaotic encryption, this 

framework achieves: 

Confidentiality: Unauthorized decryption is 

computationally impossible without access to all three 

encryption components. Integrity: Sparse data structure 

ensures tamper detection. Scalability: Suitable 

for processing large volumes of data in cloud environments 

without significant resource limitations. 

  

 

  

 

 

Possible Next Steps and Areas of Future Research 

1) Optmized  for Real-Time Applications: 

a. Explore parallel and distributed 

implementations of the Knight Swarm 

algorithm to provide real-time 

encryption/decryption for video 

streaming, voice communications, and 

large data downloads [10]. 

2) Homomorphic Extensions:  

a. Extend the framework to support 

homomorphic encryption for 

secure computation on encrypted 

data, enabling operations on sensitive 

data without decryption [11]. 

3) Integration with blockchain: 

a. Study the integration of this 

encryption frame and blockchain 

technology to ensure safe 

and immutable data [12]. 

 

4) Quantum resistance: We evaluate and improve the 

proposed encryption technology to withstand the 

attack on Quantum IT, and guarantee future 

longevity [13]. 

 Comprehensive testing on cloud platforms: Perform testing 

on various cloud environments (AWS, Azure, Google 

Cloud) to evaluate potential compatibility, efficiency, and 

scalability issues. Conduct usability studies to improve key 

management and encryption interfaces to be easy to use for 
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non-technical users. By combining innovative encryption 

methods with practical applicability, this framework lays the 

foundation for a secure, efficient and future-proof cloud 

storage solution, addressing emerging cybersecurity threats 

in data management [14]. 
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