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ABSTRACT - 1In this project, we changing a plain text
file into a “Glitched Video” using Steganography
method so that we can get a new encryption method.
Using this method we can get an additional option of
encrypting the data and also an extra layer of security
for the data. All files are made of bytes and bytes can
be interpreted as numbers ranging from 0-255. This
number can be represented with pixels using one of two
modes: RGB or binary. Continue to evolve,
necessitating advanced and integrated solutions to
protect against them, In the realm of digital
communication and artistic expression, the
convergence of glitch art and encryption techniques
has given rise to a fascinating domain known as
glitched video encryption. This abstract explores the
conceptual framework and practical implications of
this emerging field. At their intersection lies glitched
video encryption, a fusion of creative expression and
data protection. By introducing controlled glitches into
encrypted video streams.
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L INTRODUCTION:

1. In this project, we changing a plain text file into
a “Glitched Video” using H 264 Algorithm so
that we can get a new encryption method using
this method we can get an additional option of
encrypting the data and also an extra layer of
security for the data.

2. Using H 264 Algorithm we can
achieve file embedded into a video format
(“Glitched Video”) format. The H 264 algorithm
supports motion estimation on blocks from
16 X 16 to 4 X 4 pixels.

3. Using the above algorithm, we can
convert the files into a glitched video format
which hides your data and other sensitive files
(or) data from the attackers (or) any other third
party platforms. In the Glitch video, the blacks
and whites are consider as Binary codes such as
blacks are 0’s and whites are 1’s.

4. Pixel embedding is a technique used to conceal
information within the pixels of digital images.
It's a method of hiding data in an image by
subtly altering the color values of individual
pixels in a way that's imperceptible to the human
eye but detectable by specialized software

5. With this technical standpoint, glitched video
encryption presents a unique set of challenges
and opportunities. Innovations in
steganography, error correction coding, and
cryptographic primitives are leveraged to
seamlessly integrate glitches into encrypted
video data without compromising security or
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visual fidelity. Furthermore, advancements in
machine learning and computational creativity
empower artists and cryptographers alike to
explore new frontiers in glitched video
encryption.

In today's digital age, the intersection of art and
technology has become a fertile ground for
innovation and experimentation. Among the
myriad forms of creative expression, glitch art
has emerged as a captivating medium,
disrupting conventional notions of visual
aesthetics with its deliberate distortion and
manipulation of digital media. Concurrently, the
imperative to safeguard sensitive information in
an increasingly interconnected world has
propelled  advancements in  encryption
technologies, underpinning the foundations of
cybersecurity.

This paper delves into the captivating realm
where these two seemingly disparate domains
converge: glitched video encryption. At its core,
glitched video encryption represents a synthesis
of artistic expression and data security, weaving
together the chaotic beauty of glitches with the
robustness of cryptographic techniques. By
introducing  controlled  distortions  into
encrypted video streams, practitioners navigate
the delicate balance between obfuscation and
integrity, creating a novel paradigm that
challenges conventional approaches to both art
and encryption.

When applied to glitched video encryption,
steganography plays a pivotal role in
embedding cryptographic payloads within the
video data stream. By exploiting the redundancy
and imperceptible variations inherent in digital
media, steganography techniques enable the
seamless integration of encrypted information
into the visual and auditory components of the
video file. These hidden payloads may consist
of cryptographic keys, authentication tokens, or
other metadata necessary for decrypting the
video content.

In parallel, the H.264 algorithm serves as the
cornerstone of modern video compression and
transmission. Developed by the Joint Video
Team JVT) of  the International
Telecommunication Union (ITU) and the ISO
Moving Picture Experts Group (MPEG), H.264
offers significant improvements in compression
efficiency over its predecessors, enabling the
delivery of high-quality video content over
bandwidth-constrained networks. H.264
algorithm presents both opportunities and
challenges. On one hand, its sophisticated
compression techniques provide a robust
framework for embedding steganography
payloads within the video data stream. By
exploiting the spatial and temporal redundancies
present in video sequences, H.264 facilitates the
seamless integration of encrypted information
while minimizing the impact on visual quality.

OBIJECTIVES:
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* To provide an another form of encryption
method.

*  To prove files (or) any other data that can be
turned into a video which hides the data.

*  To ensure security of the data which is converted
into a video.

*  Error correction coding techniques may be
employed to enhance the resilience of the
glitched video stream to data loss or corruption
during transmission or storage.

1. CONTRIBUTION OF THE PAPER:

This study contributes the development of new
methodology of the plain text file encryption. To achieve
this, the plain text file is converted into a binary codes and
then the binary codes are converted to (Black & White)
Pixels and the data are hidden behind this glitch image
each binary codes are converted into pixels and 0’s are
represented as White and 1’s are converted into Black.

V. IMPLEMENTATION

Figure 1.1: Interface of the project

In this process, we enabled the ISG tool for
encrypting the file and in this step it gives the option for
encryption and decryption to the user and the user selects
the option accordingly. The user is allowed to select what
to do with the program. The embed option allows the user
to insert the plain text file and encrypt the plain text file,
the download option allows the user to download the video
from the social media and the dislodge option allows the
user to decrypt the glitch video.

Figure 1.2: File Selection Interface

Here, the user needs the provide the file path of
the file that need to be encrypted and the tool extract the
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Figure 1.3: glitch video intensity selection

The above four options are used for different
glitch video encryption and that uses different RGB colors
for the encryption according to the binary codes and also
it is provided with custom settings option where the user
can able to use their own custom settings for the
encryption process.

Figure 1.4: Glitch Video

After these steps, the final output of the plain
text file is converted to a glitch video

ARCHITECTURE OF THE PROJECT :

Plain Text File -

Figure 2.1: The above diagram represents the
work flow of the encryption process

Decrypting images

Converting int odes

Glitch Video > video into >
images

Figure 2.2: The above diagram represents the
work flow of the decryption process
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V. GLITCHED VIDEO ENCRYPTION:

Glitched video encryption is a unique approach to securing
video content by intentionally introducing controlled
glitches or distortions into the video data while
maintaining  cryptographic integrity. This method
combines elements of glitch art, which intentionally
distorts digital media for aesthetic purposes, with
encryption techniques, which encode data to protect it
from unauthorized access. Which ensures that only
authorized users can access the original content. Glitched
video encryption intentionally introduces imperfections or
distortions into the encrypted video stream. These glitches
can take various forms, such as pixelated, noise, color
shifts, or geometric distortions. By this the synergy
between glitch art and cryptography, glitched video
encryption provides a unique blend of security, creativity,
and resilience, opening up new possibilities for
safeguarding sensitive information in the digital
environment.

VL ALGORITHM & TECHNIQUES:
1.1 STEGANOGRAPHY:

Steganography is the practice of concealing messages or
information within other innocuous data in such a way that
the existence of the hidden information is not readily
apparent to observers. Unlike cryptography, which
focuses on encrypting messages to make them unreadable
without the proper decryption key, steganography aims to
hide the very existence of the communication. Detecting
and extracting hidden messages in steganography
typically requires knowledge of the steganography
method used and access to the original cover data.
Specialized software tools and algorithms can be
employed to analyze digital media files for signs of hidden
information.

Such as statistical anomalies or irregular patterns, and
extract the embedded messages. This is enhance security,
steganography is often combined with encryption and
compression techniques. The secret message may first be
encrypted to protect its contents, and then embedded
within the cover data using steganography methods.
Compression techniques can also be applied to minimize
the size of the hidden message, making it more difficult to
detect. In text steganography, Concealing messages within
whitespace, punctuation marks, or formatting elements.
Employing homoglyphy or alternate character
representations to encode information without altering the
appearance of the text. Utilizing invisible characters or
non-printable Unicode symbols to hide information within
the text.

1.2 H264 ALGORITHM:
The H.264 algorithm, also known as AVC (Advanced
Video Coding), is a highly efficient video
compression standard that was jointly developed by the
International Telecommunication Union (ITU-T) Video
Coding Experts Group (VCEG) and the ISO/IEC Moving
Picture Experts Group (MPEG). It is one of the most
widely used video compression formats and serves as the
foundation for various applications, including streaming
video, broadcast television, Blu-ray discs, and video
conferencing. The H.264 algorithm employs sophisticated
compression techniques to reduce the size of video data
while preserving visual quality. It achieves this by
exploiting spatial and temporal redundancies present in

20|Page
Volume 2 Issue 2 [Apr - July 2025]

DOA:15.05.2025 /

video sequences, thereby minimizing the amount of
information needed to represent the video content
accurately. Each frame is divided into smaller blocks
called macroblocks (is a fundamental unit used for
encoding and decoding video frames. It represents a
rectangular region of pixels within a video frame and
serves as the basic building block for motion estimation,
prediction, and compression). These macroblocks are
further partitioned into smaller units, such as prediction
blocks and transform blocks, which are used for encoding
and compression. The H.264 algorithm achieves a
remarkable balance between compression efficiency and
visual quality, making it an indispensable tool for video
encoding and transmission in a wide range of applications.
Its versatility, scalability, and widespread adoption have
solidified its position as one of the most important video
compression standards in the digital multimedia
landscape.

1.3_Pixel embedding:
Pixel embedding is a technique used to conceal
information within the pixels of digital images. It's a
method of hiding data in an image by subtly altering the
color values of individual pixels in a way that's
imperceptible to the human eye but detectable by
specialized software. The process begins with selecting a
cover image, which serves as the carrier for the hidden
message. The cover image is typically chosen to be a high-
resolution image with a large number of pixels, providing
ample space for embedding data without significantly
degrading visual quality. The information to be hidden,
known as the secret message or payload, is encoded into a
format suitable for embedding within the cover image.
This could be text, binary data, or other forms of
information. The embedding process involves altering the
color values of selected pixels in the cover image to
encode the hidden message. This can be done using
various techniques, such as least significant bit (LSB)
substitution, where the least significant bits of the pixel
values are replaced with the bits of the hidden message.
Pixel embedding typically involves both an encoding
algorithm, used to embed the hidden message into the
cover image, and a decoding algorithm, used to extract the
hidden message from the modified image. These
algorithms must be carefully designed to ensure that the
embedded data can be reliably recovered without
introducing artifacts or perceptible distortions in the cover
image. While pixel embedding can provide a covert means
of communication, it's important to consider security
implications. Depending on the sensitivity of the hidden
message and the threat model, additional encryption or
cryptographic techniques may be employed to protect the
confidentiality and integrity of the embedded data. In
LSB substitution, the color values of each pixel in the
cover image are modified to encode the bits of the hidden
message. Since the human visual system is less sensitive
to changes in the least significant bits of color values,
these alterations are generally imperceptible to the naked
eye. By replacing the LSBs of the pixel values with the
bits of the hidden message, the cover image is subtly
modified to carry the encoded information. Pixel
embedding is a versatile technique that can be used for
various purposes, including digital watermarking,
copyright protection, and covert communication. By
exploiting the imperceptible changes in pixel values, it
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allows for the concealment of information within digital
images without visibly altering their appearance.

1.4 Binary Converting:

Binary conversion is the process of representing numbers,
characters, or data using the binary number system, which
consists of only two digits which is 0 and 1. This system
is fundamental in computing and digital electronics, where
data is represented in the form of binary digits (bits). In
computing, characters and data are often represented using
binary codes. For example, ASCII (American Standard
Code for Information Interchange) is a widely used
character encoding standard that assigns a unique 7-bit
binary code to each character in the English alphabet,
digits, punctuation marks, and control characters. Binary
conversion is a fundamental concept in computer science
and digital technology, forming the basis for data
representation, arithmetic, and communication in digital
systems. Converting text to binary involves encoding each
character of the text into its corresponding binary
representation. This process typically follows a
standardized character encoding scheme such as ASCII or
Unicode.

1.5 Error Correction Coding:

Error correction coding techniques may be employed to
enhance the resilience of the glitched video stream to data
loss or corruption during transmission or storage. Methods
such as Reed-Solomon codes or convolutional codes can
add redundancy to the data, allowing for the detection and
correction of errors. The original data is processed using
an error correction code algorithm to generate redundant
bits. These redundant bits are calculated based on the
original data using mathematical operations such as parity
checks, checksums, or more sophisticated encoding
schemes like Reed-Solomon codes or convolutional
codes. The encoded data consisting of both the original
message and the added redundant bits, is transmitted over
a communication channel or stored in a medium such as a
disk drive or memory device. During transmission or
storage, the data may be subject to noise, interference, or
other forms of distortion that can introduce errors. The
received data is decoded using the same error correction
code algorithm used for encoding. The decoder analyzes
the received bits and uses the redundant information to
detect and correct errors that may have occurred during
transmission or storage. Error correction coding
introduces additional overhead in terms of the number of
redundant bits added to the original data. The amount of
redundancy required depends on factors such as the error
rate of the communication channel or storage medium and
the desired level of error correction capability. Balancing
the trade-off between error correction capability and the
efficiency of data transmission or storage is a key
consideration in designing error correction coding
schemes.

Error correction coding is essential in ensuring the
reliability and integrity of digital communication and data
storage systems, particularly in applications where data
integrity is critical, such as telecommunications, satellite
communications, wireless networks, and digital storage
media. It allows for robust and resilient transmission and
storage of data in the presence of noise and other sources
of errors.

Error correction is a crucial aspect of data communication
and storage systems, aimed at detecting and correcting
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errors that occur during transmission or retrieval. There
are various techniques and algorithms used for error
correction, each with its own advantages and applications

VIL. CONCLUSION:

The conclusion of the paper on glitched video encryption
would summarize the key findings, contributions, and
implications of the research in the experimental results or
theoretical analyses demonstrate the effectiveness of
glitched video encryption in securely concealing data
within video streams while maintaining visual quality.
Reflect on the advancements made in cryptographic
techniques, steganography methods, and video processing
algorithms to enable glitched video encryption. The
significance of glitched video encryption as a novel
approach to combining artistry and security in digital
media. Emphasize the potential of this technique to inspire
new forms of creative expression, foster interdisciplinary
collaborations, and advance the state-of-the-art in
multimedia security. The integration of supervised models
further enhances the capabilities of encryption methods,
The glitched video encryption method is more effective
and secured compared than the other encryption methods.
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